
[image: image31.png]



Important Notice

Your right to copy XPressFreedom software and this manual is limited by copyright laws. Making copies, adaptations, or compilation works (except copies of XPressFreedom software for archival purposes as an essential step in the utilization of the program in conjunction with the equipment), without prior written authorization of Telaeris, Inc., is prohibited by law and constitutes a punishable violation of the law.

This software and documentation are copyrighted by Telaeris, Inc. The software and documentation are licensed, not sold, and may be used or copied only in accordance with the Telaeris License Agreement accompanying the software.

© 2015 Telaeris, Inc.

All rights reserved worldwide.

Information in this document is subject to change without notice.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by any means, electronic, mechanical, photocopying, recording, scanning, digitizing, or otherwise, without the prior written consent of Telaeris, Inc.
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Getting Started
Welcome to the XPressFreedom system for Mobile Access Control. The XPressFreedom System provides standard Wiegand based physical access control systems (PACS) the capability to use mobile readers to register users into or out of a building, facility, or zone. With XPressFreedom, access is determined directly by the back end PACS. This enables the PACS to be the one consistent database for reports, accountability and traceability.

The XPressFreedom System is comprised of two main components.

1. The XPressFreedom Handheld: This is a Windows Mobile or CE capable handheld.

2. The XPressFreedom Embedded Board: This board is installed in any standard access control panel and securely converts credential data received over Ethernet into Wiegand, and detects the result from the panel.
The most common installation and usage of XPressFreedom is shown in the following diagram:
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Install XPressFreedom Board

Install the XPressFreedom OEM board (XPF-BOARD):

1. Connect the XPF-BOARD to your access panel in the same way you would a standard Wiegand Type card reader.

2. Plug an Ethernet cable to the RJ45 plug on the bottom left of the board (with the LCD on the top of the XPF-BOARD) and connect this to your network.

3. Plug the XPressFreedom board into the access control power supply.  The board requires a minimum of 300 mA at 9VDC or 12VDC.
XPressFreedom Connection Diagram
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The LCD on the board will cycle between the IP address of the board, the port the board is using, the time running, operating mode, private key, locked status and the current firmware version.

Configure XPressFreedom OEM Board

After the XPressFreedom OEM board (XPF-BOARD) has been installed, it is now ready to be configured.

1. From the XPF-BOARD, read the IP address displayed on the LCD. This will be something like 192.168.1.XXX (with XXX being a number from 100 to 200) on most standard routers.

2. On a computer connected to the same network, open any web browser; navigate to the IP address displayed on the LCD. For an IP address of 192.168.1.101, you will enter http:// 192.168.1.101
3. This will open the XPressFreedom Settings page on the browser to allow you to set the board up.
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The XPressFreedom OEM Board Settings page is split into three sections; 

1. Current Settings

2. Program the Settings
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XPressFreedom: 1. Current Settings
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The top section of the XPressFreedom Settings page displays the board’s current settings:
· Version: The current firmware version of the XPF-BOARD.

· Build Date: The last build date of the internal firmware of the board.

· Internal Clock: A second count of how long the board has been functioning since reboot. This resets at 65000.

· Board Locked: Indicates if a private key has been loaded on the XPF-BOARD. When the board is programmed, this should show “Locked”.
· DHCP: Whether the XPF-BOARD is using DHCP or Static IP address. This should only show DHCP during initial programming. When in operation, this should show “Disabled”.

· Mode: The current mode of the XPF-BOARD – currently, only entry/exit is allowed.

· Static IP: The IP address of the XPF-BOARD.
· Port: The TCPIP Port for the XPF-BOARD, if you want to operate on a non-standard web port (80 is standard for browsers). If using this setting, you will need to point your browser to an address like http://ipaddress:port ( http://192.168.1.101:4000.
· MAC Addr: The MAC address is fully programmable. If you have more than one XPF-BOARD on a network, you have to be sure that each MAC address is unique.

· Response Signal Line: The PACS signal line the XPF-BOARD monitors for response to Wiegand data. Currently, this only uses the buzzer line as an input, but you can physically plug the LED line into this port.
· Wiegand Initial Timeout: How long the board will wait for a response to a Wiegand request.

· Wiegand Inter-Signal Timeout: The longest possible times between beeps or flashes on the response line.

· Relay Timeout: This setting is not used currently.

· Multi-Flash Return: If the response line is from the LED line, some access boards will flash 1, 2, or 3 times on failure and continuously flash while the door relay is active. If this is the case, configure this setting to be one greater than the number of flashes that show for failure. e.g. If the door flashes twice on failure, Multi-Flash return should be set for 3.

XPressFreedom: 2. Program the Settings
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The Program the Settings section of the XPressFreedom Settings page allows the user to program the settings of the XPressFreedom board described in the previous section.

The only settings which are not displayed in the current setting section are described below:

· Password for Reset: The password used if you want to reset the board from a web browser.

· Private Key (16 Characters): The internal private key, which secures communication between the XPressFreedom Board and the handheld.

· Program Board Button: When clicked, programs the XPressFreedom Board with the settings entered in this section.

Program XPF-BOARD Settings

Program the XPressFreedom board:

1. Enter in the new XPF-BOARD settings.

2. Click the “Program the Board” button. 

3. After you click “Program the Board”, the screen will display “Successfully Programmed”.
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Selecting the highlighted “Return to Main Page” text will open the XPressFreedom Settings page.

XPressFreedom: 3. Reset

The Reset Settings section of the XPressFreedom Settings page allows the user to reset the settings of the XPressFreedom board.
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· Options: Select the XPressFreedom Board reset type, Reboot or Reset to factory Defaults.
· Password: Requires a password in order to reset the XPF-BOARD.
· Reset Button: When clicked, resets the XPF-BOARD to the selected option.
Note: After you perform a factory reset of the XPF-BOARD, it may not acquire the same IP address as it defaults to DHCP and will be assigned an IP address by your router. Use the new IP address shown on the XPF-BOARD’s LCD panel to navigate your browser to the settings page; see the Configure XPressFreedom OEM Board section for instructions.
XPressFreedom Handheld

The XPressFreedom application is designed to work as a standalone handheld application run directly on the XPressFreedom handheld. 

1. Power/Start the XPressFreedom handheld.
2. The XPressFreedom application should load, if it does not load, then double click the XPressFreedom [image: image4.png]XPress—c=
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 icon on the desktop. 

3. XPressFreedom Handheld application will open in the normal operating mode; the Enter Mode screen.
XPressFreedom Handheld Settings

Prior to using the XPressFreedom application the handheld needs to be setup to communicate with the XPF-BOARD. Access the Setup page by selecting F4: Menu, Setup option. The Setup page has four tabs; Main, Wiegand, DB (Database) and Misc.
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Main Tab
· Freedom IP: The IP address of the XPF-BOARD.

· Freedom Port: The TCPIP Port for the XPF-BOARD.

· Freedom Success: Specifies the number that should be returned from the XPF-BOARD’s response to indicate an authorized entry/exit.

· Freedom Key: The private key, which allows communication between the XPF-BOARD and the handheld. This must match the private key programmed on the XPF-BOARD or communication will fail. Click the Set Button to manually enter the key.

· HTTP Timeout (ms): The time in milliseconds that the handheld will wait before it indicates an error while attempting to connect to the XPF-BOARD.
· Live Mode: Each card scan will be processed one at a time and the operator will have to wait for the previous operation to complete before the next card may be scanned.

· Enqueue Scans: Allows the XPressFreedom handheld operator to scan many cards in quick succession. The results of the scan will be shown on the screen in the list after each card is authenticated.

· Show Debug: Used during setup of the XPF-BOARD when the Wiegand format might not be known exactly.

· Use RN Exchange: Forces the XPF-BOARD and handheld to exchange random numbers to improve communication security. This will approximately double the time for a card to be authenticated.

· Check Power Status: Displays low battery alerts if this occurs on the handheld.

· Check Wireless Status: Displays the wireless status icon and polls for wireless signal strength.
· Check Freedom Status Button: Sends a request to the XPF-BOARD to verify the board is responding appropriately.
Wiegand Tab
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· Default Facility Code: The facility code number that will be used when building a Wiegand data packet for manually entered numbers.

· Default Bit Count: The Wiegand Bit format count used when building a Wiegand data packet for manually entered numbers. This selects a format from the Wiegand Formats setting below.

· Wiegand Format: These formats can be: Wiegand36, Std Wiegand26, Std Wiegand35, Std Wiegand37 or Wiegand34 formats.
· Force # Bits to Default: Forces cards to be the specified number of bits, regardless of what the actual read bits are.

· Use iClass/PCSC: Allows the iClass/PCSC card reader that comes with many Datastrip handhelds to be automatically identified. After you set this checkbox, the available formats for these cards are shown in the dropdown list to the right.
Database Tab

· Import Users: Load comma separated list (CSV) of users into local database. The format of this CSV is described in the textbox at the bottom of this tab.

· Search Users: This option will only work if a CSV list has been loaded into the database.

· Delete Badges: Load CSV list of badges to delete from the internal database.

· Clear Local DB: Clears the local database.

· Display User Images: Display the user images from the local database when a card is scanned.
Instructions for uploading CSV and image data to the handheld are displayed in the textbox at the bottom of this tab!
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Misc Tab

· Sounds: Allows the user to specify sounds used for many of the stages and events which occur in XPressFreedom handheld program.

· Settings: Allow a settings file to be loaded and saved to the handheld internal disk. This is useful if you have to set up many handhelds identically.

· Load License: Allows a license file to be loaded into the handheld for operation. Many XPressFreedom images are pre-licensed.
Format Tab
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The format tab controls how the Wiegand Input is interpreted.

· The large text box holds all formats

· Each format begins with [Name of Format]

· All lines not beginning with “Field” are properties of the format
· Lines beginning with “Field” identify a range of bits representing a specific data field

· Load: Select a Wiegand Format .ini file from the device to use
· Default: Revert the format back to the default format file shipped with the device

· Cancel: Cancel all changes made to the Wiegand format

· Save: Commit all changes made to the Wiegand format

If Telaeris sends you a WF.ini file to use on the device, place the file in the XPressFreedom directory of the device usually located at the following location- (My Device\ Flash Disk\ XPressFreedom).  To use this file, overwrite the existing WF.ini file.
Entry/Exit Mode

Once the Handheld is setup The Entry/Exit Mode allows the handheld to communicate with the physical access control systems (PACS) via the XPressFreedom Board.

The XPressFreedom application automatically loads the Enter Mode screen. The Entry Mode records users moving from a door’s start zone to the end zone. Select F1: Change Mode to toggle between the Entry/Exit Mode or tap the top Entry/Exit Mode title. The Exit Mode records users moving from a door’s end zone to the start zone.
Depending on the XPressFreedom handheld settings, the Enter/Exit Modes screen will either be in Enqueue Scans or Live Mode. 

Capturing User Badge Information

There are two ways to capture user badge information; scanning a user’s badge or manually entering the user’s information.

Scan

1. Preset a Badge to the XPressFreedom handheld. 

2. The application will display the Authorizing screen and then depending upon access verification a success or fail authorization message will appear.

Manual Entry

1. Access the Manual Entry screen by selecting F3: Manual Entry.

2. Enter user badge number and click the “F2-Enter” button.
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Authorization
Once the User Badge has been scanned/manually entered, the back end system verifies access for the current user. 

If the XPressFreedom handheld is setup in Live Mode, the Enter/Exit Mode displays:

· Authorization Screen- Entry in process of being authorized

· [image: image8.png]


 Access or No Access [image: image9.png]



· User Name

· Badge Number

· Direction (Enter or Exit)

· Activity Time Stamp

· User Image (if applicable)

If the XPressFreedom handheld is setup in Enqueue Mode, the Enter/Exit Mode displays:

· [image: image10.png]
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 Queued Entry
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 Entry in process of being authorized
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 Scanned Timed Out (Possible network failure)

· The table also includes:

· User Name

· Badge Number

· Direction (Enter or Exit)

· Activity Time Stamp
[image: image27.png]EMTER.

F1:Change Mode F2:Barcode
F3:Manual Entry





XPressFreedom Menu Options
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The XPressFreedom menu options are accessed by selecting F4: Menu.

· Check Freedom Board: Sends a request to the XPF-BOARD to verify the board is responding appropriately.

· Lock in Entry/Exit Mode: Locks the mode until section is de-selected.

· Increase/Decrease Font Size: Allows the font size to change.

· Show List: Displays the entry/exit activity list.

· Clear List: Clears the entry/exit activity list.

· Toggle Taskbar: Toggle the handheld taskbar.

· Toggle Debug:  Toggles the debug screen.

· Setup: XPressFreedom settings page.

· Quit: Exits the XPressFreedom application.
Viewing Entries and Exits

To view the list of Entries/Exits, press F4: Menu or click Menu in the Menu Bar and click on the Show List option to display the application in list mode.
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The Entry/Exit list will show recent Entries and Exits using this particular handheld. Rows with a green check [image: image15.png]


 indicate that the Entry or Exit was authorized while rows with a Red X [image: image16.png]


 indicate that the Entry or Exit was not authorized.

XPressProx Configuration for XPressFreedom

If you are using XPressProx with a Windows CE Class machine, please reference the document:  XPressProx Configuration Tool User Manual.pdf, to correctly set up the XPressProx board to work with XPressFreedom.
Freedom Connection Diagram
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Glossary

Activity – An action involving a particular user or Reader.
Administrator – A type of XPressEntry/Freedom user who has total access. Administrators can create and edit information as well as change settings. Some features of XPressEntry/Freedom can only be performed by someone logged in as an administrator. Other features can be performed by both operators and administrators. Administrators are required to have a login ID and password.
Badge – The generic term for a piece of employee identification. It has the employee’s name, company, and badge number, and sometimes other information, such as an employee photo. The badge number may be encoded on the card with a bar code, or be digitally stored on a proximity or smart card. 
Badge number – A unique number assigned to an employee as a means of identification in XPressEntry/Freedom. It can match a company’s existing employee identification scheme, such as use for access control proximity cards. It contains only numerical digits. Badge numbers cannot overlap with stock numbers. This may also be referred to as an employee number.

Entrant – A type of XPressEntry/Freedom user whose entry and exit activities will be tracked into and out of zones. They can be an employee of the company where /Freedom is used, or a contractor or subcontractor. Entrants need to have a badge number, which can be part of their identification badge.

Employee number – Another term for badge number.

Field – A single category in a database, such as last name or badge number. Each record is made up of multiple fields describing this record. When a database is displayed in a table format, the fields are arranged in columns.

Operator – The type of XPressEntry/Freedom user whose job is to run the XPressEntry/Freedom server, monitor occupancies, activities, and error conditions. While an administrator has access to all functions, an operator has access to the most commonly used functions of XPressEntry/Freedom, essential to viewing the current operational status.

Record – A single entry in the database corresponding to one user, door, Reader, etc. A record is made up of several fields. A user record will contain information such as a badge number, first name, middle initial, last name and company.   When a database is displayed in a table format, records are arranged in rows.

User – A person who is working with the XPressEntry/Freedom system.

Technical Support

If you need assistance with XPressFreedom, Telaeris provides several ways for customers around the world to receive technical support. Telaeris also welcomes input on improving XPressFreedom – if there is a function that would add value to your company’s mobile access control system, Telaeris can incorporate those features into the next version of the application. Telaeris can also provide customized features just for your company, including custom report formats.

E-mail Support

Send an e-mail to our technical support department at support@telaeris.com.

Telephone Support
Call our technical support department at (858) 627-9700. Technical Support hours are Monday through Friday from 9:00 AM to 5:00 PM, Pacific Time.

Before contacting us

Before contacting our technical support department, please make sure that your hardware meets the minimum system requirements and all your hardware and peripherals are properly connected and set up according to their manufacturer’s instructions. Please have the following information ready:

Product version

Operating system and version

Description of hardware configuration

Exact error message, if any

Steps to duplicate the problem
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