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Purpose

The XPressEntry integration with the Avigilon Alta access control system is a
middleware solution that synchronizes access control data into XPressEntry for
mobile credential validation and mustering.

The integration retrieves and synchronizes the following data types from Avigilon
Alta to XPressEntry:

Users / Cardholders — User profile information including name and photo
Badges — Badge credentials and assignments

Access Information — Access groups and device permissions

Activity Data — Historical and real-time badge-scan events pulled from Avigilon
Alta

Prerequisites

Before configuring the integration, ensure the following are available:

Alta Access with the API Integration License enabled — the integration uses
the Avigilon Alta cloud (SPACE) API.

Avigilon Alta version 11.50 or later. XPressEntry has been tested on version
11.50; for other versions, contact Telaeris to confirm compatibility.

An Avigilon Alta administrator user account — the username (email) and
password for APl access, recorded and stored securely.

XPressEntry installed and running.

Outbound HTTPS (TCP 443) connectivity from the XPressEntry server to the
Avigilon Alta cloud API endpoint, plus the XPressEntry server-to-handheld
ports (default 30000 and 30001) open on the local network.

Order of Operations

Complete the integration in the following order:

1.

ar N

Set up Avigilon Alta to enable APl access (API Integration License and an
administrator user account).

Enable Data Manager synchronization in XPressEntry.

Perform the initial full sync and verify the imported data.

Configure XPressEntry handheld readers and doors.

Scan a credential on a handheld to validate functionality.

Telaeris, Inc. XPressEntry Avigilon Alta Documentation
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Configuring Avigilon Alta

Enabling APl Access

Avigilon Alta uses its cloud (SPACE) API for integration. No separate APl key is
generated — XPressEntry authenticates using an administrator account's
email and password.

Confirm the Alta organization has the API Integration License enabled. If it is
not active, contact your Avigilon Alta administrator or Telaeris.

Devices and Readers in Avigilon Alta

No virtual readers need to be created in Avigilon Alta. XPressEntry pulls device
and reader data directly from Alta:

All Entries configured in Avigilon Alta are synchronized to XPressEntry as
Readers.

A Door is created automatically in XPressEntry for each synchronized Reader.
Handheld stations and their entry/exit readers are configured on the
XPressEntry side after the first sync (see the Doors section).

Administrator User for the Integration

Use an existing Avigilon Alta administrator account or create a dedicated user
with administrator rights for the XPressEntry integration.

Administrator rights are required so the integration can read users, badges,
access groups, readers, and zones.

Record the user's email (username) and password — these are entered in the
XPressEntry Data Manager settings.

XPressEntry Configuration

Step 1: Add the Data Manager

1.

In XPressEntry, go to Tools > Settings (Ctrl+S) and select the Data Manager
tab.

Telaeris, Inc. XPressEntry Avigilon Alta Documentation
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r -
. XPressEntry (Administrator) - 3.6.9999 - Telaeris (Logged In User: admin) - a X
f\{ File ﬁu Tools @ View &_ Logout @ Help
Entry/Exit 4 Settings Alt+S ‘I

Handheld Status
All Zones (Occupancy: 0) Current Occupants v
Reports Ctrl+R
Filter: | Manual Enter/Exit Users
Add Handheld Wizard
== Buildin Secure Devices Setup Wizard
a Test Door

End Zone

User User Image Time Stamp Start Zone Door Reader Entry Granted

LAc’(ivity‘ Occupancy ‘ Partial ‘ Custom ‘ Full ‘ | Total Occupancy: 0 Inside 0 Zones | 0 Unread Messages | Service Running Locally

2. Set Type to Avigilon Alta from the dropdown and click Add.
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i 3 XPressEntry Settings - (m] X
File Database SQL Import/Export
3
Type AVIGILON ALTA i Add Remove
[=/General
Add / Edit Display
227355 Name AVIGILON ALTA

ytialiadun Bl /\/|GILON ALTA - Prefix() - df2642a4-dbc2-452-963a-b5f628303a2d

Question Setup

Logging

Client Settings

Wiegand Format D

LDAP Settings

[=IServer

Service Settings

Database

[=|Data Manager
AVIGILON ALTA
Software Event Vie

[=/Reader Profiles
Handheld Function
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
Panic Alarm Settin,
Location And Batte

[=|Alarm Settings
Alarm Targets
Email Settings
Twilio Settings

Copy Resx File

DI/ D) Test Installed Data Managers

Run DataManager Test Suite Check Data Integrity

Enable All SW Events Disable All SW Events

Save Cancel

3. Click Save. A new “DISABLED-Avigilon Alta"” tab appears in the side menu.

Step 2: Connect to the API

1. Select the new Avigilon Alta tab.
2. Check Enable Data Manager and click Setup Data Manager.
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File Database SQL Import/Export

—IGeneral
Add / Edit Display
Badges
RFID
User Defined Fields
Muster Settings
Question Setup
Logging
Client Settings
Wiegand Format Data
LDAP Settings
~IServer
Service Settings
Database
—|Data Manager
AVIGILON ALTA
Software Event Viewer
—IReader Profiles
Handheld Functionality
Reader Validations
Passwords

Enable Data Manager Type: AVIGILON_ALTA

Sync Timers Sync Options Sync Summaries

() Disable Concurrent Syncs

Download Activity Frequency Set

Partial Sync Update Frequency Set

Full Sync Update Frequency Set

Clear

Clear

Clear

Clear

OTELAERY

Setup Data Manager

Send XPressEntry Activities Now

Download Activity Now

Occupancy Sync Now

Partial Sync Now

Full Sync Now

Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
Panic Alarm Settings
Location And Battery

=|Alarm Settings
Alarm Targets
Email Settings
Twilio Settings

Copy Resx File

Data Manager Live Log View Pause Mirror Log To: Browse

Save Cancel

Enter the following connection details:

Telaeris, Inc.

End Point URL - the URL of the Avigilon Alta cloud API.

Email - the email (username) of the Avigilon Alta administrator user.
Password — the password for that administrator user.

Download Pictures — when checked, user photos are synced from Avigilon
Alta.

Enable API Verbose Data - enables detailed logging in the Data Manager
live log view and XPressEntry server logs (optional).

Enable Curl Debugging — with API Verbose Data enabled, generates API
requests in cURL format for command-line testing; enable only when
troubleshooting (optional).

Enable Real Time Activity Events - listen for and apply badge-scan events
from Avigilon Alta in real time over MQTT (optional).

Fetch Activity Sync From Last X Hours — when Activity Sync runs, fetch
badge-scan activities from the past X hours.

Fetch Activities For a Specific Date Range — fetch badge-scan activities for
a chosen date range.

XPressEntry Avigilon Alta Documentation



OTELAERY

Alta Data Manager Setup — a X

End Point URL https://api.openpath.com

| Email subha@telaeris.com
| Password =~ eeesssencosecc
API Page Size 1000 =
() Download Pictures Pictures Per Update 100 S

() Validate SSL Certificate

Enable APl Verbose Data Enable Curl Debugging Enable Real-Time Activity Events (MQTT)
Activity Sync Window

[:] Fetch activities from the last |4 hour(s) (rolling)

[:] Fetch activities for a specific date range

From [2026-05-11 19:10 To [2026-05-20 19:10

Test Connect

Status

Defaults OK

4. Click Test Connect to verify the connection. On success, the result window
displays “Connection Success!”; any error appears in the same window.
5. Click OK to close the setup form, then click Save.

Step 3: Configure Sync Timers

1. Under the Sync Timers tab, configure the following:
e Full Sync - pulls all relevant records (Users, Badges, Groups, Readers,
Zones, Timezones); recommended daily at a low-usage time (e.g., 2:00
AM).
e Partial Sync - pulls Doors, Access Groups, and Timezones (excludes
cardholders); recommended every 30 minutes.
e Activity Sync - pulls historical badge-scan activities from Avigilon Alta
(controlled by the Fetch Activity settings above).
2. Click Set next to each frequency, choose the interval, then click Save.

Telaeris, Inc. XPressEntry Avigilon Alta Documentation
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File Database SQL Import/Export

—IGeneral

Enable Data Manager Type: AVIGILON_ALTA

Add / Edit Display Sync Timers Sync Options Sync Summaries

Badges
RFID

User Defined Fields () Disable Concurrent Syncs

Muster Settings
Question Setup
Logging Download Activity Frequency

Set

Client Settings
Wiegand Format Data
LDAP Settings
~IServer
Service Settings
Database
—|Data Manager
AVIGILON ALTA Full Sync Update Frequency

Partial Sync Update Frequency

Set

Set

Software Event Viewer
—IReader Profiles

Handheld Functionality

Reader Validations

Passwords

Badge Settings

Custom Display

Validation Colors

Doors

Trend Settings

Panic Alarm Settings

Location And Battery
=|Alarm Settings

Alarm Targets

Email Settings Data Manager Live Log View Pause

Mirror Log To:

Clear

Clear

Clear

Clear

OTELAERY

Setup Data Manager

Send XPressEntry Activities Now

Download Activity Now

Occupancy Sync Now

Partial Sync Now

Full Sync Now

Browse

Twilio Settings
Copy Resx File

Reader Validations

Save Cancel

Go to Tools > Settings > Reader Validations (under the Reader Profiles tab).

2. At minimum, enable Door Readers; other validations may be enabled as

needed.

e Note: Door Readers are checked so the handheld only accepts scans from
users with permission on the mapped reader.

3. Click Save.
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§|_I XPressEntry Settings
File Database SQL Import/

[IGeneral
Add / Edit Display
Badges
RFID
User Defined Fields
Muster Settings
Question Setup
Logging
Client Settings
Wiegand Format Data
=IServer
Service Settings
Database
I-Data Manager
SPICA
Software Event Viewer
i~Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
Panic Alert Settings
I=Alert Settings
Email Settings
Twilio Alerts
Copy Resx File

OTELAERY

Profiles

selected:  Default

New Clone
Validations
(") Zones () Holidays ") Enable Anti-Passback () Enable Soft Anti-Passback
Door Readers ] Ignore Anti-Passback On Exit [ ] Scanned Badge Must Match User's Facility Code
D Timezones S
D Events
(C) Specific Facility Codes
(] Fingerprints :] Next Check Date
(s ’ ’
(JPIN Requirec ol
() Badge Activation/Expiration Date
(] User StarvEnd Date
[_] Group User Activation/Expiration Date
("] Random Challenge 0

User Access Count Validation
(") Enable User Access Count Validation
DOOR

5 5| ow Hi

Validating:
User Group has Access to Reader Group that is Attached to Door.

Save

Data Configuration / Sync Check

This section is optional. Use it to confirm that data has synchronized correctly.

Users and Badges

After a full sync, User Profiles, Photos, Badge Credentials, and Access Rights are
available in XPressEntry.

Telaeris, Inc.

Example user in Avigilon Alta:

XPressEntry Avigilon Alta Documentation
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TPSB_Telaeris @ ST
Users @ Import users
Batch actions v Q + ¥ =
FIRST NAME LAST NAME FULL NAME EMAIL NICKNAMES ACCESS GROUP SITES
s = ble s Unfiltera o
Sreejith Kalaripparambath Sreejith Kalarippara... sreejith@telaeris.com - All Access (+1) Telaetr 2 ©
Kelly Lim Kelly Lim kelly.lim@telaeris.com All Access - ")
Chris Stotts Chris Stotts cstotts@telaeris.com - All Access - 2]
Subha Thonakkod Subha Thonakkod subha@telaeris.com - All Access (+1) - )
< >
1-4 of 4 items (4 total) 100 / Page -~
Same user in XPressEntry:
ﬂ XPressEntry (Administrator) - 3.6.9999 - Telaeris (Logged In User: admin) = (m] X

Entry/Exit Activity History Add/EditInfo | ogs

S . File ﬁjg Tools @ View Q‘ Logout SEntry/Exit

@ Help

Filter ° > o & Users i Logins i Companies @ Groups # Zones [ Doors [ Readers & Roles & User Profiles ©® Timezones - Muster Sites
User Groups Zones Timezones Vehicle Types Contact Info UDFs

Administrator, Compan
LEIE] rambath, Sreejith First Name Last Name MI Photo Fp
Lim, Kelly Sreejith K
Stotts, Chris s —
Thonakkod, Subha

Company v

Emp ID () visitor

Zone v C] Host

Start Date  £802/05 12:00:00 AM R

End Date 08/05 12:00:00 AM B~

User Profile N Create Login

Change = Crop Delete
Last Access
Zone:
Reader:
Badges ) . ) .
@ © Add Badge o Delete Badge ©  ViewHistory =  Print Badge
Badge Activated Date Expired Date Invalid Badge Type

‘ Time to Read 5 Records: 0.08 seconds | Add New Delete Save Cancel
Aclivig Occupancy | Partial | Custom | Full | | Total Occupancy: 0 Inside 0 Zones | 0 Unread Messages | Service Running Locally

04A1B2C3D4E5F6 01/01 12:00:00 AM 01/31 12:00:00 AM

02/01 12:00:00 AM 02/01 12:00:00 AM

External Record:30006703

Telaeris, Inc.
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User Permission

Direct Access Groups and Device Permissions of a user are combined and added
to User Permissions in the User tab in XPressEntry.

Direct Access Groups and Device Permissions in Avigilon Alta:

X Edit user (Sreejith Kalaripparambath)

User Credentials Access Intercom Security

Access groups ()

All Access x  Restricted Access x ~
ACCESS @
SITE OVERALL ACCESS ® GROUP ACCESS @ USER ACCESS @ ZONES
> Telaeris SanDiego v v (m) 2
> Telaeris v v O 1
1-2 of 2 items (2 total) 100 / Page -~

O . Override permission

‘) Remote unlock

User Permission under the User tab in XPressEntry:

Telaeris, Inc. XPressEntry Avigilon Alta Documentation



OTELAERY

—Dxl

@ Help

QJ XPressEntry (Administrator) - 3.6.9999 - Telaeris (Logged In User: admin)

. . ) n
[ File ﬁjﬂ Tools @ View o\ Logout @ Entry/Exit
“ Users & Logins 1l Companies # Groups # Zones [ Doors [ Readers & Roles & User Profiles © Timezones -: Muster Sites

Entry/Exit Activity History Add/EditInfo |ogs
User :GFOUISS‘Zones Timezones Vehicle Types Contact Info UDFs

Filter @ = o
Administrator, Compan
Kalaripparambath, Sreejith Groups P4 i:IZdEd
Lim, Kelly All Access R ‘c_ctes:A
Stotts, Chris All Access estricted Access
Thonakkod, Subha No Access
Restricted Access
External Record:30006703
Delete Save Cancel
Service Running Locally

Add New

0 Unread Messages

‘ ‘ Time to Read 5 Records: 0.08 seconds ‘

Total Occupancy: 0 Inside 0 Zones

| Activity‘ Occupancy ‘ Partial ‘ Custom ‘ Flml

Access Groups
Access groups synchronized from Avigilon Alta, with associated readers and

permission mappings, appear under Groups in XPressEntry.
Example access group in Avigilon Alta:

TPSB_Telaeris @ ST
Access groups
a + + =
ACGESS GROUP NAME DESCRIPTION USER COUNT SITES BADGE TEMPLATE NAME BADGE PREVIEW
-
All Access - 4 Telaeris SanDiego - - VAl

s ~ - 2 @

100 / Page ~

Restricted Access Restricted Access

1-2 of 2 items (2 total)

Synchronized group in XPressEntry:

Telaeris, Inc. XPressEntry Avigilon Alta Documentation
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i_‘ XPressEntry (Administrator) - 3.6.9999 - Telaeris (Logged In User: admin) — (m] X

¢ File Tjﬂ Tools @View 2‘ Logout @Entry/Exit @Help

Entry/Exit Activity History Add/Edit Info | ogs

Filter g @ o it Users & Logins Ll Companies # Groups i Zones [ Doors O Readers & Roles & User Profiles ©® Timezones -: Muster Sites

Name
All Access
All Access All Access
No Access -
Restricted Access [ Is Default Group (") Group Allows Reader Login

Readers Zones Holidays
Selected

Readers

Entry 1

Entry 2(ACU 03)

Exit 1

Exit 2

Restricted Entry

Server Reader : LAPTOP-8069K

AV

Timezones

pdd New || _Delete

Readers
All Entries from the Avigilon Alta system are mapped as Readers in XPressEntry.

Entries in Avigilon Alta:

Telaeris, Inc. XPressEntry Avigilon Alta Documentation
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TPSB_Telaeris @ st
Entries ®

ENTRIES Qa + s =
NAME ZONE CONTROLLER DEFAULT STATE SCHEDULE

Entry 1 Inside ACU 2 Standard Security Always 7 w

Entry 2(ACU 03) Inside ACU 03 Convenience - 72

Exit1 Out ACU 01 Convenience Always 7 w

Exit 2 Out ACU 01 Convenience Always 7 w
Restricted Entry Restricted Zone (ACU 03) ACU Q1 Strict Security Always 7

1-5 of 5 items (5 total) 100 / Page v~

Synchronized Reader in XPressEntry:

r Al
!Z_I XPressEntry (Administrator) - 3.6.9999 - Telaeris (Logged In User: admin) — O X
e . 1 .
File Tj@ Tools @ View oW Logout @ Entry/Exit @ Help
Entry/Exit Activity History Add/Edit Info | ogs
Filter Py - ° i Users & Logins wl Companies # Groups % Zones [ Doors 0 Readers & Roles & User Profiles © Timezon¢ ¢ *
Name
Handhelds
Entry 1
Server Reader : LAPTOP-8069RQGV
Doors
~
Time to Read 1 Records: 0.03 seconds -
Profile
Readers v
Entry 1
Entry 2(ACU 03) U
Exit 1
Exit 2

Restricted Entry

External Muster Reader

O Is External Muster Reader

External Muster Zone

Card and Pin Mode
CARD ONLY ~

Create Reader Credential

External Record:852724

Add New

‘ Time to Read 5 Records: 0.22 seconds ‘

Activity‘ Occupancyl Partial ‘ Custom ‘ Full ‘ |  Total Occupancy: 0 Inside 0 Zones 0 Unread Messages | Service Running Locally

Doors

External data is read-only by default. To edit doors and zones, first enable Tools >
Settings > General > Add/Edit Display > Allow Editing of External Data.

Telaeris, Inc. XPressEntry Avigilon Alta Documentation



File Database SQL

~IGeneral
Add / Edit Display
Badges
RFID
User Defined Field:
Muster Settings
Question Setup
Logging
Client Settings
Wiegand Format D
LDAP Settings
=IServer
Service Settings
Database
—|Data Manager
AVIGILON ALTA
Software Event Vie
—IReader Profiles
Handheld Function
Reader Validations|
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
Panic Alarm Settin|
Location And Batte,
=|Alarm Settings
Alarm Targets
Email Settings
Twilio Settings
Copy Resx File

@] XPressEntry Settings

Import/Export

General

() Show Badge Types Form () Show Visitor Pre-Registration Form

() show RFID Form () show Badge Layouts Form

Show Timezones Form Show Muster Sites Form

() show Holidays Form () Show Deleted Records in Add / Edit List
() Show Maps Form () sShow Vehicles

() Only Show Users and Companies To Non Admins

100 pagination Size (Zero to Show All)

External Data

Show External Flag in Add / Edit List (") Show Door External Data 2
Show External ID in Add / Edit List Allow Editing of External Data
Readers

[ Allow Reader GUID Switching (7)) show ID Scan Options

D Show Reader Merging [:] Show Freedom Setttings

() Show Reader Timezones

Badges
() Show External ID in Badge Grid

() show PIN in Badge Grid

[:] Show Facility Code Column In Badges
() show Badge Defined Field 1 in Add/Edit
() Show Badge Defined Field 2 in Add/Edit
() show Badge Defined Field 3 in Add/Edit
Users

() Enable User Watch Lists

Enforce Employee Badge # Uniqueness

() Enable Gender Field for Users

GPS
(") Show GPS Coordinates in Doors () Show GPS Column'’s in Activity

OTELAERY

Save ‘ Cancel ‘

Readers are synchronized automatically from Avigilon Alta Entries. Create a door
in XPressEntry for each handheld station, then configure each door as follows:

1.

before scanning.

Start Zone - set manually after the first full sync; the zone where users begin

End Zone - set manually after the first full sync; where users are placed after

scanning in entry mode (in exit mode, users move from the end zone back to
the start zone).

External Entry Reader / External Exit Reader — set from the Readers

synchronized from Avigilon Alta; the External Entry Reader is assigned

automatically from the Reader created with the door.

Telaeris, Inc.

Badge Activities in Avigilon Alta:
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A TPSB_Telaeris @ ST
ACCESS
Add filter |
Home
i)
Cameras
Sea Q + =
&
ez BROWSER TIME DEVIGE TIME GATEGORY EVENT RESULT DEVICE USER USER ORG CREDENTIAL TYPE CREDENTIAL DETAIL & ENTRY /R
| Filter Y | Filte Filter ~ F.. | F Fi F..) | Filter Fil Filter Fi
Sites
May 23, 2026 May 22, 2026 Entr Reader - van Card:
2:16:56 am 1:46:56 pm Entry unl Y " Denied San L TPSB_Telaeris  Openpath/MIFARE C469A004 Entry - SI
nioch au
GMT+5:30 PDT Diego (CSN) - Fast
Devices.
May 23, 2026 May 22, 2026 Entr Reader - \van Card:
] 2:16:14 am 1:46:14 pm Entry Unlot:k Granted  San Lo TPSB_Telaeris  Openpath/MIFARE  C469A004 Entry - S
Reports GMT+5:30 PDT Diego (CSN) - Fast
Bk May 23, 2026 May 22, 2026 Entr Reader - \van Card:
Apps 2:15:36 am 1:45:36 pm Entry Unloyck Denied San Lau TPSB_Telaeris  Openpath/MIFARE C469A004 Entry - SI
GMT+5:30 PDT Diego (CSN) - Fast
-
=
i May 23, 2026 May 22, 2026 Reader -
Config Y M Entry van — D
4 1-30 of 30 items (30 total) 200/ Page ~
©2026
P . o
.
Activity History in XPressEntry:
r
@] XPressEntry (Administrator) - 3.6.9999 - Telaeris (Logged In User: admin) = o X
v \ File i\jﬂ Tools @ View & Logout @ Entry/Exit @ Muster @ Help
Entry/Exit Muster Activity History Add/Edit Info Logs
Activity FIters  pegord Gount: 28 Max # Records: 1000 v
() pate
() company
User
8 Bad e 12-Hay. ] 7 ¢ s ) Manual Entry
2dges 9259788686600437760 i 5/22/2026 1:32 AM Granted (1Fa Unlock)
() zones 9258788686600437760 i 5/22/2026 12:43 AM Granted (1Fa Unlock)
() boor
8 :e:de'T Lau, Ivan 9259788686600437760 | Enty-SD __ |Enwy-SD __ Enterng _________Inside __|520/20261228AM [0 Granted (1Fa Uniock) |
adge Type
C469A004 5/20/2026 12:20 AM Granted (Override Unloct
9259788686600437760 512012026 12:20 AM Granted (Override Unloc}
Search
() Entries/Exite
[7) Show Deletc
Activity | Occupancy Pertial Custom| Ful| Total Occupancy: 2 Inside 1 Zone 1 Service Running Locally

Example Door in XPressEntry:

Telaeris, Inc. XPressEntry Avigilon Alta Documentation
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r
@] XPressEntry (Administrator) - 3.6.9999 - Telaeris (Logged In User: admin) - [m] X
¢ File (ij@ Tools @) View “\ Logout @ Entry/Exit @ Help

Entry/Exit Activity History Add/Edit Info | ogs

Filter e » P it Users « Logins ri Companies # Groups £ Zones [ Doors [ Readers & Roles & User Profiles © Timezones =+ Mu ¢ *

Entry 1

Entry 2(ACU 03)
Exit 1 EnimAl
Exit 2
Restricted Entry Start Zone
Test Door

Door Name

Out ~

End Zone

Inside v

Door RFID Tag#

External Entry Reader

External Exit Reader

External Record:852724

Add New

| Time to Read 6 Records: 0.60 seconds ‘

Activity| Occupancy| Partial ‘ Custom ‘ Full || Total Occupancy: 0 Inside 0 Zones 0 Unread Messages Service Running Locally

Best Practices

Follow these recommendations to maintain a stable connection and reliable
operation:

e Daily Full Sync - schedule a full sync daily (e.g., 2:00 AM) to ensure data
consistency.

e Door Setup - create a door in XPressEntry for each handheld station, and
set each door's Start and End zones manually after the first full sync.

e Zone Configuration — properly configure hazard areas, muster points, and
outside locations for accurate occupancy tracking.

e API Logging — enable “Enable API Verbose Data” during initial setup and
troubleshooting.

e Connection Monitoring — after saving settings, confirm the Data Manager is
connected before relying on the integration.

e Real-Time Updates — enable “Enable Real Time Activity Events” to receive
badge-scan events from Avigilon Alta in real time (uses MQTT).

Telaeris, Inc. XPressEntry Avigilon Alta Documentation
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Troubleshooting

Connectivity Issues

Verify the End Point URL is correct and the XPressEntry server has
outbound HTTPS access to the Avigilon Alta cloud API.

Confirm the Avigilon Alta user has administrator rights and the API
Integration License is active.

Check that the administrator email and password are entered correctly (no
extra whitespace); use Test Connect to confirm a “Connection Success!”
result.

Enable “Enable API Verbose Data” (and “Enable Curl Debugging” if needed)
to capture detailed error messages.

Sync Problems

Run a manual Full Sync Now to re-synchronize XPressEntry with Avigilon
Alta.

If expected badge activities are missing, verify the Activity Sync timer and
the Fetch Activity settings (last X hours or date range).

Check network connectivity and firewall rules between the XPressEntry
server and the Avigilon Alta cloud APl endpoint (outbound HTTPS).
Confirm only one sync runs at a time; very frequent intervals can cause
contention.

Real-Time Update Failures

Confirm “Enable Real Time Activity Events” is checked and the real-time
(MQTT) connection is established.

Check that firewall rules allow outbound MQTT traffic from the XPressEntry
server.

Summary

The XPressEntry integration with Avigilon Alta provides a reliable solution for
mobile access control management, synchronizing users, badges, access groups,
readers, and zones from Avigilon Alta for credential validation and mustering on
handheld devices.
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