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Purpose

This document is intended to instruct users on how to synchronize an XPressEntry system with a
PremiSys system. XPressEntry has the capability of providing access control management from
a handheld device. For XPressEntry setup information, see the document, “XPressEntry
Installation and Upgrade” found at https://telaeris.com/documentation.

Pre-requisites/Requirements
1. XPressEntry 3.5+
2. PremiSys 4.7.66 or later
3. API Licenses:
a. CardholderAPI
b. TransactionAPI
c. QueryAPI
d. ActionAPI

4. Ports 30000, 30001 open for communication between XPressEntry Server and handhelds
on machine where XPressEntry will be installed.

5. Windows 8.1+ or server type equivalent

6. Optional: Some XPressEntry synchronization functions require permissions for the

Identicard Database.

a. Create a database user that can create and insert data into PremiSys and

Cardholder databases.

b. SQL Server Identicard instance should be permitted for remote connections.

Limitations

e API does not allow pulling of historical activities from PremiSys to XPressEntry.
o It IS possible to get real-time badge scans.
e Can update occupancy to identify the current location of cardholders.

Order of Operations

1. Setup System PremiSys Data and Settings
2. Enable XPressEntry Synchronization
3. Set up XPressEntry Data

Setting Up PremiSys to Synchronize

with XPressEntry

It is assumed that a version of PremiSys and
XPressEntry are installed on computers or virtual
machines that can talk to each other, or the same
computer or virtual machine.

To install XPressEntry, you must have

Administrator privileges on its respective machine.

You must additionally be an Administrator or
super user in the PremiSys System.

W User Administration \EI

~ = ~ ~ ~
1, Users | 212 Groups 5 Time Periods %, Configuration ) Cardholder Fiters
A e LA L L4

® Use the list below to create/remove /edit users

User

Add Remove Edit


https://telaeris.com/documentation

Enable XPressEntry Synchronization
XPressEntry uses a module called Data Manager to synchronize all data with PremiSys. From
the main page of XPressEntry, go to XPressEntry > Settings (ALT+S or Tools > Settings).

QJ XPressEntry (Administrator) - 3.5.6493 - Telaeris (Logged In User: Administrator, Company)

tf@ Tools @ View

File

)
O\ logout @Muster

Entry/Exit M Settings

Alt+S

les Add/Edit Info Logs

Handheld Status

(m] X

Q-

I)’ BEIE

All Zones (Occupancy: 18) Current Occupants vw

A
Tl 0 Vincent |vra

Reports calzk é Spears, Zachery ~ Howell, Jodi

Fiter. | Manual Enter/Exit Users ) Entered: 01/12 02 Entered: 01/12 02 E
EAIZones (| Add Handheld Wizard Time In Zone: 262.. Time In Zone: 262 _FO‘_ :
0 Building reyvor Badge #: 65926706 Badge # 67063314 - 1328
| L.aDoorA ) Zone: Building A Zone: Building A \__ Zone: Building A
£} Building B (0) 2 David, Leola Atkinson, Garland Pineda, Leopoldo
! L 8 DoorB Y Entered: 01/12 02 Entered: 01/12 02 Entered: 01/12 02
0} Main Lobby (5) k i Time In Zone: 262 : 3 I /mji ?n‘iy ¢ Tim /oqs-g'/‘;'/

4 Main Door = 4 6328498 8954

k\ Zone: B Zol 3uilding A \ ng A

1 Door B A

i , Deann Frazier, Emma
P Entered: 01/12 02 Entered: 01/12 02
- The Yard (0) Time In Zone: 262

1 Bus 123 Badge #: 202257 =

Zone: Building A

General Tab

2.

L o Kleinhen Nonald | Rﬁker Ricn
> E @ Activity Occurring in Last Day 0
|| User Esej' Imag: ;i{::m ;:;2 End Zone Door Reader E::Zl -
T
Spears, Za... 01/12 02:5... |Main Lobby |Building A | Door A Handheld 2 |True |
Howell, Jo... 01/12 02:5... |Main Lobby | Building A | Door A Handheld 2 | True
I I I I
Villarreal, ... : 01/12 02:5... |Main Lobby | Building A | Door A Handheld 2 | True
David, Leo... s 01/12 02:5... ' Main Lobby |Building A | Door A Handheld 2 |True
‘ ‘ ‘ i
Atkinson, ... 01/12 02:5... |Main Lobby |Building A | Door A Handheld 2 ‘True
Activity | Occupancy | Partial | Full || Total Occupancy: 18 Inside 2 Zones | 0 Unread Messages | Service Running Locally
H &l XPressEntry Settings - m] X
1 . From the Settl ngs page7 [File | Database  SQL Impart/Export
H Ls
select General > Logging. s
General Handheld ERROR
Add / Edit Display
Set the Data Manager Log i —
level to DEBUG or sl RFID INFO
VERBOSE
a. This will allow you e
. - Max Log Sze
to view log entries e :
. g s v L5 g o)
during the sync P e e S
Reader Validations
process. Puconers Purge Now

Max Log Size — 5000 or
higher

Max Log Age — 1 Day or
higher

Once the integration is complete, set
the log level to ERROR so only
error messages will be tracked.

Reader Profile Tab

Custom Display
Validation Colors
Doors

Trend Settings
Musters

Twilio Alerts.

[ Include Data Manager GUID'in Log

1. Go to Reader Profiles > Reader Validations. This is where you configure the

handhelds.

2. Ensure that Door Readers and Timezones are the only mode checked under




Validations.
3. Select Save at the bottom right when finished.

@ XPressEntry Settings - [m] X
Database  SQL Import/Export
5| Profies
Selected: I
=l General Muster Only cciy Dafault
Add / Edit Display
Badges New Clone Delete
RFID
User Defined Fields Validations
Muster Settings (] Zones () Holidays () Enable Anti-Passback (] Enable Soft Anti-Passback
Question Setup - —
Logging B Door Readers [ Ignore Anti-Passback On Exit (] Scanned Badge Must Malch User's Faciity Code:
Client Settings Timezones (| Wamings
Wiegand Format Data !
Server [[] Events
Service Settings
Database " || Specific Faciity Codes
Data Manager Fingerprints Required
PREMISYS (Sl oset L Req
Software Event Viewer [ s (] Required
Reader Profiles -
P ) Required [ ] Use Door Reader Setting
[[) Random Challenge 0 =

Passwords

Badge Settings
Custom Display

Validation Colors [ Next Check Date

Doors ("] Badge Activation/Expiration Date [ ) User Start/End Date
Trend Setiings
Musters
Alert Settings Valdating
Email Settings User has access at appropriate times.
Twilio Alerts User Group has Access to Reader Group that is Attached to Door

_. Gancel

Data Manager Tab
From the Settings page select the Data Manager Tab.

ressEntry Settings -
XPressEntry Setting O X

Database  SQL Import/Export

Type IPREM\SYS ~ | Add Remove
~ General
Add / Edit Display b
g::ges Name PREMISYS Prefix
User Defined Fields
Muster Settings
Question Setup PREMISYS - Prefix()
Logging
Client Settings
Wiegand Format Data
= Server
Service Settings
Database
M

vent Viewer
= Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
= Alert Settings
Email Settings
Twilio Alers

Sanity Check Data

1. Type - This is the integration type. Select PREMISYS > Add > Save.
2. Go to Data Manager > PREMISYS in sidebar menu.



3. Setup Data Manager — This sends you to the setup form for PREMISYS data manager.

Sync Timers

XPressEntry uses Timers to pull PremiSys data into XPressEntry.

2| XPressEntry Settings

Database  SQL Import/Export

o

=l General
Add / Edit Display
Badges
RFID
User Defined Fields

8 Enable Data Manager Type: PREMISYS

Sync Options

O Disable Concurrent

Setup Data Manager

Send XPressEntry Activities Now

DEBUG: DataManagers Restarted

Muster Settings Syncs
Question Setup
Logging Download Activity Frequency Set Clear Download Activity Now
Client Settings
Wiegand Format Data
=) Server Occupancy Sync Frequency Set Clear Occupancy Sync Now
Service Settings
Datab: Partial Sync Update "
7lavase yne Up Set Clear Partial Sync Now
=) Data Manager Frequency
Software Event Viewer Full Sync Update Frequency Set Clear Full Syne Now
I Reader Profiles
Handheld Functionality c
ustom Sync Update
Reader Validations Y P Set Clear Custom Sync Now
P W Frequency
asswords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
Musters
=) Alert Settings Data Manager Live Log View Pause Mirror Log To: Browse
Email Settings
Twilio Alerts DEBUG: DataManager Settings Updated

Download Activity Frequency — Pulls reader scan records into XPressEntry and stores
them in XPressEntry’s activity table. This function also updates the zone occupancy.
Occupancy Sync Frequency — Updates the zone occupancy without storing the activity
records.

Partial Sync Frequency — Pulls all data excluding cardholder data, including readers,
areas, access levels. It will only grab the last x number of users that were added to the
system.

Full Sync Update Frequency — Updates all tables by pulling all necessary records from

PremiSys. This function may take some time.
a. Itis recommended to run a full sync once per day in the middle of the night when
the system is not busy.
Custom Sync Frequency — Updates a set of tables that the user configures.
a. To configure, right click Custom Sync Now and select Edit Custom Sync.

Custom Table Sync - O *

R

Table USERS ~ Partial ? D | Table BADGES ~ Partial? [x]

Table GROUPS_USERS w Partial? [x]




Sync Options

N

~

@] XPressEntry Settings - a X
File Database SQL Import/Export
B Enable Data Manager Type: PREMISYS I Setup Data Manager
General
Add / Edit Display Sync Timers |Sync Options
Badges
RFID y - Pull DataManager Occupancy Event Processing Retry Count 3 =
User Defined Fields
Muster Settings Default Outside Zone Default Role
Question Setup
Logging Pull Data Manager Activities into XPressEntry DMPrefix
Client Settings
Wiegand Format Data . Push XPressEntry Activities to Data Manager Mister S du
uster Scanned Users  never
Send Activities Retry Count 3 s

etti
atabase
Data Manaqer Bl Watch Tables via Software Events
i
Software Event Viewer Enabls Messuge Gieus
Reader Profiles Message Queue Name \PrivateS\DataManagerEvent
Handheld Functionality
Roador Va,hda'"ms Event Processing Loop Limit 10 S
Passwords
Badge Settings
Custom Display
Validation Colors -
Doors Clear Data Manager Settings Clear External Data
Trend Settings
Alert Settings
Email Settings Data Manager Live Log View Pause Marror Log To: Browse
Twilio Alerts

DEBUG: DataManager Settings Updated
DEBUG: DataManagers Restarted

Pull Data Manager Occupancy — Enables use of the Occupancy Sync.

Pull Data Manager Activities into XPressEntry — Enables use of the Activity Sync.
Push XPressEntry Activities to Data Manager — Enables XPressEntry to push Scan
data to PremiSys.

Send Activities Retry Count — Number of times XPressEntry will attempt to resend
an activity if it fails.

Default Role — The default XPressEntry Role that will be assigned to users if the
integration does not otherwise assign a role. Entrants are recommended but not
required.

Muster Scanned Users — Enables sync to convert scans from specific readers to be
converted into Muster Scans which mark users as safe. Muster readers must be
configured in the reader data. Please see Mustering Documentation for more details.
Setup DataManager Button — Opens PremiSys specific settings.

Clear DataManager Settings — Resets all settings on the two above tabs, as well as
the PremiSys specific settings.

Clear External Data — Deletes all data synced from PremiSys from the XPressEntry
Database.

PremiSys Data Manager Setup Page
Press the Setup Data Manager button to get the PremiSys specific setup screen. In the new
window, you will see the following:

1. Server IP — IP address of the system where PremiSys server is hosted.

2. Query API Port — Query API Port for PremiSys Server.



w

Data API Port — Data API Port for PremiSys Server.
4. Transaction APl Port  *
— Transaction APl Port  cenersi patabase Detais
for PremiSys Server. Server IP prsininywtT sl kg Comi Query API Port s002
5. User Name — PremiSys
System username
6. Password — PremiSys
System password Server Timezone - |Pacific Standard Time
7. Server Timezone —
Timezone of the
premiSys server. It is Test Connect Defaults OK
set to PST by default. =

User Name Admin Data API Port 9003

Password: e Transaction API Port 9002

Click Test Connect after entering all the data correctly. This will connect to the PremiSys
system using the given user's name and password.

The result will display Connection Success! if connected to PremiSys successfully. If there is
any error in the connection it will show in the same result window.

1. Database Server — =
Address/Name of the General Database Details
I DENT I CAR D SQ L Database Server premisys47.ad.telaens.com\[DENTIC# Enable Database Connection
Server Instance. Port 1433
2. Port-SQL Server DB User ID adai Test Database Connection
Port. It would be 1433 Bessvod)i e
by default if there are Dalobass Haene..|Premicys
no other SQL Server
instances installed. TestConnect || Defaults oK

3. User ID — SQL Server  staws
User ID that has access
to PremiSys database.

4. Password — SQL Server Password for the user.

5. Enable Database Connection — Uncheck the option if you don’t want to enable the
functions that require database access to IDenticard.

Click Test Database Connection after entering all the data correctly. This will open a
connection to the PremiSys database using the given DB user name and password, and the result
will display Connection Success! if connected to PremiSys DB successfully. If there is any error
in the connection, it will show in the same result window.

Exit out of this form. On the Data Manager tab of the Settings form, select Save. It is now time
to begin syncing data.



Enable XPressEntry Synchronization

XPressEntry Data

After setting up the data manager, run the initial Full Sync to pull data from PremiSys. Once the
PremiSys system is set up and synchronizing, you will see this data represented in XPressEntry

under the Add/Edit Info tab.

Data which is imported from PremiSys cannot be changed and is greyed out in XPressEntry

without proper permissions.
Sync Check

The purpose of this section is to help the operator understand exactly what data XPressEntry is
pulling from PremiSys. For a quick setup, please navigate to the next section, Set up

XPressEntry Data.

PremiSys XPressEntry
Access Area Zone
Door Reader
Door Door
Cardholders Users
Cards Badges
Timezones Time Zones
Access Levels Groups

Access Levels

Reader Groups

Card Access Rights

User Permissions

Zones

All Access Areas in PremiSys should be available to view in the Zones tab under Add/Edit

Info.

Here is an example of properly synchronized zones:

XPressEntry Zones




< (‘ File ﬁﬂ Tools @ View d Logout @Entry/Exit @ Help

Entry/Exit Activity History Messages Add/Editinfo  Server Activity
External Record:100

Filter @ = @ |Users Companies Groups Zones Doors Readers Roles Timezones Muster Sites
Name
Lab(lD: 102) Access Area(lD: 100)
Outside
Parking(ID: 101) Description
Parent Zone
~
[J Zone is Outside
(] Zone is a Muster Point
@ Zone is a Hazard Area
External Entry External Exit
Door Start Zone End Zone Reader Reader
(o], |sGET RSN Access Area(lD:... | Parking(ID: 101) |rdr_Onboard If._.
Onboard /O Bo... |Parking(ID: 101) |Access Area(ID:... \rdr_Onboard I/.._
- Add New Delete Save Cancel :
Time to Read 5 Records: 0.00 d (.
Activity ‘ Occupan | Partial | Full | | Total Occupancy: 1 Inside 1 Zone | 0 Unread Messages | Service Running Locally
PremiSys Access Areas

=% Access Settings
--J_ﬁ'y‘ Alarm Acknowledgement Response(s)
--J_ﬁ; Alarm Acknowledgement Instruction(s)
--J_ﬁ'i Alarm Acknowledgement Priority(s)
--J_ﬁ; Alam Acknowledgement Trigger(s)
--J_ﬁ; Photo Recall Configuration(s)

(-4 Time Zonefs)

-1 Holday(s)

--J. Card Fomat(s)

’Er Map(s)

- Indicator lconfs)

~J leon(s)

- Card Database(s)

- User Level(s)

: Access

Parking(ID:  Lab(ID: 102)
Area(ID: 100) 101)




Doors
All doors from all sites are available to view in the Doors tab under Add/Edit Info.

Here is an example of properly synchronized doors:

XPressEntry Doors

( | File ﬁﬂ Tools @ View d Logout @Entw/&it OHEIP

Entry/Exit Activity History Messages Add/Editinfo Server Activity

External Record:105
Filter @ Users Companies Groups Zones Doors Readers Roles Timezones Muster Sites

Onboard 'O Board Door 1

= = - = Door Name

Onboard /O Board Door 1 Entry

Onboard O Board Door 2 Exit Onbeard /O Board Door 1 Entry

TelaerislOBoard Entry Door

TelaerislOBoard Exit Door Start Zone

Test Door Parking(ID: 101) v
End Zone
Access Area(ID: 100) v

Door RFID Tag #

External Entry Reader
rdr_Onboard |/0 Board Door 1 Entry v X

External Exit Reader

e X
Add New Delete Save Cancel
Time to Read 6 Records: 0.00 seconds u
Activity | Occupancy | Partial | Full ||  Total Occupancy: 1 Inside 1 Zone | 0 Unread Messages | Service Running Locally

PremiSys Doors

Hardware Globals Access Settings Devices E E
-5 Sitefs) r] rl

@414 Site(ID: 100) Onboard /O Onboard 10 TelaerislOBo... TelaenisiOBo...
- Ste(D: 101) Board Door... Board Door.. EntryDoor  Exit Door
24 Ste(ID: 102)
Erji Channel(e)
-85 Channel(ID: 102)
- Controllerts)
-{F Controller(D: 102)
{10 Board(s)
-\ Monitor Point(s)
-4 Control Point(s)
) Doorfs)
i--J Blevatoris)




Readers

Since PremiSys sends activities through doors, readers are created from each door in

XPressEntry automatically.

XPressEntry Readers
( . File ﬁ)ﬂ Tools @View Q& Logout @Enwﬂ?xit

Entry/Exit Activity History Messages Add/Editlnfo Server Activity

External Record:104
Filter

@ Help

@ = @O |VUsers Companies Groups Zones Doors Readers Roles Timezones Muster Sites
F Name XPressFreedom Settings (optional)
Handheld 1 rdr_Onboard |0 Board Door 1
Server Reader - DESKTOP-MU40SF7 Door Freedom Name  |FreedomBoard |
o0 1P Address
Onboard |0 Board Door 1 ~
TCPIP Port &0
Profile
Default - Success Value v 2
auD () Enable Freedom Debug () Relay Sense

Time to Read 2 Records: 0.00 seconds

Readers
Board Door 1
rdr_Onboard /O Board Door 1 Entry mal Muster Reader
rdr_Onboard VO Board Door 2 Exit >
rdr_TelaerislOBoard Entry Door
rdr_TelaerislOBoard Exit Door

rdr_Onboard I/

Create Reader Credential

Add New Delete

Time to Read 5 Records: 0.00 seconds

Activity | Occupancy | Partial | Full ||

Total Occupancy: 1Inside 1 Zone | 0 Unread Messages

Users
Here is an example of a properly synchronized user:
XPressEntry Users

¢ File ﬁj@ Tools @View d Logout @Emry/Exit

Entry/Exit Activity History Messages Add/Editinfo Server Activity

External Record:6
Filter

Q| = O

Save

B Enqueue Requests Key: DEFAULT

RFID Settings (optional)
RFID Reader A

Mode ~ Trend (]

o

Antenna Port |1 s Same Zone

No Associated Reader
IDScan

Upload ID Scan License Clear

A

Cancel €

| Service Running Locally

@ Help

Users Companies Groups Zones Doors Readers Roles Timezones MusterSites

Administrator, Company User Permissions Contactinfo UDFs/Misc
Anand, Niharika
Bill, Adam First Name Last Name Ml Photo  FP (0)
Carols, Jane Adam Bill
Carta, David
Dexter, Jaiden Company v @
Goro, Kenji
Keyton, Camila Emp ID 1002 C] Visitor
Kilian, Alfred
Thonakkod, Subha Zone |0 Host
Zone Entry:
Last Reader:
4
Role ~ Change = Crop Delete
sepate O]
- .=~ ™ -
Badges
(1) 9 @ Add Badge @ Delete Badge (2 ViewHistory % Print Badge
Badge Activated Date Expired Date Invalid Badge Type
Add New Delete Save Cancel <
Time to Read 10 Records: 0.01 seconds =

Activity | Occupancy | Partial | Full || Total Occupancy: 1 Inside 1 Zone | 0 Unread Messages

| Service Running Locally




XPressEntry will pull the user’s image and badge number from PremiSys. You can see the badge
number at the bottom of the screen.
PremiSys Users

rem|SyS' ID

Frstne
N —
Lstone
e E—
Erciseurber
P —

rmnmmgg
H

-xX0OOoO0O

D Re 8D

Primary Card Number Active Card Badge Type Activation Date Deactivation Date

User Permissions
Users in XPressEntry have the same permissions to each reader as they do in PremiSys.

XPressEntry User Permissions

,r-‘-rile E Tools @View & Logout @Entrnyxit @Help

Entry/Exit Activity History Messages Add/Editinfo  Server Activity
External Record:6

Filter @ = @ Users Companies Groups Zones Doors Readers Roles Timezones MusterSites
Administrator, Company User Permissions Contactinfo UDFs/Misc
Anand, Niharika
Bill, Adam Access Groups <] [ Add User to Group ]
Carols, Jane —
Carta, David AllDoors Any Time ‘ v|
Dexter, Jaiden
Goro, Keniji Allow User to Zone
Keyton, Camila
Kilian, Alfred v
Thonakkod, Subha
Direct Zone Permissions @ | Show All Zones User has Permission o Access
Zone Name Timezone

Name Allow User to Timezone

Allowed Times

Add New Delete Save Cancel <

Time to Read 10 R ds: 0.01

Activity | Occupancy | Partial | Full || Total Occupancy: 1 Inside 1 Zone | 0 Unread Messages | Service Running Locally




Groups

Fitter

PremiSys Card Access Rights

0 HealthCare

(== =]

== =]

{premicys 1D

First Name |Adam

B ——
Preferred Name I:
S R
] —
T —

Address/Contact Information  Personal Information

B Das

Primary Card Mumber Active Card  Badge Type

Middle Name —_—

E Card Properties

Card Options

Access Groups

Click one or mare check boxes to select or deselect access groups

Access Rights  |ser Levels

Enter Card information below for Adam Bill

Design Fields

Select Access Groups Search
Assign Access Group -
Al Access(ID: 100)
[} Al Doors Any Time

XPressEntry Groups

("me mmols @Vim & Logout @Enﬂyf&dl

Entry/Exit Activity History Messages Add/Editinfo Server Activity

9 =

All Access
All

No Access

Name

ID: 100

External

All Doors Any Time

Record:101

@ Help

@ Users Companies Groups Zones Doors Readers Roles Timezones Muster Sites

Readers

] Is Default Group

[C) Group Allows Reader Login

Readers Zones Holidays

Handheld 1
rdr_Onboard /O Board Door 1
rdr_Onboard /O Board Door 1 Entry
rdr_Onboard |/0 Board Door 2 Exit
rdr_TelaenslOBoard Entry Door
rdr_TelaenslOBoard Exit Door
Server Reader: DESKTOP-MU40SF7

Timezones

"Always"Active”
“Mever"Active”

Cards 24/7

Working Hours{ID: 102)
Working Hours{ID: 103)

Selected

Handheld 1

rdr_Onboard /0 Board Door 1 Entry (Cards 24/7)
rdr_Onboard |/O Board Door 2 Exit (Cards 24/7)
rdr_TelaerislOBoard Entry Door (Cards 24/7)
rdr_TelaerslOBoard Exit Door (Cards 24/7)

Time to Read 4 Records: 0.00 seconds

Actvity | Occupancy | Parial | Full||

Add New

Total Occupancy: 1 Inside 1 Zone |

Delete

Save

0 Unread Messages

Access Groups are mapped to Groups. Readers are included in each group according to the
readers assigned for each Access Group.

Cancel 4

I Service Running Locally



PremiSys Access Levels

ol All Doors Any Time X

m Enter the information for this Access Group

Access Groups  Permissions

Name: A Doors Any Time
Description: ‘Descr‘m;on for Access Group
PremiSys
Activation Date:  [] 'Wednesday. September 14, 2022 2:42:52 AM =
Deactivation Date: [] Wednesday. September 14, 2022 2:42:52 Al =
Ste Channel Controller Mame Time Zone (Right Click to Create or Edit)
Site(ID: 101) Channel(ID: 101) | Controller(ID: 101) <NONE ASSIGNED> v
Ste(ID: 102) Channel(ID: 102) | Controller(ID: 102) | Onboard 1/0 Board Door 1 Entry ‘Cards 24/7 v
Site(ID: 102) Channel(ID: 102)  |Controller(ID: 102) | Onboard I/0 Board Door 2 Exit ‘Ca'ds 2477 v
Ste(D:102)  |Chamel(D:102) | Controller(ID: 102) | TelaerislOBoard Entry Door |Cards 24/7 v
Site(ID: 102) Channel(ID: 102) | Controller(ID: 102) | TelaerislOBoard Exit Door ‘Card: 24/7 R

==

Configur

ing XPressEntry Using PremiSys Data

Now that XPressEntry has been synchronized with the PremiSys database, it needs to be
configured to use this information. The tabs that need to be configured are the Doors, Readers,

and Zones.

In the XPressEntry system, editing of any external data is disabled by default. To enable the
settings, go to XPressEntry Settings > General Tab > Add/Edit Display then check the option

Allow Editi

ng of External Data in the External Data Section.

XPressEntry External Data Settings

@] XPressEntry Settings — [} X
File Database SQL Import/Export
I | | General
[ Show Badge Types Form [ Show Visitor Pre-Registration Form
I General
[ Show RFID Form [ Show Badge Layouts Form
Badges Show Timezones Form Show Muster Sites Form
RFID
User Defined Fields SILEets T )
Muster Settings [ Show Deleted Records in Add / Edit List
S::;::" Setup Pagination Size (Zero to Show All)
Client Seftings External Data
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Configuring Doors
Entry/Exit permissions in XPressEntry are set by doors. Doors contain two readers — an exit and
an entry reader. Door access is determined by the User’s access to the door’s reader.

e For entry, permission is based on the user’s access to the door’s external entry reader.
e For exit, permission is based on the user’s access to the door’s external exit reader.

Doors should be set by the user for each Handheld Reader in XPressEntry.

The XPressEntry Integration with PremiSys can use AccessAreas assigned in PremiSys as
zones.

XPressEntry Doors
F ol File Tj@ Tools @: View _"i Logout ,@EHVWEXIT @Help

Entry/Exit Activity History Messages Add/Editinfo Server Activity
External Record:105

Filter @ & @ |Users Companies Groups Zones Doors Readers Roles Timezones Muster Sites
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Onboard /O Board Door 1 Ent:

Door Name:
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TelaerislOBoard Entry Door
TelaerislOBoard Exit Door Start Zone
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Door RFID Tag #
External Entry Reader
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X
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1. Zones — For each door, set the start zone and end zone in PremiSys. This will “enter”
a user in the specified zone when they enter or exit (or scan at a PremiSys door).

2. External Readers — The External Entry Reader is automatically set to the Reader that
is created from the door.

There should be a door in XPressEntry for each physical station that an employee will have a
handheld.

Doors can also be added for each of the physical readers. If XPressEntry is set up to pull
activities, it will move people in the system based on the reader they were scanned at and the
zones attached to the door.



Configuring Readers
In XPressEntry’s PremiSys integration, it is not necessary to associate any reader in the system
with a handheld. This association can be done on the handheld when it comes time to scan.

A handheld unit can logically represent any reader in the building. When the handheld is issued
to an employee at a specific door, the employee must first set the door on the handheld. The
XPressEntry Reader that the handheld represents is based on whether the handheld is in entry
mode or exit mode.

For example, let us say that you have handheld A stationed at door A. Door A has two readers
associated with it: Reader A-Entry and Reader A-EXxit. The employee holding the handheld sets
the handheld’s door to Reader A. When the employee sees a cardholder walking towards the
building, he sets the handheld to Entry mode and scans the cardholder’s badge. The handheld in
entry mode identifies itself as reader A-Entry and sends an activity to the server.

Later, there is heavy volume exiting Door B. Door B has two readers associated with it: Reader
B-Entry and Reader B-Exit. The employee from door A is called to help and brings handheld A.
He sets the door on his handheld to Door B and the mode to Exit. When he begins scanning
people walking out of the door, the handheld identifies itself as Reader B-Exit and sends each
scan as an activity to the server.

Activities

XPressEntry will synchronize activities to PremiSys if that option has been set in the Data
Manager.
1. If XPressEntry is configured to “push” activities, they will appear in the PremiSys
Software.
2. If XPressEntry is configured to “pull” activities, the occupancy of the system will
change each time a person scans at a reader that is mapped to a door in XPressEntry.

You may want to pull activities if:
1. You want to use XPressEntry to manage Emergency Evacuations.
a. XPressEntry uses PremiSys activities to determine who is on and who is off
campus.
b. In the case of a mustering event, XPressEntry will have an up-to-date list of who
is on site on this day.
c. Using this list, XPressEntry can be utilized to “muster” or mark people as safe to
create a list of people who are still on site.
2. You want to use XPressEntry’s features to determine who is on site, and what areas
people are in.



When PremiSys is configured to Watch Table via Software Events under Sync Options, the
live events (card transactions) in PremiSys will be pulled in XPressEntry immediately.

Note: We cannot pull historical activities with PremiSys. The only activities that can be pulled
are those that have happened within a minute.

Watch PremiSys Live Events
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For more information about the functionality of XPressEntry, please look at the XPressEntry
manual.



