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Purpose

This document is intended to instruct users on how to synchronize an XPressEntry system with
an RS2 ACCESS IT system. XPressEntry has the capability of providing access control
management from a handheld device. For XPressEntry setup information, see the document:
“XPressEntry Installation and Upgrade” found at https://telaeris.com/documentation.

Pre-requisites/Requirements
1. XPressEntry 3.4+
2. RS2 ACCESS IT version 9.0.1+
3. RS2 Web API License and APl Key
a. Obtained from the RS2 ACCESS IT team.
4. The SSL Certificate needs to be installed on the machine where ACCESS IT is running
and should be bound to the RS2 Web API.
a. Steps for creating self-signed SSL certificate and binding to the API port is
explained in the section: Adding a self-signed certificate.
5. RS2 ACCESS IT and XPressEntry are each installed on computers or virtual machines
that can talk to each other or on the same computer or virtual machine.
6. Ports 30000, 30001 should be open for communication between the XPressEntry Server
and handhelds on the machine where XPressEntry is to be installed.

Limitations

The RS2 Web API does not allow you to pull historical activities from RS2 ACCESS IT to
XPressEntry; however, it is possible to get real time badge scans. In addition, you can identify
the current location of users via the occupancy update.

Setting Up RS2 to Synchronize with XPressEntry
It is assumed that RS2 ACCESS IT is installed on a server.
1. XPressEntry has been tested on RS2 ACCESS IT Version 9.0.1. Please contact Telaeris
to confirm compatibility with integrations into other versions of RS2 ACCESS IT.
2. RS2 ACCESS IT should have the WEB API license activated. WEB API license is
provided by RS2.
3. SSL X.509 Certificate should be installed on the Access It! Universal.NET server
machine. (Or add a self-signed certificate)

Order of Operations

1. Setup RS2 Data and Settings
Set Readers/Panels to Receive Events
Enable XPressEntry Synchronization
Set up XPressEntry Data
Set up XPressEntry Handheld Readers
Validate Functionality via Card Scan

ok wnN

Setup RS2 Data and Settings

Setting Web API Port


https://telaeris.com/documentation

1. Go to the Edit Server dialog box.
2. 55459 is the default port number assigned to the API Service port. The port number
can be set to something different if the default port is not available.

|| Edit Server

g CEX T r e

Server Options Archive Settings Backup Settings Hardware Traka

po o b G
: = )
R || et serice port: (HTTPS Required)

API Service SSO Provider: [(None) [z

B4

Configuration

System el Soner R E Use HTTPS f Gopy:Link L.} Email Link

Client Update File Patht [C:\Program Files\Rs2 jes\Access It! Universal.NET\ClientinstallFiles B

. Servers
 sites
= workstations
£33 Diagnostics

@ System Status

NOTE: Changes to these settings require service restart.

Binding Self-Signed Certificate with API Port
With IIS

1. Enable 1S (Internet Information Services) from Windows Features dialog box.

Windows Features - [m] x
Turn Windows features on or off o

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

B NET Framework 4.8 Advanced Services
()" Active Directory Lightweight Directory Services
[ containers
[J°= Data Center Bridging
)7 Device Lockdown
()7 Guarded Host
()™= Hyper-v
B Internet Information Services
()= Internet Information Services Hostable Web Core
(=" Legacy Components
@ Media Features
()= Microsoft Defender Application Guard
B Microsoft Message Queue (MSMQ) Server

Cancel

2. Open IIS Manager from Start Menu or use Run > inetmgr.
3. Double click on Sever Certificates.




©) internet

€3 » DESKTOP-MU4OSF7 »

File View Help
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| Q’l DESKTOP-MU40SF7 Home
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Ready

Filter: * W Go - ShowAll |Group by: Area -
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= & ? b, A o < Q=
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Authentic..  Default Handler HTTP ISAPland  ISAPIFilters Modules  Output Request
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Server Worker
Centificates  Processes
Management -
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Configurat...  Festure Shared
Edtor  Delegation Configurat...

————
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4. Add a self-signed certificate and name it accordingly.
a. e.g. RS2API1Server

9

c 3 » DESKTOP-MU40SFT »

File View Help
Connections

v N3 DESKTOP-MU40SF7 (DESKTOR
2 Application Pools
> 4 Sites

Ready

Without IIS

U"H Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.

Filter: ~ % Go - ShowAll | Group by: No Grouping
Name Issued To Issued By Expiration Date Certif
IIS Express Development Cerntif... localhost localhost 15-11-2026 05:30:00  S94A!
XPressEntryService Y e Y 17-11-212101:01:40  96FEF
[ Features View | i Content View

w )
' Actions
Manage Server
]
o
o.
%
@ he
Actions

©

1. Run the below command on an elevated PowerShell. It will create a self-signed
certificate with 3-year validity.

Stodaydt =
$3years =

Get-Date
Stodaydt.AddYears (3)

New-SelfSignedCertificate -Subject "RS2WEBAPICERT" -
CertStorelLocation "cert:\LocalMachine\My" -notafter $3years

2. Copy the thumbprint of the certificate to bind it with Web API Port.



.AddYears(3)
> New-SelfSignedCertificate

PSParentPath: Microsoft.PowerShell.Securi

\Certificate

: : LocalMachine\My

To View the certificate, open Manage Computer Certificates (Certlm.msc) and locate
the certificate under Personal Certificates.

File Action View Help

¢ = @ O

¥ Certificates - Local Computer

Personal
| Certificates

Trusted Root Certification
Enterprise Trust
Intermediate Certification
Trusted Publishers
Untrusted Certificates
Third-Party Root Certificat
Trusted People
Client Authentication Issue
Preview Build Roots

| Test Roots
AAD Token Issuer

| Other People
eSIM Certification Authorit
Local NonRemovable Certi

AERA CINA Frkifintinn A,

Personal store contains 4 certificates.

H =
Issued To
2] DESKTOP-MU40SF7
Zallocalhost
25 RS2ZWEBAPICERT
251 XPressEntryService

Issued By
DESKTOP-MU40SF7
localhost
RS2WEBAPICERT

XPressEntryService

Expiration Date
10-06-2023
15-11-2026
14-07-2025
17-11-2121

Intended

Server Auf
Server Authentication IS Express Develop...
Client Authenticatio...

Server Authentication  XPressEntryService

Purposes Friendly Name
thentication RS2

<None>

Bind Web API Port to SSL Certificate
Open Certlm.msc and locate the certificate under Personal
Certificates.
Copy the thumbprint of the certificate from Details tab.
Run command prompt as administrator and execute the

below command:
netsh http add sslcert
ipport=SERVERIPADDRESS: PORT

1.

2.

certhash=SSLTHUMBPRINT appid={00000000-0000-0000-

0000-000000000000}

a.

Replace SERVERIPADDRESS with the IP address
of the ACCESS IT Universal.NET server.

Replace PORT with the web API port configured

within ACCESS IT Universal.NET API.

Replace SSLTHUMBPRINT with the SSL

certificate's thumbprint.

4. Example: (netsh http add sslcert ipport=127.0.0.1: 55459
certhash=0000000000003ed9cd0c315bbb6dc1c08da5e6

appid={00000000-0000-0000-0000-000000000000})

ah

General Details Certification Path

Show: <All>

Field Value

—|valid to 14 July 2025 10:34:15

- |Subject RS2WEBAPICERT

Public key RSA (2048 Bits)
~ || Public key parameters 0500
1.' Enhanced Key Usage Client Authentication (1.3.6.1.5....
1 | Subject Key Identifier 7696ddff9aa3121b41db68560...
i |Key Usage Digital Signature, Key Encipher...
7|Thumbprir|l 862ed269897796fdfdb976ad...
9897736fdf4db3ir6ad4b0d9leeslso0as
Edit Properties... Copy to File...

OK



RS2 Panel + Reader Configuration

XPressEntry pulls all readers, users, pictures, badges, and access permissions from RS2
ACCESS IT. RS2 requires placeholder readers for XPressEntry. These are used to receive the
activities from handheld devices.

1. In ACCESS IT, create a placeholder SCP to represent Telaeris Handhelds. This will
automatically create an SIO and 2 readers.
a. 2 readers are required per handheld for entry/exit.
b. 1 reader is required per handheld for mustering.
2. Rename the readers accordingly to distinguish them from the actual physical readers.

4 Cardhojders x i System Status

v Cardhoiders ~ i System Status SR X

([mositen =] [iai tems

SCPO00- 510 00-Reader2
SCP 001 - SI0 00-Handheld 1 Entry
SCP 001 - $I0 00-Handheld1 Exit

3. Via Edit > Readers, assign proper access levels to the readers to permit scanning
users.

Integration Biometrics Keypad Commands Extended Feature Alarm Zone Auditing MNotes

Operating Mode:

[Nnrmal

Timezone:

[Always

Mo Permission
RestrictedArea




Setup Admin User

Ensure there is an administrator user assigned to the Administrators User Group in RS2. This
is required to connect from XPressEntry. The API User Access option needs to be enabled
under the Administrators User Group to be able to use the API.

View

L / ﬁ ﬁ

Navigation

Main Search (All users) results: 1item (1 currently selected)

Hardware
Configuration
z Users
4 Reports

@ Map Designer
[ Recipients

Navigation
Main
Hardware

Configuration
el Permissions Alarm Colors Event Colors Default Event Reporting Template Auditing Notes

[#! Floor Codes
1 Intenvals

Inactivity logout time (0-99 minutes, 0 = never): =

B length 099 0=no length: (6|2
S R e B O This needs to be
) Bedoe s Maximum concurrent logins (0 = no maximum}: o &
Maximum unsuccesstul login attempts before lockout (0 = no maximum}: checked under
Allow web lient logi: Administrators
Enforce strong password:
Enforce 2-factor authentication: (]
Manage user sessions: /

AP user access: h
Default card group: [Maln Card Group
Default company: [ None)

[system status

EEE

If this is an Entry/Exit system, you’ll need two RS2 readers (Entry/Exit) for each handheld
device. If this is a Mustering system, you’ll want one RS2 Reader for each handheld device.

1. Create a new SIO in RS2. The Model should be a Virtual SI0.



2. Device Installed must be checked for the readers to be available.

NEWY XPRESSENTRY WIRTUAL S10)|

General Options Events Auditing Notes

Attached to SCP:  Training - Demo Case EP-1501
Model: [virtual s10 =)
Device installed:

3. Create an Entry (IN) and an Exit (OUT) reader and set up the
appropriate AntiPassback settings for your configuration.

XPE Reader OUT|

General Reader Settings DoorSettings Antipassback Events Integration Biometrics Keypad Commands

Antipassback mode: [soft |3
Area reader located in: [- Chemical Storage area I_v__J
Ares reader granting access to: |Area 02-Panel 1 =)

4. Add those readers to the appropriate Access Levels within RS2.

NET

gy F
Training Demo Case - Main Site

wigaion Bl o e 2 0ems (1 curent selected)
wore
» M 510 10-vanel ) | XPE Reader OUT
> R SI011-Panel 1
» R SI0 12-Panel 1
» M SI013-Panel 1
4 B NEW XPRESSENTRY VRTUAL S10
T Readers
€ inputs
i Outputs

:
» W SI1015-Panet
» W SI016Panel1
4 W Telaeris Virtual SO

Configuration

System

Events



Enable XPressEntry Synchronization

Set up Data Manager
XPressEntry uses a module called Data Manager to synchronize all data with eFusion. From the

main page of XPressEntry, go to XPressEntry > Settings (ALT+S or Tools > Settings).

@] XPressEntry - 3.5.6413 - Telaeris (Logged In User: Administrator, Company) = m] X
! o
File Tools @ View f:‘ Logout Muster @ Help
Entry/Exit My Settings Alt+S story Messages Add/EditInfo Logs
Zong Handheld Status @ All Zones (Occupancy: 7) Current Oceupants
Reports Ctrl+R
Filter: . ll, Monica Banderas, Antonio Jenkins, Winford Clooney, George
Manual Enter/Exit Users tered: 07/11 06. Entered: 07/1105.. Entered: 10/26 02... Entered: 10/26 10...
= All Zones (. Add Handheld Wizard e In Zone: 10-._ Time In Zone: 12:_ Time In Zone: 619. Time In Zone: 619...
- Building r dge #: 457 Badge # D56945 . Badge # FOBA3F. Badge # 25344A
| L& Main Gate -“._ampany Sampl. Company: Sampl... I Company: Sampl... Company: Sampl...
= Building 2 (0) Marshall, James Gheller, Henry Kemp, Mark
| & MainGate2 £y Entered: 06/04 05 Entered: 05/29 04... Entered: 0529 03..
£+ Building 3 (0) ) ggﬁzguzagz: 271 E’;;gl:}g;i 273 g';deggzi’;? 273.
# # #
A Main Gate 3 Company: Sampl. Company: Sampl... Né Company: Sampl...
& . a1
y E] @ Activity Occurring in Last Day 0
User User Image Time Stamp Start Zone End Zone Door Reader Entry Granted
Bell, Monica ﬁ 07/11 06:25:27 ... | Outside Building 1 Main Gate 1 Handheld 4 True
Gale, Sarah a 07/11 06:24:47 ... Outside Building 1 Main Gate 1 Handheld 4 True
Pennington, Ma... a 07/11 06:24:03 ... Outside Building 1 Main Gate 1 Handheld 4 ACCESS DENL..
Gale, Sarah a 07/11 05:13:51 ... | Outside Building 1 Main Gate 1 Handheld 4 True
Activity | Occupancy | Partial | Full|| Total Occupancy: 7 Inside 1 Zone | 0 Unread Messages 1 Service Running Locally

From the Settings page select the Data Manager Tab.

@ XPressEntry Settings = [m] X

File \ Database  SQL Import/Export

Type |[RS2REST | Add Remove

General
Add / Edit Display
Badges
RFID
User Defined Fiekds
Muster Settings
Question Setup RS2_REST - Prefix()
Logging
Client Settings.
Wiegand Format Data
Server
Service Settings
Database
Data Manager
DISABLED - RS2_REST
Software Event Viewer
Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Daars
Trend Settings.
Alert Settings
Email Settings
Twilio Alerts

Name Prefix

Sanity Check Data

1. Type - This is the integration type. Select RS2 REST > Add > Save.




2. Go to Data Manager > RS2_REST in sidebar menu.

3. Setup Data Manager — This sends you to the setup form for RS2’s data manager.
Sync Timers
XPressEntry uses Timers to pull RS2 Data into XPressEntry.

@] XPressEntry Settings — [m] X

File Database SQL Import/Export

“ | B Enable Data Manager Type: RS2_REST Setup Data Manager
= General
Add / Edit Display Sync Options
Badges
RFID i
User Defined Fields O S G Send XPressEntry Activities Now

Muster Settings Syhcs

Question Setup
Logging Download Activity Frequency Set Clear Download Activity Now |
Client Settings
Wiegand Format Data
[ Server Occupancy Sync Frequency Set Clear Occupancy Sync Now
Service Settings
Database Partial Sync Update Set Clear Partial Sync Now
[ Data Manager Frequency
RS2 REST
Software Event Viewer Full Sync Update Frequency Set Clear | Full Sync Now |
= Reader Profiles -
Handheld Functionality c
ustom Sync Update
Reader Validations ¥ P Set Clear Custom Sync Now
Frequency
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
[=l Alert Settings
Email Settings Data Manager Live Log View Pause Mirror Log To: Browse
Twilio Alerts

1. Download Activity Frequency — Pulls reader scan records into XPressEntry and stores
them in XPressEntry’s activity table. This function also updates the zone occupancy.

2. Occupancy Sync Frequency — Updates the zone occupancy without storing the activity
records.

3. Partial Sync Frequency — Pulls all data excluding cardholder data, including readers,
areas, access levels.
4. Full Sync Update Frequency — Updates all tables by pulling all necessary records from

eFusion. This function may take some time.
a. Itis recommended to run a full sync once per day in the middle of the night when
the system is not busy.
5. Custom Sync Frequency — Updates a set of tables that the user configures.




a. To configure, right click Custom Sync Now and select Edit Custom Sync.

Custom Table Sync - O x
Add Table | Done
Ly
Table  |USERS ~ | [ Partial? @ Tsble |BADGES | [ Partial? ()
Table  GROUPS_USERS | [ Partial? [
Sync Options
9| XPressEntry Settings = [m] X

Database  SQL Import/Export

)

= General
Add / Edit Display
Badges
RFID
User Defined Fields
Muster Settings
Question Setup
Logging
Client Settings
Wiegand Format Data
[= Server
Service Settings
Database
(= Data Manager
RS2 REST
Software Event Viewer
[= Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
[=] Alert Settings
Email Settings
Twilio Alerts

@ Enable Data Manager Type: RS2 _REST

Sync Timers |Sync Options
. Pull DataManager Occupancy i

Default Outside Zone ~

[ Pull Data Manager Activities into XPressENtry

-‘ Push XPressEntry Activities to Data Manager ==

Send Activities Retry Count 3
[T Watch Tables via Software Events
("] Enable Message Queue

Message Queue Name  \PrivateS\DataManagerEvent

Event Processing Loop Limit 10

Clear Data Manager Settings

Data Manager Live Log View Pause

Mirror Log To:

Setup Data Manager

Event Processing Retry Count 3
Default Role v
DMPrefix

Muster Scanned Users never >

Clear External Data

Browse

—_— Save Cancel

N

Pull Data Manager Occupancy — Enables use of the Occupancy Sync.
Pull Data Manager Activities into XPressEntry — Enables use of the Activity Sync.

3. Push XPressEntry Activities to Data Manager — Enables XPressEntry to push Scan

data to RS2.

4. Send Activities Retry Count — Number of times XPressEntry will attempt to resend an

activity if it fails.

5. Default Role — The default XPressEntry Role that will be assigned to users if the
integration does not otherwise assign a role. Entrants are recommended but not required.

6. Muster Scanned Users — Enables sync to convert scans from specific readers to be
converted into Muster Scans which mark users as safe. Muster readers must be
configured in the reader data. Please see Mustering Documentation for more details.



~

Setup DataManager Button — Opens RS2_REST specific settings.

Clear DataManager Settings — Resets all settings on the two above tabs, as well as the
RS2_REST specific settings.

Clear External Data — Deletes all data synced from RS2_REST from the XPressEntry
Database.

RS2 Data Manager Setup Page
Press the Setup Data Manager button to get the RS2 REST specific setup screen. In the new
window, ensure the following areas are completed:

1. Server IP — IP address of the system where RS2 ACCESS IT server is hosted.

2. Server Timezone — Timezone of the server. Default value is Pacific Standard Time.

3. Port - API Port for RS2 ACCESS IT Server.

4. UserName — RS2 ACCESS IT DBUser username.

5. Password — RS2 ACCESS IT DBUser password.

6. API Token — API token provided by RS2 ACCESS IT that needs to be used with each
API request.

7. Enable Data Protect — XPressEntry will store and display passwords as Base64 encoded
strings if this is checked.

8. Page Size — Page size to fetch the records. Default is 100.

@] RS2 Data Manager Setup — O X
Server IP |r92—80_ad_telaeri5_com I API Port
Server Timezone [Pacific Standard Time -]

RS2 Credentials

UserName | Admin ]

Password | ******** |

Test Connect

APl Token

|_|:Enable Data Protect

Select Site | ~ () validate SSL Cert
Page size 100 7 [ ] Verbose API Data
Defaults OK

Status

Click Test Connect after entering all the data correctly. This will connect to the RS2 REST API

using the given UserName and Password and the result will display Connection Success!. Is
any error in the connection it will show in the same result window.

The Defaults button is to clear all the entered data and set to defaults value.




Exit out of this form. On the Data Manager > RS2_REST tab of the Settings form, select Save.
It is now time to begin syncing data.

Select Full Sync Now to pull all data from RS2 ACCESS IT. Once the sync has finished, all

relevant RS2 ACCESS IT records should now display in XPressEntry.

@] XPressEntry Settings

Database  SQL Import/Export

o

= General
Add / Edit Display
Badges
RFID
User Defined Fields
Muster Settings
Question Setup
Logging
Client Settings
Wiegand Format Data
=l Server
Service Settings
Database
[~ Data Manager
Software Event Viewer
= Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
[ Alert Settings
Email Settings
Twilio Alerts

@ Enable Data Manager Type: RS2_REST

Download Activity Frequency

Occupancy Sync Frequency

Partial Sync Update
Frequency

Full Sync Update Frequency

Custom Sync Update
Frequency

Data Manager Live Log View

Disable Concurrent
Syncs

Pause Mirror Log To:

Set

Set

Set

Set

Set

Clear

Clear

Clear

Clear

Clear

Send XPressEntry Activities Now

Setup Data Manager

Download Activity Now
Occupancy Sync Now

Partial Sync Now

Full Sync Now % |

Custom Sync Now |

Browse

Save Cancel

Configuring XPressEntry Using RS2

Access It Data

Now that XPressEntry has RS2 ACCESS IT data, it
needs to be configured to use this information. The

tabs that need to be configured are the Doors,

Readers, and Zones.

In the XPressEntry system editing of any external
data is disabled by default. To enable the settings,

you need to go to the Settings > General Tab >
Add/Edit Display then check the option Allow
Editing of External Data in the External Data

Section.

@] XPressEntry Settings

File Database SQL Import/Export

| 2

= General

Badges
RFID

Logging

[= Server

Database
[ Data Manager

[ Reader Profiles

Passwords

Visitors
Doors

Client Settings
Wiegand Format Data

Service Settings

Badge Settings
Custom Display
Validation Colors
Reader Questionnaires

Trend Settings

Add / Edit Display|

User Defined Fields
Muster Settings
Question Setup

Software Event Viewer

Handheld Functionality
Reader Validations

General

[ Show Badge Types Form [] Show Visitor

["] Show RFID Form [] Show Badge
Show Timezones Form Show Muste
Show Holidays Form

D Show Deleted Records in Add / Edit List

Pagination Size (Zero to Show All)

External Data
Show External Flag in Add / Edit List

Show External ID in Add / Edit List

I Allow Editing of External Data I

Readers
[] Allow Reader GUID Switching

Show Reader Merging

D Show Reader Timezones

Badges

[] Show Facility Code Column In Badges
D Show Badge Defined Field 1 in Add/Edit
[] Show Badge Defined Field 2 in Add/Edit
["] Show Badge Defined Field 3 in Add/Edit



Users

To the right is a sample of a properly synchronized user.

All External Records
(From RS2 ACCESS IT)
will display in red as an
External Record at the
top of the form. This
label will not display for
any records that were
created from within
XPressEntry.

XPressEntry will pull
the user’s image and
badge number from
RS2 ACCESS IT. The
badge number can be
seen at the bottom of the
screen.

User Permissions

@] XPressEntry - 3.5.6413 - Telaeris (Logged In User: Administrator, Company) =

)
e File ﬁ@ Tools @View M Logout @Entry/Exit @Muster

Entry/Exit Muster Events HealthCheck Activity History Messages Add/EditInfo Logs

X

a
Q-

P 45 Users p] Companies € Groups % Zones [] Doors [] Readers & Roles @ Timezones I: Badge Types - M ¢|*

Filter 9 = ths
User  Permissions Contact Info UDFs/Misc

Administrator, Company

Banderas, Antonio First Name Last Name Mi Photo FP
Bell, Monica Monica Bell

Clooney, George —

Crain, Samuel Company  Sample Company v

Frey, George

Gale, Sarah Emp ID (] visitor

Gheller, Henry

Jenkins, Winford Zone  Building 1 v E] Host

Kemp, Mark

Lehmen, Corey Zone Entry: 07/20 10:26:49 AM

Louie, Hannah Last Reader:
Marshall, James
Pennington, Matt
Thomas, Michelle
Role  Entrant 7

Change Crop  Delete

Start Date
End Date

Badges

© © AddBadge © DeleteBadge © ViewHistory @ Print Badge

Activated .
BDF1 Date Expired Date Badge Type I

752

Badge Invalid

Add New Delete

‘ Time to Read 15 Records: 1.84 seconds |

Activity | Occupancy | Partial | Full || Total Occupancy: 6 Inside 1 Zone | 0 Unread Messages Service Running Locally




Users in XPressEntry have

the same permissions to each reader as they do in RS2 ACCESS IT.

This is regardless of whether the user is assigned an Access Code, Reader Group, or direct access

to a Reader.

ﬁ_i XPressEntry - 3.5.6413 - Telaeris (Log

¢ Eile Tj@ Tools @View

ged In User: Administrator, Company) = (m} X

)
7 Logout @Entry/Exit @Muster @ Help

Entry/Exit Muster Events HealthCheck Activity History Messages Add/EditInfo Logs

Filter:

ol s o 45 Users ] Companies @& Groups 2 Zones [l Doors [ Readers & Roles © Timezones I Badge Types == M 4| *
User Permissions Contact Info UDFs/Misc

Administrator, Company
Banderas, Antonio

Bell, Monica

Clooney, George
Crain, Samuel
Frey, George
Gale, Sarah
Gheller, Henry
Jenkins, Winford
Kemp, Mark
Lehmen, Corey
Louie, Hannah
Marshall, James
Pennington, Matt
Thomas, Michelle

Access Groups [ Add User to Group
All Access
v
Allow User to Zone
v
Allow User to Timezone
Direct Zone Permissions o

Zone Name

Allowed Times o

Timezone

Start EndTime Mon
Name

‘ Time to Read 15 Records: 1.84 seconds ‘

Add New Delete

Activity | Ocoupancy | Partial | Full ||

Readers
For each Handheld, you’ll

want to set up a Reader in
XPressEntry. The Reader
Profile Tab is where you
configure the handhelds.
Make sure the Door
Readers and Time Zones
are the only modes that are
checked under Reader
Validations. Select Save
at the bottom right when
finished.

XPressEntry Readers
All Readers should be

available to view in the
Readers tab under
Add/Edit Info.

Total Occupancy: 6 Inside 1 Zone | 0 Unread Messages Service Running Locally

@ XPressEntry Settings = (m] X
File Database SQL Import/Export

Profiles
Selected: Default

= General Idemia
Add / Edit Display
Badges New Clone Delete
RFID
User Defined Fields Validations
Muster Settings ("] Zones ) Holidays ("] Enable Anti-Passback | Enable Soft Anti-Passback
Question Setup y .
Logging I8 Door Readers [ Ignore Anli-Passback On Exit [_| Scanned Badge Must Malch User's Facility Code
Client Settings B Timezones [ Warnings
Wiegand Format Data

= Server [] Events
Service Settings —
Database (] Specific Facility Codes

= Data Manager [ Fingerprints [ Required
Software Event Viewer ) s [ Required

= Reader Profiles — — =
Handheld Functionality LJPN [_) Required  [_) Use Door Reader Setting
Reader Validations
Passwords
Badge Settings .
Custom Display [ Next Check Date
;2'::““ Colors (") Badge Activation/Expiration Date [ User Start/End Date
Trend Setlings
Musters Validating
Reader Questionnaires User has access at appropriate times

Alert Settings User Group has Access to Reader Group that is Attached to Door.

Email Settings
Twilio Alerts

—_-.| Save || Cancel ‘




Here is a sample of a p

roperly synchronized readers:

( | File ﬁﬂ Tools @View d Logout @Entm’&(it

Entry/Exit Activity History Messages Add/Editinfo  Server Activity

@ Help

Filter @ = @ |Users Companies Groups Zones Doors Readers Roles Timezones Muster Sites
Handhelds Name XPressFreedom Settings (optional)
Handheld 1 Handheld 1
Freedom Board
Server Reader : DESKTOP-MU40SF7 Boor Freedom Neme  |Treedom Board |
IP Address
TCPIP Port 80
Profile B
Default Success Value ~
GUID [C] Enable Freedom Debug [_| Relay Sense
ddc7ff9cdd90d466 B Enqueue Requests Key: DEFAULT
Time to Read 2 Records: 0.01 seconds RFID Settings (optional)
Readers RFID Reader v
SCP 000 - SIO 00-Reader 1
S0P 000 - SIO 00-Reader 2 External Muster Reader Mode ~ | Trend (]
SCP 001 - SIO 00-Handheld1 Entry Same 7
SCP 001 - SIO 00-Handheld1 Bxit Antenna Port meZone (]
i No Associated Reader
Clear Reader Credential
IDScan
Show Reader Setup QR .
P Upload ID Scan License | Clear
a
- Add New Delete Save Cancel
Time to Read 4 R ds: 0.01 d

Activity | Occupancy | Partial | Full ||

RS2 Access It Readers

" /\ a7 ﬁ E

[Navigation

Main Search (All installed readers for selected site(s)) results: 4 items (1 currently selected).

Hardware

Total Occupancy: 3 Inside 1 Zone |

@Cards x GmCard Groups  x

0 Unread Messages |

Service Running Locally

23 T Users x A Access Levels x

it UserGrot ~ X

Enasien ) |

[2] Installed Readers

o Cranels ’ SCP 00D - SIO 00-Reader 1 CardOnly  Closed Enabled Enabled  SCP000
SCP 000 - SIO 00-Reader 2 Card Only N/A N/A N/A SCP 000
> . e SCP 001 - SIO 00-Handheld1 Entry Unknown Unknown Unknown Unknown Telaeris Handheld
! instalied 510 SCP 001 - SIO 00-Handheld1 Exit Unknown Unknown Unknown Unknown Telaeris Handheld

@ Installed Inputs
§ Installed Outputs
5 Intrusion Panels

Configuration

System

Alarms - Pending(0), Acknowledged(0




Doors

Entry/Exit permissions in XPressEntry are set by doors. Doors contain two readers — an exit
and an entry reader. Door access is determined by the user’s access to the door’s reader. For
entry, permission is based on the user’s access to the door’s external entry reader. For exit,
permission is based on the user’s access to the door’s external exit reader. Since RS2 ACCESS
IT doesn’t have separate doors, doors are created from each reader in XPressEntry
automatically.

Doors should be set by the user for each Handheld Reader in XPressEntry.

This setup could use default zones created by XPressEntry during installation or could create
more zones manually in XPressEntry, since RS2 ACCESS IT does not have zones.

While pulling readers from RS2 ACCESS IT, a door is created in XPressEntry with respect to
each reader as shown in the below image.

File aj@ Tools @/ View _“ Logout @Emry/bm @Help

Entry/Exit Activity History Messages Add/Editinfo Server Activity
External Record:13c9c1cf-29ce-42a4-a232-1e4e03b29957

Filter @ o © |Users Companies Groups Zones Doors Readers Roles Timezones Muster Sites

dr_SCP 000 - SIO 00-Reader 1

Door Name
dr_SCP 000 - SIO 00-Reader 2
dr_SCP 001 - SIO 00-Handheld1 Entry dr_SCP 000 - SIO 00-Reader 1
dr_SCP 001 - SIO 00-Handheld1 Exit
Test Door Start Zone
Outside
End Zone
Building
Door RFID Tag #
External Entry Reader
SCP 000 - SIO 00-Reader 1 v X
External Exit Reader
X
Door GPS Coordinates
Door GPS Radius (m)
0 T
Add New Delete Save Cancel 1€
Time to Read 5 Records: 0.00 seconds ‘
Activity Occupancy \ Partial | Full ] Total Occupancy: 3 Inside 1 Zone | 0 Unread Messages | Service Running Locally

1. Zones — For each door, set the start zone and end zone. This will enter a user in the
specified zone when they enter or exit (or scan at RS2 ACCESS IT door).
2. External Readers — External Entry Reader will automatically be set to the Reader from
which the door has been created.
There should be a door in XPressEntry for each physical station that an employee will have a
handheld. Select Outside for Start Zone and Building for End Zone for an Entry door.



Doors can also be added for each of the physical readers. 1f XPressEntry is set up to pull
activities, it will move people in the system based on the reader they were scanned, and the zones
attached to the door.

Groups
XPressEntry Groups

( | File ﬁﬂ Toaols @ View d Logout @Entryf&(it @ Help

Entry/Exit Activity History Messages Add/Editinfo  Server Activity
External Record:b819ceff-917f-4b50-b4ff-99851cdba30b

Filter @ = @ \Users Companies Groups Zones Doors Readers Roles Timezones Muster Sites
All Access ___ Name

iDn All Permission

::;ﬁcrln;ldsilfel; [ Is Default Group [] Group Allows Reader Login

Readers Zones Holidays

Readers Selected
Handheld 1 SCP 000 - S10 00-Reader 1 (Always)

- SCP 000 - 810 00-Reader 2 (Always)
ggg%g:g%g:jzg > |5CP001-SI0 00-Handheld1 Entry (Always)
SCP 001 - S10 00-Handheld1 Enry SCP 001 - 310 00-Handheld1 Exit (Always)
SCP 001 - SI0 00-Handheld1 Exit
Server Reader: DESKTOP-MU40SF7

Timezones

Always
Always
DayShift
Never
Never
Timezonel

Add New Delete Save Cancel 1=

Time to Read 5 Records: 0.07 seconds

Ac‘liv'rly| Occupan | Partial | Full || Total Occupancy: 3 Inside 1 Zone | 0 Unread Messages | Service Running Locally
Access Levels are mapped to Groups and readers are included in each group according to the
reader’s access level.

RS2 ACCESS IT Access Levels

T RE N .

avigation 4. Cardholders x . [BReaders x '/ pmCards x ./ CuCard Groups x 14 Badge Types  x
Main Search (All access levels) results: 3 items (1 currently selected).
Hardware

Configuration

5= Card Groups No Permission

7 Access Levels RestrictedArea

[#} Floor Codes
& Intervals

EI Timezones
Holidays

’@ Badge Types
a User Groups




Activities
XPressEntry will synchronize activities to RS2 ACCESS IT if that option has been set by
the Data Manager. Entry/Exit activities will be sent to RS2 ACCESS IT and display the

results in the Transaction logs.

If XPressEntry is configured to push activities, those activities will appear in the RS2
ACCESS IT software.

If XPressEntry is configured to pull activities, the occupancy of the system will change
each time a person scans at a reader that is mapped to a door in XPressEntry.
You may want to pull activities if:

1. You want to use XPressEntry to manage Emergency Evacuations.
a. XPressEntry uses RS2 ACCESS IT activities to determine who is on and who is
off campus.
b. In the case of a mustering event, XPressEntry will have an up-to-date list of who
is on site on this day.
c. Using this list, XPressEntry can be utilized to “muster” or mark people as safe to
create a list of people who are still on site.
2. You want to use XPressEntry’s features to determine who is on site, and what areas
people are in.
Note: We cannot pull historical activities with RS2 ACCESS IT API. It only allows to pull
activities that have happened within a minute.

¥ 2@ Activity Occurring in Last 7 Days 0
User User Image ;::I:p ;‘I:nr: End Zone Door Reader g::ztad
I, Clement J ! 07/14 12:5... |Outside Building dr_SCP 00... Handheld1  True
Columbus, ... 0714 12:5...  Outside Building dr_SCP 00... Handheld1  True

0714 12:5... |Outside Building dr_SCP00... Handheld1 |True

4 o @c |

R =
[Navigation X 3 3 @ Card Groups x i Badge Types  x ® 3 v

H‘aarlgwaf e —_—

Configuration




