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Purpose
The purpose of this page is to instruct the user on how to synchronize an XPressEntry System
with the AMAG Symmetry software.

Requirements
It is assumed that a version of Symmetry is installed on a server prior to integration with
XPressEntry.

1. Symmetry 8.1 or older

a. Advanced Reporting 8.1 (or 8.1.3) ISO is required for Integration. Please contact
your AMAG dealer to receive the Advanced Reporting installer.
2. Symmetry HSE 8.1
a. Requires patch number 180601 from AMAG. Without this patch, transactions
submitted to Symmetry from XPressEntry will not be able to identify the user.
3. Symmetry 9.X
a. Contains Advanced Reporting database views built in. No additional Advanced
Reporting installer is needed.
4. All versions
a. Data Connect License from AMAG
b. Must configure Data Connect for database integration, not for text file integration
i. Set DataExportEnabled=1 within the multimax.ini
ii. Set DatalmportEnabled=1 within the multimax.ini
Minimum Database Permissions Required
At a minimum, the service account running the XPressEntry service needs the following
permissions to the AMAG database.
1. multiMAX- db_datareader
2. multiMAXImport- db_datareader and db_datawriter
3. multiMAXExport- db_datareader
4. For Symmetry 9.0+
a. multiMAXTxn- db_datareader

Setting Up Symmetry to Synchronize with XPressEntry
Data Connect
XPressEntry communicates with Symmetry in three ways:

1. Pulling data from Database Views

2. Pulling data updates from the Data Connect export table

3. Data Connect Insert
If you do not have a Data Connect License, please contact your Symmetry Dealer.
Applying the License Key

1. To add the license key to your Symmetry system, go to the Maintenance tab and select

System Licenses.
2. Select Add and enter your license key information.



3. Once the license has been applied, restart Symmetry to configure the new options.
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Configuring Data Connect
1. Navigate to the Data Import form via Operation > Data > Data Import.

2. Set the Import Database Scan Period to as often as you would like Symmetry to scan for
newly imported transaction records. Select OK.

Setup Symmetry Data and Settings

Handhelds
For every physical XPressEntry handheld reader, you should have two logical readers in the

Symmetry System. They should be distinguished with the words Entry/Exit or IN/OUT at the
end of them. These readers are only theoretical and represent the location in which an
XPressEntry Mobile Reader will be used.
XPressEntry LAN Chain
To begin, you should add the readers to the Symmetry system. To add the readers to the
Symmetry system, you:

1. Need to be logged in with Installer Permissions

2. Must first create or specify a LAN Chain.

a. It does not matter what the LAN Chain is named, but it is helpful for the name to
be related to XPressEntry for organization purposes. To do this, you must first
select a LAN Chain port.

b. Select Client Ports under the Install tab. Select New.

c. Select from the list of available ports and fill the other two fields out as shown

below.
|- O] =]

¢’z Install - System - Client Ports

Client Name:

Client Type:

| Amac-ym

| client

Part

Allocation

Baud Rate

fcomzse

R | ILANnode Chain

w

Delete

Help

Cancel

o]




i. Port — Select a port that is not and will not be in use.
ii. Allocation — Select LANnode Chain.
d. Select OK.
3. After specifying the type of port, select Chains > LAN under the install tab and click
New. The IP Address can be outside of the active domain. Make sure that enabled is not
checked.

E¥Install - Access Control - Chains - LAN | _ O] x|

LAN Chain Marme: o I %PE Chain I @|

LaM Configuration

LAN Client Mame:  [amac =l
LA Port Mame: |Netw0rk Li
LAM Interface IMSSI L‘
7 sz DHEP bo obtain IP Address
DHGR Mamer |

% Use static IP Address
IP Address: e B % b o ok

Current Password: I

Mew Password; I

Tirne Difference (hrs) |DD:DD 'i

[~ Options:
‘ Continuous % Perindic € Fallback [ Secondary [

Anki-Passback Mode:
( Mone (% Zonal (Global Client) Zonal (Global System)

Copy | Delete | hokes | )-°_| Cancel |

a. LAN Chain Name (1) The name that will carry the Nodes which carry your

handheld readers.
b. Enabled (2) — Does not need to be enabled because the chain name is logical
only.

c. IP Address (3) — Fill in a fake IP address. Because the reader is theoretical, it
does not actually use an IP address.
d. When finished, press OK.
XPressEntry Nodes
Once you have created a LAN Chain, you will need to create one or more nodes in order to add
XPressEntry Handhelds.
1. Under the Install tab, select Node.
2. Choose multiNODE 2150 Series 8DBC and ensure that Enabled is checked. This will
allow you to add 8 handhelds to this node. Select OK.



B Install - Access Control - Node =10] %]

Mode Description: [ #PressEntrytiode E_J
Location: I :J
Categony: | =
Setup | Riepcding | Dioor & 10 Controless LAN |
Chain Name: 2 ieessinis ¥ _/‘l\
Node Type: JrnuttieccE 2150 Series 50BC > b\(
Node Address: 1 {001} r[ Cards f Transactions: izo,muns,uuu shore -'|
[~ Options 1 Anti-Passhack Mode
(¥ Dicabled
Enstle Learn Mads During Card Dowinload " Zonal (Local)
Node Supports Card Usage Remaining
Node Supports Disabling of Door Alanms ™ Zonal (Chain)

INede Supports Extended Trigper Conmands
Node Supports Uiser Intiated Door Times { PIN Changes -
Supports Intrusion Functionalizy Timed

Wait Tmes (Seconds)

PC Door Contrel: |30 Disable Reader Tine: [u_
Carnper I ] EouResstor: [47 -
ooy | peete | wotes | hep | ok | concel |

a. Chain Name — Select the Chain that you created during the second step.
b. Node Type — Determines the number of handhelds that can be stored in this node.
Use one of the multiNODE 2150 Series node types.
1. multiNODE 2150 Series SDBC — Carries 8 Readers
ii. multiNODE 2150 Series 4DBC — Carries 4 Readers
iii. multiNODE 2150 Series 2DBC — Carries 2 Readers
Adding XPressEntry Handhelds
After creating the LAN chains and nodes, we can add the handheld readers to the system.
1. Under the Install tab, sclect Reader.
2. For each physical XPressEntry handheld that you have, create two logical handhelds in
the Symmetry system: one for entry and one for exit.
3. Under the Setup tab, select the company the reader belongs to.
4. In the Connected To grouping, select the node you created above as well as the type of
controller you had selected for the node. Each reader created in the same node will have
a different port number. Select OK when finished.
a. Reader Description — This is the name of the logical reader. Its name should
contain the location of the reader and the directionality (Entry or Exit).
b. Node Description — This is the node you created.
c. Reader Port Number — There are eight of them if the node type is multiNODE



2150 Series 8DBC.

"B Install - Access Control - Reader 1] B3

Reader Description: I Front Door Exit. I @

Lacation; I j
Zakegory: I j

Setup | Modes Doors I Options Reparting |

Owned by Comparny: |My Compary

E
Account Mumber: Area Number: | Zone Mumber:
-
-
i

i~ Connected ko

Node Description: #PressEntryNode ﬁﬁ
Controller Description: “PressEntryhode
Reader Type: ISeries &00 using microMax Format
Reader Port Mumbet: € MElR(Znmay € RS485  Wiegand € Gustom Messages (20 mb)
Facility/Customer Code: I 995999 ™ Display Additional Reader Types I | Supports 4 line Display
- Reader State
" Disabled & Card Only " Customer Cade Cnly - Ho Stare
" Card + PIN ¢ Customer Code Cnly - Store

[t Passbaclk Gptions

1% None £ 5oft Zarigl Datar Tired Datay
€ Hard [Maves Fram; | o Passback Timeaut (Min]; 0
And inta Zoned | 0
~Inkrusion
[T AtmiraiDisarming Reader I™ | Fimal Exit (Cance! Remaning Exit Time) I Restrict Keypad to assigned drea

I Entry/Zsit Rate

oy, | Delete | Rlotes | Help | Permissions | OK Cancel |

In most situations, you should add two readers (an exit and an entry) for each door. Usually, there
should be at least one XPressEntry handheld for each door you are tracking. We will go into the
way this works when we review XPressEntry.

All Readers

After creating four physical readers, the list of readers should look like the example below. If the
eight-door controller was selected, a separate node will need to be created for the fifth handheld.

"B Install - Access Control - Reader Selection M=l E3
|
Reader Description: I Entries Found: | 8
Group By I[None]

01
1001 M1./02 Front Dooor Entry #PreszsEntipMode
1001103 Side Door E =it #PreszsEntpMode
1001104 Side Doar Entry #PressEntiyMNode
1001 M1./08 Inrer Dooor E =it #PressEntpMode
1001 M1./06 Irner Dooor E ntry #PreszsEntyMode
1001 107 Back Door Exit #PressEntyMode
1/0011./08 Back Doar Entry #PrezzEntryMNode

Mew Find Help Open Cloze




Enable Synchronization
XPressEntry uses a module called Data Manager to synchronize all data with Symmetry.
From the main page of XPressEntry, go to XPressEntry / Settings (CTRL+S or Tools>Sett1ngs)

i XPressEntry (Administrator) - 3.4.6258 - Telaeris (Logged In User: Administrator, Co...  — O X
( . File ﬁg Tools @ View (ﬁ Logout @Mus’[er @ Help
Entry/Ext M  Settings Alt+S  |istory Messages Add/EditInfo Logs
Handheld Stat
E andheld Status All Zones (Occupancy: 9)  CurentOccupants
+ —
Filter: Reports Curl+R George Jenkins, Winford
~———  Manual Enter/Exit Users pd: 10/26 02... Entered: 10/26 02... I
: n Zone: 568... Time In Zone: 568...
m Add Handheld Wizard
- Building ey e b # 17BEC... Badge #: FOBA3F...
..l Main Gate 1 |_B_ i Company: Sampl... Company: Sampl...
£ Building 2 (0)
"1 Main Gate 2 Activity Occurring in Last Day 0
User Time Start End Entry
Image Stamp Zone Zone Door Reader Grante
v
. Total Occupancy: 9 Inside 1 Zone | 0 Unread Messages | Service Running Locally 4

General Tab
1. From the Settings page, select the Logging Page.
2. Set the Log level to Debug or SQL — this will allow you to view log entries during the
sync process.
a. Max log size — 5000 or higher
b. Max log age — 1 Day or higher
3. Once the integration is complete, set the log level to Critical so only error messages will

be tracked.
ﬂ XPressEntry Settings B o 9
File Database SQL Import/Export
P Logging
= General Handheld INFO >
Add / Edit Display
Badges Data Manager DEBUG .
RFID
User Defined Fields
RFID INFO v

Muster Settings
Question Setup
Logging Desktop INFO v
Client Settings

Wiegand Format Data

= Server Service INFO v
Service Settings
Database Max Log Size . 100003

[=) Data Manager
DISABLED - AMAG

Software Event Viewer Maxtog Age (42
[=) Reader Profiles .
Handheld Functionality Purge Time (mins) 240%]

Reader Validations
Passwords Purge Now
Badge Settings
Custom Display
Validation Colors D Include Data Manager GUID in Log
Doors

Trend Settings

[=] Alert Settings

Email Settings
Twilio Alerts




Reader Profile Tab

The Reader Profile Tab is where you configure the handhelds. Make sure the Door Readers
and Time Zones are the only modes that are checked under Reader Validations. Select Save at
the bottom right when finished.

| XPressEntry Settings — [m] X
File Database SQL Import/Export
o Profiles
Selected: Default
= General Idemia
Add / Edit Display
Badges New Clone Delete
RFID
User Defined Fields Validations
Muster Settings () Zones [T Holidays () Enable Anti-Passback [T Enable Soft Anti-Passback
Question Setup
Logging B DoorReaders (] Ignore Anti-Passback On Exit | Scanned Badge Must Match User's Facility Code

Client Settings

@ Timezones [_] wamnings
Wiegand Format Data

=] Server (] Events
Service Settings
Database E] Specific Facility Codes

[ Data Manager
DISABLED - AMAG (] Fingerprints (] Required
Software Event Viewer (s () Required
= Reader Profiles
Handheld Functionality LJPN [ Required
Reader Validations D Next Check Date
Passwords
Badge Settings ["] Badge Activation/Expiration Date [ | User StartEnd Date
Custom Display
Validation Colors
Doors Validating:
Trend Settings User has access at appropriate times.
Musters User Group has Access to Reader Group that is Attached to Door.

Reader Questionnaires
[=] Alert Settings

Email Settings

Twilio Alerts

Save Cancel

Data Manager Tab
From the Settings page select the Data Manager Tab.
1. Type — This is the integration type. Select AMAG > Add > Save.
2. Go to Data Manager > AMAG in the sidebar menu.
3. Setup Data Manager — This sends you to the setup form for AMAG’s data manager.



B XPressEntry Settings - m] x
File Database  SQL Import/Export

| |2

= General
Add / Edit Display
Badges Name |AMAG ‘ Prefix ‘ |
RFID
User Defined Fields
Muster Seftings AMAG - Prefix() - 03ad455d-50f9-4d88-99c8-
Question Setup
Logging
Cliert Settings
Wiegand Format Data
= Server
Service Settings
Database
= Data Manager
DISABLED - AMAG
Software Event Viewer
= Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
£ Aert Settings
Email Settings
Twilio Alerts
Copy Resx File

Type |AMAG ~ Add Remove

Sanity Check Data

Save Cancel

Sync Timers
XPressEntry uses Timers to pull Symmetry Data into XPressEntry.

@] XPressEntry Settings = O X

File Database SQL Import/Export
“| @ Enable Data Manager Type: AMAG | Setup Data Manager ‘
= General

Add / Edit Display Sync Timers Sync Options
Badges

RFID

User Defined Fields
Muster Settings
Question Setup
Logging Download Activity Frequency Set Clear Download Activity Now
Client Settings -
Wiegand Format Data

Disable Concurrent
O

Syncs Send XPressEntry Activities Now

= Server Occupancy Sync Frequency Set Clear Occupancy Sync Now
Service Settings
Database Partial Sync Update a

(=] Data Manager Frequency Set Clear Partial Sync Now
DISABLED - AMAG
Software Event Viewer Full Sync Update Frequency Set Clear Full Sync Now

(= Reader Profiles
Handheld Functionality
Reader Validations

Custom Sync Update

Set Clear Custom Sync Now
Frequency —— — —

Passwords

Badge Settings

Custom Display

Validation Colors

Doors

Trend Settings

Musters Data Manager Live Log View Pause Mirror Log To: Browse

Reader Questionnaires
=) Alert Settings

Email Settings

Twilio Alerts

1. Download Activity Frequency — Pulls reader scan records into XPressEntry and stores
them in XPressEntry’s activity table. This function also updates the zone occupancy.

2. Occupancy Sync Frequency — Updates the zone occupancy without storing the activity
records.

3. Partial Sync Frequency — Updates all tables BUT only updates user, card, and group



data changes that have occurred since the last partial sync.
Full Sync Update Frequency — Updates all tables by pulling all necessary records from
Symmetry. This function may take some time.
a. It is recommended to run a full sync once per day in the middle of the night when
the system is not busy.
Custom Sync Frequency — Updates a set of tables that the user configures.
a. To configure, right click Custom Sync Now and select Edit Custom Sync. For
an AMAG integration, it is recommended to set the following:

Custom Table Sync - [m] X
e T
Table LUSERS ~ Partial? @ | Table BADGES ~ Partial ? [

Table GROUPS_USERS w Partial? Q




Sync Options

halb o e

10.

I1.

12.

13.

14.

15.

@ XPressEntry Settings = a X

File Database SQL Import/Export

8 Enable Data Manager Type: AMAG Setup Data Manager
= General ; )
Add / Edit Display Sync Timers Sync Options
Badges
RAD [ Pull DataManager Occupancy Event Processing Retry Count 3 B
User Defined Fields
Muster Settings Default Outside Zone v Default Role v
Question Setup
Logging 8 Pull Data Manager Activities into XPressEntry DMPrefix
Client Settings
Wiegand Format Data (@ Push XPressEntry Activities to Data Manager
5 Server Muster Scanned Users  never v
Service Settings Send Activities Retry Count 3 b=
Database _
= Data Manager [[] Watch Tables via Software Events
DISABLED - AMAG -
Software Event Viewer () Enable Message Queue
= Reader Profiles )
Message Queue Name
Handheld Functionality g \Private$\DataManagerEvent
Reader Validations Event Processing Loop Limit 10 B
Passwords
Badge Settings
Custom Display
Validation Colors Clear Data Manager Settings Clear External Data

Doors
Trend Settings
Musters Data Manager Live Log View Pause Miror Log To: Browse
Reader Q

= Alert Settings
Email Settings
Twilio Alerts

Save Cancel

Pull Data Manager Occupancy — Enables use of the Occupancy Sync.

Default OQutside Zone — Not used by AMAG.

Pull Data Manager Activities into XPressEntry — Enables use of the Activity Sync.
Push XPressEntry Activities to Data Manager — Enables XPressEntry to push Scan
data to Symmetry.

Send Activities Retry Count — Number of times XPressEntry will attempt to resend an
activity if it fails.

Watch Tables via Software Events — Creates a live data connection to the Access
Control System to watch for system changes. Not used by AMAG integration.

Enable Message Queue — Turns on Message Queue for software events to be used
instead of database queue. Not used by AMAG integration.

Message Queue Name — Name of windows message queue for software events. Not
used by AMAG.

Event Processing Loop limit — Max records to process from the event queue. Not used
by AMAG.

Event Processing Retry Count — Number of times XPressEntry will attempt to process
a message queue event on failure. Not used by AMAG.

Default Role — The default XPressEntry Role that will be assigned to users if the
integration does not otherwise assign a role. Entrants are recommended but not required.
Muster Scanned Users — Enables sync to convert scans from specific readers to be
converted into Muster Scans which mark users as safe. Muster readers must be
configured in the reader data. Please see Mustering Documentation for more details.
Setup DataManager Button — Opens AMAG specific settings.

Clear DataManager Settings — Resets all settings on the two above tabs, as well as the
AMAG specific settings.

Clear External Data — Deletes all data synced from AMAG from the XPressEntry
Database.



Symmetry Setup
The following sections demonstrate how to configure the sync with Symmetry. Once completed,
select Test Connection, or Save Settings if on the Activity Tab. Then Exit the form.

On the Data Manager tab of the Settings form, select Save and Apply Settings. You are then
ready to complete a full Sync.

Connection Tab

Press the Setup Data Manager button to get the AMAG specific setup screen. Set the database
connection string to connect to the Symmetry Database.

Amag Data Manager Setup — O *

Connection  User Pull Custom Field Mapping  Activity Seftings  Test
Database Connection String
Data Source=amag935.ad telaers.com,1433;MNetwork Library=DBMSS0CN trusted_connection=true

Connection String Password

Test Connect Clear Results
Result

Save And Close Cancel

1. Connection Settings

a. Configure the connection string to point to the Symmetry Database. It is
recommended that your connection string uses Windows Authentication
(Trusted Connection=Yes or equivalent Integrated Security).

b. If you do not use Windows Authentication, you may hide the password in the
connection string by placing it in the Connection String Password box. In the
connection string, add @Password as a placeholder for your password (as shown
in the connection string above).

1. This password is not secure. Using this feature in a production
environment can result in a security breach.

c. Select Test Connect. If configured correctly, the result will display Successfully
Connected to the Symmetry database!



User Pull Tab

Amag Data Manager Setup - O *

Connection User Pull | Custom Field Mapping =~ Activity Settings  Test

Users View |[muHiMAX].[dbo].['h"lewCardHolderTable] Users Per Query 1000 =
Fitter Badges Visitor Pull Settings
[1 Lost Badges [1 Forced Inactive Badges Hours Before |3 [
[1 Stopped Badges [] Expiration Date Exceeded

Hours After |5 =
[ Invalid Date Exceeded

Custom Badge Number Formats |34+Prox&&::23+ﬂ[3lass&&3;CAR D_MNUMBER%%CUSTOMER_CODE%®
Custom Badge Formats
D 23 ~ Al Card Number Customer Code Agency Code  Credential Series

Organization Cateqory Credential Number Individual Credertial lssue
Name |iCIass |

Organization Identifier System Code Person Identifier Person Crganization Assc

Prox %CARD_NUMBER%%CUUSTOMER_CODE%
iClass |

Save And Close Cancel

1. Users View — The database view XPressEntry pulls users from. A custom view can be
used, but it must include all fields that the ViewCardHolderTable view contains.

2. Users Per Query — The number of users that are pulled per query. XPressEntry will
continue to query the users table until all records have been pulled.

3. Filter Badges Section — Does not pull badges from AMAG that contain the selected
invalid statuses.

4. Visitor Pull Setting — In partial syncs, only pulls visitors X number of hours before and
after their arrival time.

5. Custom Badge Number Formats — XPressEntry can define which Symmetry fields
make up the card number that XPressEntry will use to identify the badge for 1 or more
card formats. Set the ID of the card format, give it a name, and double click the
underlined fields in the order that will compose the card number.



Custom Field Mapping

Amag Data Manager Setup — O X
Connection  User Pull Custom Field Mapping  Activity Settings  Test

Source Columns Destination Columns

|udf_badge_number v| |badge_no vl q

Source Field *PressEntry Field

udf_badge_number

Save And Close ‘ ‘ Cancel

To custom map a User field from Symmetry’s database to XPressEntry’s database, type the
column name in the Source column and select a column name in the Destination column. Any
field name in the source field column must exist within the Users View (see previous section).

Activity Settings Tab

Amag Data Manager Setup — O bt

Connection User Pull Custom Field Mapping  Activity Settings  Test

Badge Field
%EXTERNAL_DATA_2% |

Hours of Activities To Download |24 EI

BADGE MO EACILITY CODE EXTERNAL 1D EXTERNAL DATA 2

Customer Code Field
%FACILITY_CODE%

BADGE NO FACILITY CODE EXTERNAL ID EXTERNAL DATA 2
Activity Pull Query Software Edition

Select t.Card|D, rt. Transactionld as TxnlD, it.DevicelD, it. Transaction Time as Date Timef Txn, . TransactionCode as ResponseMnemonic
FROM [mutiM A% Txn].[Reporting]. [All Transactions] t WHERE rt.Device Type = 82 And . Transactionld » {0} And rt. Transaction Time >
DATEADD({HOUR, {1}, GETDATE() And rt CardID > 0

Save And Close ‘ ‘ Cancel ‘

The Activity Settings tab allows you to format the way XPressEntry pushes Activity records, as
well as adjust the query to pull Symmetry Activities.



1. Badge Field — The badge information XPressEntry will send when submitting activities
to Symmetry. In most cases should be % EXTERNAL_DATA_ 2%

2. Customer Code Field — The facility code XPressEntry will send when submitting
activities to Symmetry. In most cases should be % FACILITY_CODE%

3. Activity Pull Query and Software Edition — The software edition usually determines
what the activity pull query should be, but activity pull query can be customized if
needed.

Select Save Settings once all fields are configured.

HSE SR Series Setup

There are a few specific options that need to be selected when syncing XPressEntry with an HSE
system:

1. Under the User Pull Tab, you are required to set up a Custom Badge Number Format.
SR series cards are concatenated together from two fields. Because of this, you must
pull both the customer_code field and card_number field from AMAG into the badge
number within XPressEntry. Enable the Custom Badge Number Format as shown
below:

Amag Data Manager Setup - O X

Connection User Pul  Activity Settings  Test

Partial Sync Users To Download (100 = Users Per Query (1000 =

Users View |[multiMAX].[dbo].MewCardHolderTable]

Filter Badges
Lost Badges Forced Inactive Badges Invalid Date Exceeded Expiration Date Exceeded

[] Stopped Badges

Custom Badge Number Format Card Number Customer Code 1DS Code PN
%CUSTOMER CODE%YCARD NUMBERY

Source Columns Destination Columns
| v| ] [@

Source Field XPressErtry Field

Save And Close Cancel

2. Under the Activity Settings Tab, Software Edition should be set to HSE



Amag Data Manager Setup — O X
Connection  User Pull | Test
Badge Field Hours of Activities To Download |24 =

%EXTERNAL_DATA_27%

BADGE NO FACILITY CODE EXTERNAL ID EXTERNAL DATA 2

Customer Code Field
LFACILITY_CODE%

BADGE NO FACILITY CODE EXTERNAL ID EXTERNAL DATA 2

Activity Pull Query Software Edition HSE v

SELECT t.CardID. it. Transactionld as TunlD, t.ReaderlD as DevicelD, t. Transaction Time as Date Timef Txn, . TransactionCode as
ResponseMnemonic FROM [multiMAXTxn].[Reporting].[ReaderTransactions] t WHERE rt. Transactionld = {0} AND t. Transaction Time >
DATEADD{HOUR, {1}, GETDATE{) AND rt.CardID > 0

Sawve And Close Caneel

Symmetry Sync Check
The purpose of this section is to help the operator understand exactly what data XPressEntry is
pulling. For a quick setup, please navigate to the next section, Configuring XPressEntry using
Symmetry Data.
Symmetry > XPressEntry
1. Companies > Companies
2. Cardholders > Users
3. Cards > Badges
4. Readers > Reader
5. TimeCodes > TimeZones
6. Access Codes > Groups
7. User/Access Codes > Groups
8. Reader Groups > Groups
9. User/Reader Groups > Groups
10. Reader/Users Permission > Groups

Companies and Readers
Companies and Readers are the simplest tables to pull from Symmetry. All Companies and
Readers should be available to view in their respective tabs.
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Users
Here is a sample of a properly synchronized user:
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All External Records (From Symmetry) will display in red as an External Record at the top of
the form. This label will not display for any records that were created from within XPressEntry.



XPressEntry will pull the user’s image and badge number from Symmetry. The badge number
can be seen at the bottom of the screen.

User Permissions
Users in XPressEntry have the same permissions to each reader as they do in Symmetry. This is

regardless of whether the user is assigned an Access Code, Reader Group, or direct access to a
Reader. However, the way in which the data is displayed is a little different.

The following is an example of the permissions a user has in Symmetry vs. how the data is
displayed in XPressEntry.
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o Dty Ao Rightz | ] | Lozator | Biomenc: I
= Asmgned Aoomss Righis Plaggs Vi
e _Paevew |
=N Shizea Bl
= -l Bulding Work Hours |” Eiiits ]
= Espard
=
o Remadsr Grous Crollares J
Ii Iﬁ'::l;mpa Listireg i
H s
B, Irknsion System Lissrs
Assign
P
Sreieesy
Rt

XPressEntry
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To see the readers Fiona has access to, navigate to the Groups tab. Select Building Group
SixToEight from the list on the left.
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Permissions in Symmetry can be assigned in 3 different ways.

1.

Access Code — XPressEntry pulls all readers associated with the Access Code at the
reader’s specified time.



2. Reader Group — XPressEntry creates a Group for each Time Code a Reader Group uses.
a. Ex—5 people are given access in Symmetry to Reader Group 1 between 9 AM
and 5 PM. 7 People are given access in Symmetry to Reader Group 1 between 6
PM and 4 AM.
b. XPressEntry creates 2 groups — 1 for the day shift and 1 for the night shift. Each
group contains all readers in Reader Group 1 and access at the specified time.
3. Direct Reader Access — XPressEntry creates a Group for each Reader/Time Code
combination used in the Symmetry Database.
a. Ex— 5 people are given access in Symmetry to Reader 1 between 9 AM and 5
PM. 7 people are given access in Symmetry to Reader 1 between 6 PM and 4 AM.
b. XPressEntry creates 2 groups, one for the rest group of people and one for the
second with access to the single reader at the specified time.
Time Zones
Time Codes are pulled from Symmetry to create Time Zones. If a single Time Code has multiple
standard time ranges for different days of the week, XPressEntry will create additional intervals
to support this.
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Configuring XPressEntry using Symmetry Data

Now that XPressEntry has Symmetry’s database, it needs to be configured to use this
information. The tabs that need to be configured are the Doors, Readers, and Zones.

Doors

Entry/Exit permissions in XPressEntry are set by doors. Doors contain two readers — an exit
and an entry reader.

Door access is determined by the User’s access to the door’s reader. For entry, permission is
based on the user’s access to the door’s external entry reader. For exit, permission is based on
the user’s access to the door’s external exit reader. Doors should be set by the user for each
Handheld Reader in XPressEntry.

The XPressEntry Integration with Symmetry does not require additional start and end zones.
However, XPressEntry can help keep track of what zones people are in if configured correctly.
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1. Zones — For each door, set the start zone and end zone. This will enter a user in the
specified zone when they enter or exit (or scan at a Symmetry reader).
2. External Readers — Attach the logical entry and exit readers that you created in
Symmetry to a door.
XPressEntry requires that you manually set up the doors in the system. There should be a door in
XPressEntry for each physical station where an employee will have a handheld.
1. To create a door, select Add New at the bottom of the form. Enter a name that clearly
describes what this door represents.
2. Select Outside for Start Zone and Building for End Zone.
3. External Entry Reader is one of the entry readers you created in Symmetry. External
Exit Reader is one of the Exit readers you created in Symmetry.
Doors can also be added for each of the physical door readers. If XPressEntry is set up to pull
activities, it will move people in the system based on the reader they were scanned at and the
zones attached to the door.

Readers
In XPressEntry’s AMAG integration, it is not necessary to associate any reader in the system
with a handheld. This association can be done on the handheld when it comes time to scan.

A handheld unit can logically represent any reader in the building. When the handheld is issued
to an employee at a specific door, the employee must first set the door on the handheld. The
XPressEntry Reader that the handheld represents is based on whether the handheld is in entry
mode or exit mode.

1. Ex — You have handheld A stationed at Door A.

2. Door A has two readers associated with it — Reader A-Entry and Reader A-Exit.

3. The employee holding the handheld sets the handheld’s door to Reader A. When the



employee sees a cardholder walking towards the building, he sets the handheld to Entry
mode and scans the cardholder’s badge. The handheld in entry mode identifies itself as
reader A-Entry and sends an activity to the server.

. Later, there is heavy volume exiting Door B.

5. Door B has two readers associated with it: Reader B-Entry and Reader B-Exit. The
employee from Door A is called to help and brings Handheld A. He sets the door on his
handheld to Door B and the mode to Exit. When he begins scanning people walking out
of the door, the handheld identifies itself as Reader B-Exit and sends each scan as an
activity to the server.

For more information about the functionality of XPressEntry, please look at the XPressEntry
manual.

Activities

XPressEntry will synchronize activities to Symmetry if that option has been set by Data
Manager. If XPressEntry is configured to push activities, they will appear in the Activity View
(Home > Monitoring > Activity). If XPressEntry is configured to pull activities, the occupancy
of the system will change each time a person scans at a reader that is mapped to a door in
XPressEntry.

You may want to pull activities if:
1. You want to use XPressEntry to manage Emergency Evacuations.
a. XPressEntry uses Symmetry activities to determine who is on and who is off
campus.
b. In the case of a mustering event, XPressEntry will have an up-to-date list of who
is on site on this day.
c. Using this list, XPressEntry can be utilized to muster or mark people as safe to
create a list of people who are still on site.
2. You want to use XPressEntry’s features to determine who is on site, and what areas
people are in.



