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Purpose
This document is intended to instruct system administrators on how to synchronize an
XPressEntry system with Honeywell Prowatch system.

Prerequisites

It is assumed that you have installed Honeywell Prowatch and XPressEntry in places on a
network where they can talk to each other(or on the same box)

Prowatch should be licensed to use the Web API

You should be an Administrator or super user in the Prowatch system.



Setting Up Prowatch to Synchronize with XPressEntry

It is assumed that Honeywell Prowatch v4.4 or v4.5 is installed on a server.

For integrations into other versions of Prowatch, please contact Telaeris to confirm
compatibility.

Prowatch requires that you have their Prowatch API installed. Contact your Honeywell
representative for more information on licensing and installation of the Prowatch API.

Installing the Pro-Watch API Service
(this section is gratuitously copied from the Pro-Watch DTU_Service.pdf file)

1. Create and copy the Pro-Watch API zip file to a folder below the Pro-Watch installation
directory

2. If upgrading from a previous version, run the Uninstall PW_DTU_Service.bat file as
administrator to remove the Pro-Watch DTU Service from Windows services. Delete old
version.

3. In the DTU Service directory below the Pro-Watch installation directory, unzip all files to the
current directory.

4. Edit the file PW-DTU-Service.exe.config file and set the endpoint and binding sections. The
DTU Service is defaulted to use HTTP basic binding with no security.

5. Run the Install PW _DTU Service.bat file as an administrator. This will add a Windows
service called ProWatch DTU Service.

6. In Windows Services, right click on the Pro-Watch DTU Service and select Properties.

7. Select the ‘Log On’ tab and add a user account to the service that has access to the Pro-Watch
server and the Pro-Watch database.

Note: The DTU Service account must have access to the Pro-Watch database in SQL Server, be
a valid user in Pro-Watch and have Pro-Watch access to that workstation/server. The same
account that is used for Pro-Watch can and is suggested to be used for the Pro-Watch DTU
service. When using a service account please run the following command to reserve the URL (as
specified in API configuration file).

Sample: Netsh http add urlacl url=http://machinename:8734/pwapi user=DOMAIN\accountname

8. In Windows Services, start the Pro-Watch DTU Service.

Configuring the Prowatch API

For The API Synchronization to work properly, we need to setup two API’s in Prowatch.

The SOAP and SignalR API.

The following 4 keys need to be set in the PW-DTU-WinService.exe.config file

Note that if you are installing XPressEntry on a different machine than the API, you’ll need to
change the “localhost” to “your machine name” in these keys.

<l-- Start the Pro-Watch SOAP API -->



<add key="StartSOAPService" value="1" />

<!-- Start the Pro-Watch SignalR API -->

<add key="StartEventService" value="1" />

<!-- Event Service Url -->

<add key="PWEventSignalRUrl" value="http://localhost:8735/" />

<!-Service Configuration -->
<services>
<service behaviorConfiguration="ProWatchDTUServiceBehavior"
name="HoneywellAccess.ProWatch.PWServiceSoap.PwDtuService">
<endpoint binding="basicHttpBinding"
bindingConfiguration="ProWatch_DTU_Basic_Http_Binding"
contract="HoneywellAccess.ProWatch.PWServiceSoap.IPwDtuService" name="basicHttpBinding"
bindingNamespace="http://HoneywellAccess/ProWatch/DTUService" />
<endpoint address="mex" binding="mexHttpBinding" contract="IMetadataExchange" />
<host>
<baseAddresses>
<add baseAddress="http://localhost:8732/ProWatch/DTUService" />
</baseAddresses>
</host>
</service>
</services>

Prowatch API User Account
(this section is also gratuitously copied from the Pro-Watch DTU_Service.pdf file)

Enabling a Pro-Watch user
1. In Pro-Watch, select Database Configuration
2. Select Users or Classes
3. Edit or create a user who will be connecting to the Pro-Watch DTU Service.
4. Select the Programs tab
5. Expand Database Configuration
6. Select ‘User Defines’
7. Click the ‘Add Function’ button
8. Add ‘Enable Web Password’
9. Save the User or Class record. Now the ‘Web Password’ for the User should be enabled.
10. Enter a “Web Password’ and save the User record.



Edit Users X
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User Permissions

The following minimal Permissions are needed at the API user level in Prowatch:




Define User Programs and Functions

5@

-4 Administration
= | Data Tranfer Ltility
i M lssue Evert - CLASS GRANT
/"‘ Subscribe to Events - CLASS GRANT
----- @ Alam & Event Monitoring
-4 Badge Maintenance
-] Badge Maintenance
) Query Badge - CLASS GRANT
-] Badge Status
i M Query - CLASS GRANT
EI_] Badge Type Maintenance
) Cuery - CLASS GRANT
EI_] Badges
) Query - CLASS GRANT

—_ m~

Define User Programs and Functions

S Database Corfiguration
-] Mreas
© LB Query - CLASS GRANT
£~ Clearance Codes
© LB Query - CLASS GRANT
EI_] Companies
© LB Query - CLASS GRANT
EI_] User Defines
‘... P Enable Web Password - GRANT

=4 Hardware Configuration

£ Logical Devices

L. P Query - CLASS GRANT

----- ﬂ Mustering Tracking
----- 0 PW Enterprise Manager
----- ﬂ Reporting

N W T -

Add Program...

Add Function...

Add/Grant All
Edit ..

Delete/Revert
Grant

Revoke
Revert To Class

Revert To Default

Add Program...
Add Function...
Add,/Grant All
Edi...
Delete/Revert
Grant
Revoke
Revert To Class

Rewvert To Default

Administration -> Data Transfer Utility -> Issue Event is only needed if we’re sending

activities to Prowatch

Administration -> Data Transfer Utility -> Subscribe to Events is only needed if we’re using

the SignalR API

These are required because XPressEntry makes the following calls via the API:

IssueReaderEvent
GetAreaOccupants
GetCompanies
GetBadgeTypes
GetAreas

GetClearanceCodes
GetClearanceCodesLLD
QueryBadgesPaging
GetBadgeBlob or GetBadgePhoto

GetLogDevsByHWClass or GetLogicalDevicesAll



Setup Prowatch Readers and Clearance Levels

If you want to send events into Prowatch, you’ll need to setup a Channel/Panel/Readers as
placeholders to receive the events from XPressEntry.

For each physical handheld, we should set up two logical device readers (IN/OUT) in Prowatch.
If we are just doing Mustering, you only need one logical device per handheld.

You can do that like this:
Hardware Configuration > Add a Channel

Create a3 Channel ot

Pick Mew Channel Type and Options

Charrel Type Fw/-5000./Fw-6000/Fw BT ICE v

Cardkep DEDQSP
Cardkey DEIDAP-Custom
Contact [D

b anufacturer ; FUSION DWVE

Genemc

Haoneywwell Dtk

H5DE. Channel

Log Printer

M ative Pha/-2000
Fia-5000 Miniples

Fapid Eve

T rak, CCTY Swatcher
WAST

YideoBlow CCTW Switcher

| ‘WwSE CHIF




Select PW-5000/PW6000
Create a Channel ot

Fick Mew Channel Type and Optionz

Channel Tupe : Fa/-5000./F/-6000/Fw BT ICE w

M anufacturer - Marthern Computers

Carcel

Give it a name, then click Next, Next and then Finish(the options don’t matter as we’re just using
this channel and panels as placeholders for reader events).
Check “Installed” only initially. Select the TimeZone for now.

Define Channel Information *

Basic Channel Information

D - |Sample Chaninel| | Installed

Chanrnel Type: |FW—5DDD/PWJBDDD/PWJEKTICE |

Time Zone : | (GMT-08:00) Paciic Time (LS and Canada. Tijuana) ~
Atempt
Poll Delay {ms)
Comm Break : I:I
Spoal Directary : | Spool File D

< Back Mext = Cancel




Communications Parameters >
Channel Communication Information
Primary
Port Type: | None e
Secondary
Port Type: | None &
< Back Mext > Cancel
PW-5000/6000 Parameters X
PW-5000./6000 Encryption Setup
Select Action Select Primary Key
(®) No Encryption (®) Primary Key 1
() Use Encryption for Communication () Primary Key 2
Primary Key 1 Settings
Passphrase
128 Bit HEX Key |00 | 0D |00 |00 |00 | 0D |00 ||0O
Generate Random 00 |00 (|00 |00 (DO |[OD | OO |[0O
Last Download Status
Download Key
Primary Key 2 Settings
Passphrase
128 Bit HEX Key |00 | 0D (|00 |00 (|00 |00 |00 ||0O
Generate Random | (00 |00 |00 |00 (00 ||OD | OO |(0O
Last Download Status
Download Key
Use 256bit Encryption
Use Honeywell Protocol
< Back Next > Cancel

Next we will add a Panel to the Prowatch System.
Under Hardware Configuration, Right click on Panels and select New -> Panel
Choose the Site and Channel.



Select a PW-5000 or PW-6000 Controller type.

Pro-Watch Controller Manager

Welcome to the Pro-Watch Controller Manager

Controller Description Site
Sample Panel| | MexWatch v
Channel Description Channel Type
Sample Channel it | PW/-5000,PW-6000PW-6K 11CE
Contraller Type
PW-5000 o




Hit Next and add a PW5000 2R for each Handheld doing Entry/Exit.
Pro-Watch Controller Manager

Welcome to the Pro-Watch Controller Manager

Please select the downstream boards used and their address

Downstream Board Downstream Board
PW5000 2R w E = | Mone w D =
Downstream Board Downstream Board
PW5000 2R w = |Mone e D =
Downstream Board Downstream Board
Mone w I:I ~ |MNone w I:I =
Downstream Board Downstream Board
Mone b I:I : Mone w I:I :

If you need to add additional downstream boards, dick the ‘More' button, otherwise 'Finish'

More Back | I Finish I Cancel

Then hit Finish.

Now we need to add the Logical Device Readers to the Panel.

Under Hardware Configuration, right click on Readers and select New -> Logical Device
Select the correct Panel we just created

Set the Hardware Template to DoorTypical ACR (Access Control Reader) or Entry/Exit Reader
Door.



Pro-Watch Logical Device Manager

Welcome to the Pro-Watch Logical Device Manager

Logical Device Description
Sample Handheld 1 IM

Hardware Template Contral Panel

DoorTypical ACR. (Access Control Reader) Area 2 Panel e

ACR with MRDT Intrusion Terminal
Controllable Output

Door Typical ACR for Barcode Reader
Door with Piezo Control

Door with Sub Panel

DoorTypical ACR. (Access Control Reader)
Elevator Reader

Elevator Reader (Floor Select) .
Entry/Exit Reader Doar -‘——-— T h 1S WO rl(S tDD
Galaxy Group

Galaxy Output

Galaxy Reader

Galaxy Zone

Mercury Intrusion Group
Mercury Intrusion Reader Keypad

Mercury Intrusion Zone Cancel

Mahile F‘.n_aa_uder

Typically this

Then hit Next and Select a port(s) for the reader(s). If you’re using the Entry/Exit Reader Door,
this will pair the two logical devices for Entry/Exit automatically.



Pro-Watch Logical Device Manager

Welcome to the Pro-Watch Logical Device Manager

Please select the Reader that will be used for this Logical Device

PW 5000 2R 0 - Unused Reader 0 e
<« Choose a Reader ==

PW 5000 2R 0 - Unused Reader 0
PW 5000 2R 0 - Unused Reader 1
PW5000 2R 1 -Unused Reader 0
i PWW 5000 2R 1 - Unused Reader 1

t= will be assigned to the remainder of the devices

Device Types Hardware Description

il Door Position PWW 5000 2R 0 Address 0 - Input Point 0
<ﬂ Lock PV 5000 2R 0 Address 0 - Cutput Point 0
=% Reader PW5000 2R 0 Address O - Reader Port 0
il Rex Device PW5000 2R 0 Address 0 - Input Paint 1

If these defaults are acceptable dick 'Finish' to complete the Logical Device Creation. If this
information needs to be modified, dick the 'Maodify' button to manually assign the paoints,

Modify | Bak | | Finish Cancel

If none exists, go back to the panel and add a reader port.
Then hit Finish

When you’re done, uncheck the Installed checkbox under the Panel.

Clearance Codes

Add the readers to the appropriate Clearance Codes if we’re doing Entry/Exit
To do that, go to Database Configuration -> Clearance Codes.

Either select the appropriate Clearance to add the readers to or add a new one
Note that this isn’t needed if we’re only doing Mustering.



Edit Clearance Code X
E Clearance Code Logical Device <ﬂ Elevator Outputs Eﬂ: Qutput Groups -'f'- Certifications @ Access Management 3 Partions
Logical Device Time Zone Alternate Time Zone
ElXPEIn System All Times
&4 XPE Out System All Times
¥ Add..
Delete
TimeZone...
AltTime Zone
Cancel

Add Logical Devices to Areas
Next you need to make sure your current Prowatch readers and XPressEntry readers are mapped
to Areas in Prowatch properly.

This is done from Database Configuration -> Area

Add or Select the areas you want the readers to go In/Out of. Click the Logical Device on the
left, then the Reader in the middle. Then use the right arrow to move the device. Click the In/Out
X to set whether the device puts the user in/out




-1 Pro-Watch NT Database Configur

----- fi§ Alarm Pages

é‘é Application Module
Jﬂ'# Area

----- £ Badge Profiles
-E Badge Status

--{TZ| Badge Types

@ Blob Types

% Brass Keys

Card Format

i Classes

Clearance Codes
Companies
Database Tables
Default Events
Deferred Access
@ Dialup Schedules
L;E Event Procedures
-8 Event Triggers

----- B Galaxy User Management

----- Groups
£ Group:

Guard Tours

ﬁ Holidays

gy Keyboard Accelerator
Map Files

----- B Mercury Keypad Settings
&P Modem Pools

..... i Partitions

83 Pathway

..... ~i2 Routing Groups

..... ¢ Status Groups

@ Time Zones

----- ,_E‘g Workstation

A L

PW Area 2 PW Inside  PW QOutside
Edit Area >
N frea =7 Logical Device (Reader) =¥l Logical Device (Input) =% CHIP Reader Mode W frea Occupants ¥ Parttions
Logical Device Reader Selected Reader In Out Intemal
= Area 21N = 5 Area 2 IN - Reader X
B Aregp OUT 59 Area 2 OUT - Reader X
= IN O Reader
=6 In O Door
= QUTPrly Reader
B Sample Handheld IN
eader/Door COr Whate...
Click the device — - Click the
Click it again (note that InoutInt |
for Entry/Exit Door ; ; ouinternal
Read : I'h Click this to add Columns to set In/Out
eader types, you'll have it to the right pronerhy
primary/secondary || T
options here)
oK || Cancel |




Enable Data Manager Synchronization in XPressEntry

Next is going to be setting up XPressEntry to synchronize the data from Prowatch. This is all
managed from within the XPressEntry server application under Tools -> Settings -> Data
Manager

At the top, check the Enable Data Manager and then set the Type to Prowatch DTU

3] XPE Settings — 0 b4

File Database 50L Import/Export

| Enable Data Manager ~ Type \PROWATCH DTU ~ Setup Data Manager
= General
Add / Edit Display / Send XPressEntry Activities Now
Badges
RFID Download Act 9 ]| set Clear Activity Sync Now
Naming Conventions 89t t h ese I
Activity Form Fields Occupancy SyncFrequency T || Set Clear Occupancy Sync Now

o sel Pull full activities from Prowatch |I Sync Update Frequency |:| Set Clear Partial Sync Now

Uses GetAreaOccupants to

Database g nc Update Frequency |:| Z g synchronize the Prowatch occupants
= Synchronization Options

Software Event Viewer
E Reader Profiles Pull Data Manager Activities into XPressEntry Pull DataManager Occupancy

Handheld Functionalty Push XPressEntry Activities to Data Manager Watch Tables via Software Events

Reader Validations

Passwords [] No Synchronous Syncs

Badge Settings
Sends XPressEntry Activities
into Prowatch

DMPrefix | | DefaultRole |Entrant v

I Enable SignalR Interface [

Clear Data M I Data
2abl
Kiosk Settings
‘Wiegand Format Data Data M Live Log Vi " . .
Ciert Settings 2 HanagerHve fog fiew Pase | MmrlosTe: [ ["set this to Entrant tse
B Aett Se.i.'tings 'VERBOSE: Mo Emors in ProwatchDataManager while StartWatching Tables
Twilio Alerts INFO: SignalR Event Subscription Started
= Muster Settings INFO: Starting Watching Tables
Muster Alerts
Copy Resx File
Save Cancel

Determine which Data Manager features you want to use with Prowatch
1) Send Activities
2) Receive Activities
3) Occupancy
4) Include specific features for the data manager

Here’s what the options do:

Pull Data Manager Activities into XPressEntry:

When SignalR is enabled, this adds the events from Prowatch into XPressEntry as badge
activities.

Push XPressEntry Activities to Data Manager:
This will use the Channel/Panels/Readers above to send activities into Prowatch.

Pull Data Manager Occupancy

This synchronizes the Area Occupants from Prowatch with XPressEntry.
Watch Tables via Software Events

This enables the SignalR event piece



Default Role
The default role to assign to Badges(users) when synchronizing users from Prowatch.

No Synchronous Syncs
Used to make sure only one sync(Full,Partial,Occupancy,Activity) is running at any given time.
Not necessary for this integration.

Activity Sync Now

Runs the Activity Sync process. For Prowatch this will Pull the occupancy AND send activities
to the data manager immediately. This is not necessary, but was used in previous versions of the
Prowatch Data Manager.

Occupancy Sync Now

Synchronizes the area occupants from Prowatch into XPressEntry. Needed for Mustering.

It’s suggested to set this to every 5 minutes. This will “catch up” any activities that were missed
if either service was offline for a significant period of time.

Partial Sync Now
This synchronizes all non-user data. This includes Panels/Readers/Clearances/Companies, etc.

Full Sync Now
This runs a Partial Sync and also synchronizes user data

Prowatch Specific Data Manager Options
Next you should hit the big “Setup Data Manager” button in the top-right.
This will take you to the Prowatch Specific Data Manager options.



Prowatch Data Manager - O x

Server Badges Filters
Server IP:  |prowatch44old ad felaeris com | O Only Active Cards [ Only Active Badges
[] Use HTTPS
Company Codes Filter: | |
Port: 8732 |
User: |api | Clearance Codes User Filter:

e IO | Exclude Badge and Card Fiter: | |

Exclude Badge Field | |

Events
Event User: [api | Last Name Fiter TESTONLY}: | |
Event Warkstation: ||_00N | Other Data Fiters
Event Types: |50|].5|31 | Area Names Fitter:

[] Use LOCAL_GRANT instead of HOST_GRANT Readers Names Fitter: |
Clearance Codes Group Fitter: |

Reader HW Class ID's: |

Source Columns Destination Columns
| | | ] Mo Groups Data
= Use Prowatch Areas/LogDevs
Source Field XPressErtry Field as Doors for Occupancy
Synec Options
Page Size [] Disable Picture Updates
ot s
COccupancy Areas
[] PW Area 2
] PW Inside
[J PW Qutside

|TeﬂCornect

‘ Defaults

‘ oK

10:25:26 AM : Connection Success! DTU Service : 1.12.0.746
PW Version:Release 4.4

The following are required:
The Server IP(and port if you changed it), User and Password

Check the “Use Prowatch Areas/LogDevs as Doors for Occupancy” if you’re doing Mustering or
occupancy tracking.

If you’re NOT doing Entry/Exit, check the “No Groups Data” checkbox.

If you want to use SignalR, set the Event User (likely the same as the API user) and the Event
Workstation(this is the workstation from Prowatch for the XPressEntry service).

You can map fields from the Prowatch Badge to the XPressEntry User with the
Source/Destination Columns on the left(don’t forget to hit the green plus button)



You can select which Prowatch Areas we are actually tracking Occupancy in the bottom right.
Note that these will populate only after a Partial Sync has been done. The practical side of this
means that you need to come in here, setup everything, then go out and press Partial Sync Now,
then come back in here to setup the occupancy Areas.

The remainder of the options are self explanatory but can all be left blank/unchecked if in doubt.
“Test Connect” will tell you whether the API is connected(but not SignalR)

Hit OK when done and then press “Save” on the Data Manager page.
If SignalR 1s working, you should see something like this:

VERBOSE: No Errors in ProwatchDataManager while StartWatchingTables
INFO: SignalR Event Subscription Started



Initial Data Synchronization and Setup XPressEntry Data

It’s suggested to run a Partial Sync first to get the Readers/Clearances/Zones all synchronized
and set up.

After you’ve setup that data in XPressEntry, run a Full Sync.

Set up Prowatch Areas as XPressEntry Zones
Before doing this, make sure you’ve done a Partial Sync with the Prowatch system

Prowatch Areas will be mapped to the XPressEntry Zones table.

For each area where you want to track occupancy, you’ll need to do the following.
1) Make sure that “Zone is Outside” and “Zone is a Muster Point” are unchecked
2) Make sure that “Zone is a Hazard Area” is checked

Mame

\PW Area 2

Description

Parert Zone
[] Zone iz Outside

[] Zone iz a Muster Point
Fone is a Hazard Area

For Muster Points, they should be the opposite.



Mame
PW Outside

Description

Parernt Zone

Zone is Outside

Zone is a Muster Poirt
[] Zone iz a Hazard Area

Troubleshooting occupancy
If occupants aren’t showing up in Zones in XPressEntry, there are some things to check.

1)

2)
3)

4)

5)

Check that the Channel you’re using in Prowatch is added to the Routing Groups for the
user

Make sure you have logical devices assigned to Areas in Prowatch

In XPressEntry, make sure the zones are setup and selected as above. If all 3 checkboxes
are set, the zone won’t track occupancy!

Make sure the Data Manager options for “Pull Data Manager Occupancy” and “Watch
Tables via Software Events” are checked.

Make sure the Doors in XPressEntry are setup properly. (especially if you didn’t check
the “Use Prowatch Areas/LogDevs as Doors for Occupancy” in the Prowatch Data
Manager Setup form.



Set Up XPressEntry Handheld Readers and Doors

Before doing this, make sure you’ve done a Partial Sync with the Prowatch system

Doors

Doors are directly mapped from the Logical Devices and Areas in Prowatch. These are only
automatically created if the devices are assigned to an Area in Prowatch. Otherwise you CAN
create local Doors and map them on your own.

If we have done everything correctly, we won’t have to do much here. Just verify that the doors
we have will move people In/Out of areas properly.

Door Mame
|Area 2 IN Door |

Start fone
Cutside o

End Zone
PW Area 2 L

Door RFID Tag #

Extemal Entry Reader
Area 2 IN - Reader o

Extemal Exit Reader

The way to read these is the Start Zone will be where you are coming FROM on an Entry scan
on the handheld device and the End Zone will be where you are going TO on an Entry scan.
These are reversed for Exit scans.

The External Entry/Exit Reader fields should match the Logical Devices we’ve setup in
Prowatch

Readers

Readers are directly mapped from logical devices in Prowatch.

If the timezone for the devices and the timezone for the server are different, you’ll need to do
some additional setup.

First, enable the “Show Reader Timezones” option in Tools -> Settings -> General -> Add/Edit
Display



3| XPE Settings — O e
File Database 50L Import/Export
|timez | % | General
[] Show Deleted Records in Add / Edit List
= General
Add # Edit Display [ Enable User Watch Lists
[l Reader Profiles [ Show Badge Types Form [ Show Certificates Form
Reader Validations
[] Show RFID Form [] Show Visitor Pre-Registration Form
[] Show Timezones Fom [] Show Badge Layouts Fom
[1 Show Holidays Form [] Show Muster Sites Form
Extemal Data
Show Extemal Flag in Add / Edit List
Show Extemal 1D in Add / Edit List
Allow Editing of Extemal Data
Badges
Show Facility Code Column In Badges
Readers
Allow Reader GUID Switching
Show Reader Merging
Show Reader Timezones
Save Cancel
Then, set the Reader Timezone under the Add/Edit Info -> Readers -> Handhelds section for
each device in a different timezone.
ﬂ_.l PressEnt 3.0.999 - Telaeris Inc (Logged In User: Administrator, Compan — m] E4
[ . ) .
Eile Tools @ View "I‘ Logout Entry/Exit Muster Help
Entry/Exit Events Muster Activity History Messages Add/Edt Info  Server Activity
Fitter: ‘ | @ B @ Users Companies Groups Zones Doors Feaders Rales
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Lastly, if you are using the devices for Mustering and want the muster activities sent to
Prowatch, set the “External Muster Reader” option for each handheld device.




At this point, you should be able to proceed with the standard XPressEntry Reader Profile
options to setup your device.



