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Purpose

The XPressEntry integration with the Elements access control system serves as a
middleware solution that facilitates communication between handheld devices and the Elements
system. This integration enables seamless synchronization of access control data and real-time
activity monitoring. It supports entry, exit, and mustering use cases. This document will serve as
a guide to getting the integration completed.

Prerequisites

- Enable Elements API access in your Elements account
- APIKey

Getting the API Key

1. Inthe Elements Marketplace, select API Access
2. Choose the Developer Option to increase rate limits

23

Elements APl Access (Developer)

For integration development and testing purposes. Rate limited to 10 calls

per second.
R
A& MANAGE
3. Click Generate Keys
< Manage

Integration

Elements API Access (Developer)

GENERATE KEYS

Generate Keys
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4. Copy the API Key and save it somewhere accessible

Configuring Devices in Elements

1. Navigate to the Devices section in Elements
2. Create a Controller or Gateway, then a Controller, then a Reader Interface.
3. For each XPressEntry handheld, create two readers under the reader interface:
a. In Reader — used for entry mode scans (e.g., Handheld 1 In)
b. Out/ Muster Reader — used for exit and muster scans (e.g., Handheld 1 Out /
Muster)
Note: You may be limited to a certain number of handhelds per reader interface. Create
additional reader interfaces if needed.

= Devices vive (@)
o - s
v @ Telaeris - &
v BB Telaeris Controller e
v E Onhoard reader interface

o B Handheld 1-IN
o B Handheld 1- OUT/MUSTER

The two readers ensure that handheld scans appear in the Elements event log matched to the
correct reader.

Configuration in XPressEntry

Step 1: Add the Data Manager

1. Go to Tools > Settings > Data Manager

2. Set Type to Elements and click Add

3. Click Save. A new Elements tab will appear in the side menu bar,
“DISABLED-Elements”
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48] XPressEntry Settings

File Database SQL Import/Export

0

Type  ELEMENTS

= General
Add / Edit Display
Badges
RFID
User Defined Fields
Muster Settings.
Question Setup
Logging
Client Settings
Wiegand Format Data
LDAP Settings
E Server
Service Settings
Database
E Data Manager
Software Event Viewer
E Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colars
Doors
Trend Settings
Panic Alarm Settings
Location And Battery
(= Alarm Settings
Alarm Targets
Email Settings
Twilio Settings

Name ELEMENTS

OTELAERY

Remove

DISABLED - ELEMENTS - Prefix()

Step 2: Connect to the API

b S

Telaeris, Inc.

Elements Data Manager Setup

Setup Custom Fields

LenelS2 Elements Configuration

Base URL:
APl Key:

Page Size:

TestConnect Connection successfull

https:/fapi.elementssecure.com

Check Data Integrity

=

On the Elements tab, check Enable Data Manager and click Setup Data Manager
Paste your API key into the API Key field.

Leave the Base URL as-is. Set Page Size to 100

Click Test Connect to verify, then click OK

100 =

[ Verbose Logging

XPressEntry Elements Documentation
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Step 3: Configure Sync Schedule

Full Sync

1. Click Set next to Full Sync Update Frequency
2. Select Daily and choose a low-usage time window

ﬁ] XPressEntry Settings

File Database

[= General
Add / Edit Display
Badges
RFID
User Defined Fields
Muster Settings
Question Setup
Logging
Client Settings
Wiegand Format Data
LDAP Settings.
[=l Server
Service Settings
Database
[= Data Manager
DISABLED - ELEMENTS
Software Event Viewer
(= Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
Panic Alarm Settings
Location And Battery
(=] Alarm Settings
Alarm Targets
Email Settings
Twilio Settings

SQL Import/Export

Enable Data Manager

Type: ELEMENTS

Sync Timers Sync Options Sync Summaries

(J Disable Concurrent Syncs

OTELAERY

Setup Data Manager

Send XPressEntry Activities Now

Download Activity Frequency Set Clear Download Activity Now
Oceupancy Syne Frequency Set Clear Occupancy Sync Now
Partial Sync Update Frequency Set Clear Partial Sync Now
Full Syne Update Frequency Daily at 2am Set Clear Full Sync Now
Custom Sync Update Frequency Set Clear Custom Sync Now
Data Manager Live Log View Pause Mirror Log To: Browse
%ave Cancel
y]
4 setinterval X
Frequency Time Q
Daity 2am Del
. Daily at 2am
o
Add
Clear Done

The full sync pulls all cardholder data, spaces, devices, and group assignments.

Telaeris, Inc.
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Partial Sync

1. Enable partial sync to run more frequently. This sync incrementally retrieves any newly
added or updated cardholders, badges, or permissions.
2. Set the frequency based on how actively cardholder data is updated within your system.

4 setinterval = O X
Frequency # Minutes o
ByMinute ~ 14 Del

Every 15 Minutes
Add
Clear Lione

Step 4: Configure Sync Options

1. Go to Sync Options

2. Check:
a. Pull Data Manager Activities into XPressEntry
b. Push XPressEntry Activities to Data Manager
c. Watch Tables via Software Events
d. Enable Message Queue

3. Click Save
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@ XPressEntry Settings

File Database

0

] General
Add / Edit Display
Badges
RFID
User Defined Fields
Muster Settings
Question Setup
Logging
Client Settings
Wiegand Format Data
LDAP Settings
= Server
Service Settings
Database
=l Data Manager
DISABLED - ELEMENTS
Software Event Viewer
I Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings
Panic Alarm Settings
Location And Battery
] Alarm Settings
Alarm Targets
Email Settings
Twilio Settings

SQL Import/Export

Enable Data Manager

Sync Timers Sync Options  Sync Summaries

() Pull DataManager Occupancy

Default Outside Zone

Pull Data Manager Activities into XPressEntry

Push XPressEntry Activities to Data Manager
Send Live Activities to Data Manager

Send Activities Retry Count 2]

Watch Tables via Software Events

@ Enable Message Queue

(C) MSMQ Single Event Processing

Message Queue Name

\Private$\DataManagerEvent

Type: ELEMENTS

Muster Scanned Users never

v

[C] Enable Automatic Badge Activity Delete
Badge Activity Delete Timeframe

Event Processing Loop Limit 10
Event Processing Retry Count 3

Default User Profile

Clear External Data

Data Manager Live Log View Pause

Clear Extemnal Badge Activity

Mirrar Log To.

OTELAERY

Setup Data Manager

Browse

Reviewing Synchronized Data

Save Jll Cancel

This entire section is optional to ensure that the data has synchronized correctly.

Cardholder Data

1. Go to the Add/Edit Info tab to verify synced cardholders
2. Confirm that user pictures, employee IDs, badges, and access groups are populated

Telaeris, Inc.
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Example Cardholder in Elements:

< Joshua Adamson :

Active v .

First Name +

Joshua

Last Name +

Adamson

Email

jadamson@telaeris.com

Person ID +

15248

Active Since

2/2/2026, 03:58 PM
Custom Fields >

Credentials

Badge
ID 14475992

o Active

Telaeris, Inc. XPressEntry Elements Documentation Updated 06/2026
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Example Cardholder in XPressEntry:

QJ XPressEntry (Administrator) - 3.6.9999 - Telaeris Inc {Logged In User: admin) = (m] x

File ﬁ:fﬂ Tools @View /'l‘ Logout @Entrnyxft @Help

Entry/Exit  Activity History Add/Edit Info  Logs

Filter o =0 48 Users £ Logins gl Companies € Groups % Zones [] Doors [] Readers & Roles & UserProfles @ T * '
User Groups Zones Timezones Vehicle Types ContactInfo UDFs

:aaab, aaa First Name Last Name Mi Photo FP

Joshua Adamson
Administrator, Company
Bandemer, Nathaniel
Doe, John

Elrirﬁ{réﬁ;ha Emp ID 15248 [ Visitor
n3,n3 Zone + O Host
n4, n4
n5, n5 Start Date (@] ENd
New1, New1
New2, New2 End Date (8] EM
test, tests
Test11, Test11 User Profile 4 Create Login
TEST12, TEST12
TEST13, TEST13 Change Crop = Delete
test14, test14 . R
test15, test15

test16, test16 E(i;;:lges [+) Add Badge [x] Delete Badge | (&) View History & Print Badge
test17, test17
test18, test18 Badge Activated Date Expired Date Invalid Badge Type

test19, test19 » 14475092 04/24 12:00:00 AM -

test2, tesi2 o =
test20, test20 377 04/30 12:00:00 AM

test21, test21

test23, test23 External Record:f3b80520-f943-41cf-a4d7-f738f5449a%
test24, test24

w

Company

| Time to Read 33 Records: D.D5| AddNew Delele S Cancel

Mivity| Occupan:.ﬂ Partial ‘ Custom | Full |I Total Occupancy: 0 Inside 0 Zones [} 0 Unread Messages ] Service Running Locally

Access Groups / Zones

1. Go to the Access Groups tab. Elements spaces are synchronized as zones in XPressEntry.
2. Configure zone types as appropriate:

a. Is Hazard Area — for areas where occupancy is tracked (e.g., hazard areas)

b. Is Outside — for offsite spaces

c. Is Muster Point — for any space used as a muster assembly area

Telaeris, Inc. XPressEntry Elements Documentation Updated 06/2026
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User Groups

2 XPressEntry (Administrator) - 3.6.9999 - Telaeris Inc (Logged In User: admin) = a X

)|
File ﬁg Tools @View 'l‘ Logout @EntryﬁExit @Help

Ertry/Exit  Activity History Add/Edit Info Logs

Filter ol=]eo &8 Users &8 Logins ki Companies 4 Groups I8 Zones [ Doors [] Readers & Roles & User * °*

User Groups Zones Timezones Vehicle Types ContactInfo UDFs

Groups Selected

aaab, aaa
Al Access Spocia Cioaranco
Administrator, Company Employees pec
Bandemer, Nathaniel No Access

Doe, John Special Clearance
Fisher, Julia
Lim, Kelly
n3, n3

n4, n4

ns, NS
New1, New1

New?2, New2 (
test, tests
Test11, Test11
TEST12, TEST12
TEST13, TEST13
test14, test14
test15, test15
test16, test16 External Record:f3b80520-f943-41cf-a4d7-f738f5449a9%¢
test17, test17

v/

: Add New Delete
| Time to Read 33 Records: 0.05|
Activity | Oceupancy | Partial | Custom | Full || Total Occupancy: 0 Inside 0 Zones | 0 Unread Messages | Service Running Locally

Groups Spaces / Groups Zones

Privileges to Spaces in Elements are synchronized as privileges to Zones in XPressEntry. These
can either be directly (Cardholder assigned to space) or indirectly through a group.

Telaeris, Inc. XPressEntry Elements Documentation Updated 06/2026
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Example of Cardholder Direct Assignment:

Spaces

Individually assigned to this person.
1 Space >

Example of Cardholder Assignments in XPressEntry:

QJ XPressEntry (Administrator) - 3.6.9999 - Telaeris Inc (Logged In User: admin) = (] x

&\ - ﬁjﬂ Tools @View r& Logout @Emtwm @HE'P

Entry/Exit Activity History Add/Edit Info  Logs

Filter ol o 4 Users (£ Logins gl Companies # Groups £ Zones [ Doors [] Readers & Roles & User * °*
User Groups Zones Timezones Vehicle Types ContactInfo UDFs

Adamson, Joshua | NI P

Administrator, Company Muster Point

Bandemer, Nathaniel Onsite

Doe, John QOutside

Fisher, Julia Test Space

Lim, Kelly

n3,n3 )

nd, nd

ns, ns Timezones

New1, New1 Always

New2, New2 Meal Hours (

test, tests Meal Hours

Test11, Test11 Working Hours

TEST12, TEST12

TEST13, TEST13

test14, test14

test15, test15

test16, test16 External Record:f3b80520-f943-41cf-a4d7-f738f5449a%

test17, test17

= Add New Delete Save Cancel
Time to Read 33 Records: 0.05
Activity | Occupancy | Partial | Custom |_Full | | Total Occupancy: 0 Inside 0 Zones | 0 Unread Messages 1 Service Running Locally

Telaeris, Inc. XPressEntry Elements Documentation Updated 06/2026
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Example of Group Space Assignments:

< Assigned Spaces

‘ Q, Search Spaces

© onsite

€ Test Space

No more spaces

Example of Group Assignments in XPressEntry:

ﬁj XPressEntry (Administrator) - 3.6.9999 - Telaeris Inc (Logged In User: admin) — O x

File ﬁ:fa Tools @View /':& Logout @Entry,ﬁEx'rt @Help

Entry/Exit Activity History Add/Edit Infe  |ogs

Filter o+ e i Users & Logins £l Companies & Groups %t Zones [ Doors [] Readers & Roles & User * *
Name

All Access Empl

e

No A

S{[;)}e{}?;ecsliaran{}e [ Is Default Group O Group Allows Reader Login
Readers Zones Holidays
Zones Selected
Building Onsite (Always)
Muster Paint Test Space (Always)
Outside
Timezones ))
Always
Meal Hours
Meal Hours
Working Hours

-
External Record:1995¢cf7a-d7c2-47b3-acd9-134e6b417698
Time to Read 4 Records: 0.05 Add New Delete save cancel
Activity | Occupancy | Partial | Custom MI Tatal Oceupancy: 0 Inside 0 Zones 1 0 Unread Messages 1 Service Running Locally
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Spaces / Zones

Zones must be properly configured for accurate occupancy tracking and mustering.

Example Space in Elements:

— =\
= |Spaces (&)
TYPE SPACE =1 CAMERAS DEVICES INPUTS OUTPUTS GROUPS
T Building Building -— -— -— — —
O Area Onsite -_— B2 -_— -— M1
Area Test Space - 4] -— - 1
No more spaces
Example Zone in XPressEntry:
QJ XPressEntry (Administrator) - 3.6.9999 - Telaeris Inc (Logged In User: admin) — (] X

e File ﬁjamols @Viaw rﬁ Logout @Entrijxft @HQ'P.

Entry/Exit  Activity History  Add/Edit Info | ogs

Filter ®@ = @ & Users &logins LiCompanies & Groups 8 Zones [J Doors [J Readers & Roles & User * °
I Name

Buildini : Onsite

Test Space Description

Parent Zone

[ Zone is Qutside [ Max Occupancy |0 =
[ Zone is a Muster Point
@ Zone is a Hazard Area

M Zone is Glohal

External Record:9B438BAC-9A0C-438E-B62C-030A2A14DEE9

- Add New Delete Save Cancel
Time to Read 3 Records: 0.02
Activity | Occupancy | Partial | Custom | Full || Total Occupancy: 0 Inside 0 Zones | 0 Unread Messages |

Service Running Locally
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Tracked Hazard Area

- Zone is a Hazard Area — Checked
- Zone is Outside — Unchecked
- Zone is a Muster Point — Unchecked

Internal Muster Point

- Zone is a Hazard Area — Checked
- Zone is a Muster Point — Checked

Offsite Location

- Zone is Outside — Checked (prevents occupancy tracking)
- Zone is a Muster Point — Optional

Doors

1. Navigate to the Doors tab and configure each door to match the handheld readers created
in Elements
2. Set the Start Zone and End Zone for each corresponding space the door separates
a. Start Zone — Where users begin before scanning
b. End Zone — Where users are placed after scanning in entry mode
c. In exit mode, users are transported from the end zone back to the start zone.

3. For entry/exit, the reader assignment follows the door configuration:
a. Entry mode > Handheld 1 In
b. Exit mode > Handheld 1 Out Muster

4. Confirm that the readers populated from Elements are selected

Telaeris, Inc. XPressEntry Elements Documentation Updated 06/2026
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&l xPressEntry (Administrator) -

ser: admin) — O X

Cn P @ b oo (e @~

Entry/Exit  Activity History Add/Edit Info  Logs

Filter © = | o % Zones [ Doors [] Readers & Roles & User Profiles @ Timezones - Muster Sites o
Handheld 1 BT e
Test Door

Handheld 1

Start Zone

Test Space v

End Zone

Onsite v

Door RFID Tag#

External Entry Reader
Handheld 1-IN v X

External Exit Reader

Handheld 1 - OUT/MUSTER - X
‘ Time 1o Read 2 Records: 0_35| Add New Delete Save Cancel
Activity Occggang Partial | Custom MI Total Occupancy: 0 Inside 0 Zones 1 0 Unread Messages | Service Running Locally

Elements Reader Doors

For occupancy tracking of physical readers in Elements:

1. Create a door for each Elements reader you want to track

Telaeris, Inc. XPressEntry Elements Documentation Updated 06/2026



a. Example: “Test Reader 1”

£ Reader

Name

Test Reader 1

Device Hierarchy

« Test Gateway

* Test Controller

* Onboard reader interface

* % Test Reader 1

Recent Reader Events
View All >

Telaeris, Inc. XPressEntry Elements Documentation
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b. Example Door in XPressEntry:

& XPressEntry (Administrator) - 3.6.9999 - Telaeris Inc (Logged In User: admin) = [m] X

)
File Iﬁﬂ Tools @V\ew ‘ﬂ‘ Logout @EntmExwt @Help

Entry/Exit  Activity History Add/Edtt Info  Logs

Filter ol o 78 Zones [ Doors [] Readers & Roles & User Profiles @ Timezones &t Muster Sites S L
Test Reader 1 Door Door Name
Handheld 1
Test Door Test Reader 1 Door
Start Zone
Test Space v
End Zone
Onsite ~

Door RFID Tag#

External Entry Reader
Test Reader 1 v X

External Exit Reader

- X
: Add New Delete
| Time to Read 2 Records: 0.35 |
Activity | Occupancy | Partial | Custom | Full | | Total Occupancy: 0 Inside 0 Zones I 0 Unread Messages Service Running Locally

2. Set the End Zone appropriately (e.g., “Onsite”)

3. Users scanning on that physical reader will be transported to the configured zone within
XPressEntry.

Schedules / Timezones

Verify that schedules have synchronized into XPressEntry correctly as Timezones (e.g., Meal
Hours, Working Hours)
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Example Schedule in Elements:

< Meal Hours :

[ ]

Enter details for this schedule.
* indicates required field.

Schedule Name

Meal Hours

Schedule Color

| I - |

o MNote: Seme devices do not support more than a single interval.
Learn More

Days & Times

PREVIEW

Interval 1

Days ~

Sun Mon Tue Wed Thu Fri Sat
e Time Interval

O— All Day

Start Time End Time

12:00 PM @ 01:00 PM @

Duration: 1 hour

Interval 2
Days +

Sun Mon Tue Wed Thu Fri Sat

Telaeris, Inc. XPressEntry Elements Documentation Updated 06/2026
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Example Timezone in XPressEntry:

l‘ XPressEntry - 3.6.9999 - Telaeris (Logged In User: admin)

(" | File t?g Tools @ View d Logout @Entlyjb(it @ Help

Entry/Exit Activity History Add/Editlnfo |ogs

IR 45 Users £ Logins [.] Companies & Groups & Zones [I] Doors [] Readers & Roles & UserProfiles & Timszones L Muster Sites

Filter
General Advanced
Meal Hours
Working Houfy, Name
Meal Hours
Description

[] Issues Waming ~ Message

Intervals

Start End Mon Tue Wed Th Fri Sat Sun

zontos 8 @ 8 8 8 8 8

@ Add Interval @ Delete Interval

Interval Details

StartTime  120000AM %

EndTime  120000AM 3

External Record:80604805-0F97-4F2F-8BD6-DCOAT03F12A9

Reader Validations

1. Go to Tools > Settings > Reader Validations
2. Enable the following validations:

a. Zones

b. Timezones

c. Badge Activation / Expiration Dates
3. Click Save.

Note: Reader validations are profile specific. Repeat this for each reader profile if you have
multiple.
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File

Database

(2]

= Al

= General

Add / Edit Display
Badges

RFID

User Defined Fields
Muster Settings
Question Setup
Logging

Client Settings
Wiegand Format Data
LDAP Settings

= Server

Service Settings
Database

[=I Data Manager

ELEMENTS
Software Event Viewer

[ Reader Profiles

Handheld Functionality
Reader Validations
Passwords

Badge Settings
Custom Display
Validation Colors
Doors

Trend Settings
Panic Alarm Settings
Location And Battery
arm Settings

Alarm Targets

Email Settings

Twilio Settings

OTELAERYS

SQL Import/Export

Profiles

New Clone
Validations
& Zones () Holidays (") Enable Ant-Passback (] Enable Soft Anti-Passback
() Readers () DoorReaders ] Ignore Anti-Passback OnExit (| Scanned Badge MustMatch User's Facility Code
. Timezones [:] Warnings

(] Events

[:] Specific Facility Codes
() Fingerprints
[:] Iris R
[ PIN
. Badge Activation/Expiration Date
() User Star/End Date

) Next Check Date

quired

Check Time
] Group User Activation/Expiration Date
) Random Challenge 0 z

[C] Zone Max Occupancy

User Access Count Validation
C] Enable User Access Count Validation
DOOR (] Validate User Access Count for Individual Door

Validafion Type

Max Acc

Validating

User has access to a zone either directly or through a Group
User has access at appropriate times.

Badge activation and expiration dates are enforced

Configuring Muster Mode Reader Settings

1. Go to Add/Edit Info > Readers
2. Find the handheld device (e.g., Handheld 1)

Telaeris, Inc.
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3. Set the External Muster Reader to the corresponding Out/Muster reader created in
Elements

@.| XPressEntry (Administrator) - 3.6.9999 - Telaeris Inc (Logged In User: admin) = X

(m]
Pl )
File Tools @View ‘-‘ Logout Entry/Exit @Help
S— I

Entry/Exit  Activity History Add/Edit Info  Logs

Filter o= o #8 Zones [0 Doors [ Readers & Roles & User Profiles @ Timezones &: Muster Sites o
Name
Handhelds
Handheld 1
C6
Handheld 1 Doors
Handheld 2
Handheld 3 Handheld 1
Server Reader : TOUCAN Profile
Default v
GUID
Time to Read 5 Records: 0.01
alal2c/c045ccde9
Readers
@ Enable Offline Alarms
Handheld 1 - IN
Handheld 1 - OUT/MUSTER External Muster Reader
Telaenis Controller Handheld 1 - OUT/IMUSTER vl x

Test Controller
Test Reader 1
Test Reader 2

O Is External Muster Reader

External Muster Zone

Card and Pin Mode
CARD ONLY v

Clear Reader Credential

- Save Cancel
Time to Read 6 Records: 0.18
Activity | Occupancy | Partial | Custom | Full || Total Occupancy: 0 Inside 0 Zones 0 Unread Messages Service Running Locally

Best Practices

Some recommendations to ensure connection and success:

1. Daily Full Sync — Schedule a full sync daily (e.g., 2:00 AM) to ensure data consistency

2. Virtual Readers — Create 2 virtual readers per handheld device for accurate
accountability, unless strictly using entry mode, in which case one is sufficient.

3. Zone Configuration — Properly configure hazard areas, muster points, and outside
locations for accurate occupancy tracking

4. API Logging — Enable verbose API logging during initial setup and troubleshooting

5. Connection Monitoring — After saving settings, verify that both “Data manager
connected” and “Signal R connection established” messages are logged

6. Real-Time Updates — Ensure Enable Message Queue and Watch Tables via Software
Events are enabled for immediate data synchronization
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Troubleshooting

Connectivity Issues

Verify the API service is running on the configured port
Confirm the API user has appropriate permissions

Check that the API key is valid and correctly entered

Enable verbose API logging to capture detailed error messages

Sync Problems

Run a manual full sync to re-synchronize the XPressEntry system with Elements
Verify the page size setting (maximum 100)
Check network connectivity between XPressEntry and Elements servers

Real-Time Update Failures

Confirm Signal R connection is established
Ensure Enable Message Queue and Watch Tables via Software Events are enabled

Check firewall rules allow bidirectional communication

Summary

This document outlines the process for integrating XPressEntry with the Elements access

control system, enabling secure and efficient communication between handheld devices and the
centralized platform. It covers the necessary prerequisites, including API access and key
generation, as well as step-by-step instructions for configuring devices, readers, and
synchronization settings in both systems. The integration supports operational use cases such as
entry, exit, and mustering, while ensuring accurate data synchronization and proper mapping of
users, zones, and events across the platform.
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