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Purpose

This update enhances XPressEntry by introducing Secure Device Management (SDM)
capabilities. SDM enables centralized control of handheld devices, allowing administrators to
remotely control and manage devices, enforce security policies, and restrict unauthorized access.

In addition to SDM functionality, this update includes improvements to the reader setup
process and enhanced certificate handling.

Key Features

Remote Command Execution

Administrators can send commands to managed devices, including:

- Enable Kiosk Mode (locks the device to the XPressEntry application)
- Disable Kiosk Mode (via remote command or password entry on the device)
- Reset XPressEntry application data
- Perform a full factory reset
Security Controls
- Enable or disable hardware features (USB, SD card, SIM, etc.)
- Apply device restrictions using SDM profiles
App Updates and File Sharing

- Remotely install or update applications (APK files)
- Send files directly to devices.

Unsupported Devices

Devices running unsupported versions earlier than 3.7.28 (excluding 3.7.21-DPC) will appear as
unsupported and will not be able to receive remote commands until the app is updated. All other
device functionalities will remain available.

Understanding the QR Code Contents

Provisioning QR codes are used to configure devices for Android Enterprise enrollment. Each
QR code contains an encoded JSON payload with configuration details required for
provisioning.

The QR Code includes:
- Download locations for XPressEntry and KeyLink APKs
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- Package checksums for validation
- Wi-Fi configuration (if applicable)
- Certificate and encryption settings

Obtaining the QR Code

There are two primary ways for obtaining a provisioning QR code:
1. XPressEntry Server (Recommended)

- Automatically connects devices to the configured server

- Includes server and Wi-Fi configuration

- Supports registration sessions and approval workflows
2. telaeris.com/downloads

- Installs the application only
- Requires manual configuration after installation
- Does not include server or Wi-Fi information

Creating a Registration Session (Server-Based QR)

A Registration Session defines a controlled time window during which devices can register
with the XPressEntry Server. When creating a session, users can configure:

- Session name and description

- Expiration time

- Maximum number of devices

- Server connection details

- Wi-Fi configuration (optional)
- APK download locations

Note: Devices scan the session’s QR code and enter a pending state until approved by
an administrator. If the auto-approve device option is enabled for the session, devices
are approved immediately and do not enter a pending state.

HTTP Pre-Requisite

If the XPressEntry server uses a self-signed certificate, HTTP must be enabled for initial
device provisioning. Android requires certificates signed by a trusted authority. If the certificate
is not trusted, HTTPS connections will fail during initial setup. HTTP allows the device to
download the application before switching to secure HTTPS communication. Once the APK is
downloaded and installed, all other requests will be performed securely over HTTPS, unless the
customer has configured the server to only use HTTP in the server settings.
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When provisioning a device from a factory reset, an active internet connection is required.
On-premises customers on a local network should temporarily connect to a Wi-Fi network with

internet access, scan the QR code from telaeris.com/downloads, and then switch back to their
on-premises network to connect to their XPressEntry server.

1. Navigate to Tools > Settings > Server

" XPressEntry (Administrator) - 3.6.9999 - Telaeris (Logged In User: admin)

- [m] X
1 ( ‘ File ﬁﬁ Tools @ View d Logout @Muﬂel @ Help
Entry/Edt Musti  Seftings Als )
E Handheld Status - rring in ” ]
Reports Ctrl+R
Filter: Time Start End Ty
Manual Enter/Exit Users User Image Stamp Zone Zone Daor Reader Granted
All Zones (3)
-3 Building (] Add Handheld Wizard
Test Managed Devices Setup Wizard

Hamdl
Handhemrrouwor

Handheld 1 Door
Handheld 1 Door
Handheld 1 Door
Handheld 2 Door
Handheld 2 Door
Handheld 2 Door
- muster zone (0)

| 0 Unread Messages |

Service Running Locally

1. Enable HTTP w/ SSL
2. Ensure the selected port (default: 30000) is open in the firewall
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1] XPressEntry Settings

File Database SOL Import/Export

]

= General
Add / Edit Display
Badges
RFID
User Defined Fields
Muster Settings
Question Setup
Logging
Client Settings
Wiegand Format Data
LDAP Settings

er|
Service Settings
Database
) Data Manager
Software Event Viewer
= Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Walidation Colors
Doors
Trend Settings
Paric Alam Settings
Location And Battery
= Alam Seftings
Alarm Targets
Email Settings
Twilio Settings
Copy Resx File

XPressEntry Service

Service: Stopped

Service Type
Service Host Name

Certficate Identiy

Validate Service Certificate [_]

HTTP/S Handheld Server

B HTTPw/ S5L
@ Enable HTTPS
B 55L Websocket
Push Interval(ms):
SSL Thumbprint:
SSL Cert Info:

Name/IP for Clients

Let's Encrypt Certificate
Senver Domain:

Admin Email

Renewal Interval{days)

Check and Get
Certficate Now

Local Windows Service ~
localhost
XPressEntryService )
& Senvice
Certificate
HTTP Port: 20000 [ Use Legacy HTTP Server
SS5L Port: 30001
- (% Cerificate
5000
BDDS5AF912E2E9284143911810349FE1CDEDS3DSC
Subject: CN=XPressEntryService
Issuer: CN=XPressEntryService |
Thumbprint:
ABE52172A199CC2595E6E2E828ARBA2EE 1FA7IA
10.10.8.131 ]
Result:
0

Clear Let’s Encrypt
Account Settings
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Creating a Registration Session
1. Navigate to Tools > Managed Devices Setup Wizard

ﬂ XPressEntry (Administrator) - 3.6.9999 - Telaeris (Logged In User: admin) = (] X
(‘ File U Tools @ View & Logout Muster @ Help
Entry/Exit  Must Settings Alt+5
n Handheld Status Activity O rring in Last D
Reports Ctrl+R
Filter: Time Start End Entry
Manual Enter/Exit Users User lmage g Zone Zone Door Aeader Granted
- G Add Handheld Wizard
idi ndheld Wizar
= Building {3 = Handheld 4 | True
Test ‘ Managed Devices Setup Wizard

Handheld 1 Door
Handheld 1 Door
Handheld 2 Door
Handheld 2 Door
Handheld 2 Door
-3 muster zone (0)

| 0 Unread Messages I Service Running Locally

2. Enter the following details:

1. Session name and description
Expiration and device limit
Server IP address
Wi-Fi settings (optional)
XPressEntry APK
Optional KeyLink APK

AN
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Session Name: @

Description:

Expires: O

2025-12-17 11:21 AM

[ Managed Devies Setup Wizard

Max Devices: @ [ Unlumited

() Auto-approve devices
Server IP: ©

3. Click Create Session

[} Managed Device Setup Wizard

Session Name: @
XPE Registiation Session

Description: @

Expires: ©

20051217 1116 AM
Max Devices: © B Unimited

8 Include Server Certificate

L]

Wifi Security Type:

10105139

Wifi SSID:

aviary

New Registration Session

Enter basic detals for this registration session.

OTELAERYS

- 0 x

XPresskntry Mein App:

t

Browse...
Select existing XPressEntry APK Use Selected
8 Keylink APK (Optional):

Browse...

Use Selected

Select existing Keylink APK

New Registration Session

Enter basic detais for this registration session.

XPressfintry Main App:

B XPresskntry APK
XPE-MDMIT.I.161apk

8 Include Server Certificate

Telaeris, Inc.

Wifi Security Type:

8 Keylink APK (Optional):

Use Selected

Use Selected
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! Managed Device Setup Wizard - o x

CTE&HYIQ session...
Uploading files and computing checksums...

4. The manage registration session page will open. Users can select the session created and
view the QR code, as well as modify the session information if needed.
5. This QR code can be used to register regular, SDM, and factory-reset devices:
1. Regular devices
1. When scanned within the XPressEntry app, the device opens the Awaiting
Approval page (if auto-approval is disabled)
2. An administrator must approve the device before it can connect to the
server.
2. SDM builds
1. These follow the same approval process as regular devices
2. Can automatically connect to Wi-Fi using credentials embedded in the QR
code and update the app to the specified version if a newer version is
available
3. Factory-reset devices
1. When scanned from the device’s welcome screen, the QR code provisions
the device for SDM and installs XPressEntry (and KeyLink, if included)
2. Places the device in a pending state until approved by an administrator

Provisioning a Device

Before a device can be provisioned for SDM mode, it must be factory reset. A factory-reset
device will look like the example shown below.
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Hi there

@ English (United States)

© Vision settings

Emergency call

1. On a factory-reset device, tap anywhere on the welcome screen six times in a row.
2. Scan the provisioning QR code

oy
*
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3. Select Next.

@0 B 4]
] Bei
This XPID210 belongs to your Getting ready for work setup...
organization
To learn more, contact your IT admin.
Next
4 4
4. Then, select Accept & Continue.
@0
3 1
Let's set up your work device
View terms
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5. Select Next.

&
This XPID210 isn't private

Q9 Your activity & data
Your IT admin may be able to see your data and
activity on this XPID210.

8] App permissions
Your IT admin can set permissions for apps on
this XPID210, such as microphone, camera, and
location permissions.

Cancel setup

6. Select More, then Accept.

0
<

Google services

Tap to learn more about each service, such as how
to turn it on or off later. Data will be used according
to Google's Privacy Policy.

Location

Use location @

Allow apps and services with location permission to
use your device's location. Location Accuracy uses
information about wireless signals, such as Wi-Fi
access points, cellular network towers, and GPS, along
with device sensor data, such as accelerometer and
gyroscope, to estimate more accurate device location,
which apps and services use to provide location-based
features. To do this, Google periodically processes
information about device sensors and wireless signals
near you to contribute to crowdsourced wireless signal
locations

Show more

Allow scanning @

Allow.ap @ KeyLink installed successfully ts.and

Telaeris, Inc. m

Device maintenance

¢+ Send usage and diagnostic ®
~  data

Help improve your Android device experience by
automatically sending diagnostic, device, and app usage
data to Google. This will help battery life, system and app
stability, and other improvements. Some aggregate data
willalso help Google apps and partners, such as Android
developers. If your additional Web & App Activity setting
is turned on, this data may be saved to your Google
Account

Show more

*  Install updates & apps

By continuing, you agree that this device may also
automatically download and install updates and apps
from Google, your carrier, and your device's manufacturer,
possibly using cellular data if Wi-Fiisn't available. Data
rates may apply. Some of these apps may offer in-app
purchases. You can remove these apps or change your
automatic update settings at any time.

Show more

By tapping “Accept”, you agree to the Google
Terms of Service. You also confirm your selection
of these Google services settings. Note: The
Google Privacy Policy describes how data is
handled when using Google services.
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7. After clicking Accept, you are redirected to the home screen. KeyLink will be installed if
a KeyLink APK was selected during session creation.

913 i @ ¥

C

G/|@
ol

Google Play Store

N-Fel:N

Accepting/Denying Devices

If the QR code generated by the XPressEntry server is scanned, the device will appear in a
Pending state on the Manage Devices page. The device must be approved by an administrator
before it can connect to the server.

Once the QR code from telaeris.com/downloads is scanned, the XPressEntry application will
launch in its default demo mode and will not be connected to a server.

To complete setup using the website QR code:

Create a Registration Session in XPressEntry
Navigate to the Reader Setup page

Select Quick Setup QR Code

Scan the Registration Session QR code

e

Telaeris, Inc.
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After scanning, the application will:

- Attempt to connect to the configured Wi-Fi network (if included)

- Save certificate information (if provided)

- Update the application to the version specified in the QR code, if a newer version is
available

Device Approval

1. Navigate to the Manage Devices page to review pending devices.
2. To Approve Devices:
a. Select the checkbox next to the desired device(s)
b. Click the blue Approve Selected button in the bottom-right corner of the screen

B Managed Devices

Device Name Jevice |0 a Seen Satus Managed MOM Frfie Fiosk Aocioi
27ARdea b 207 2251216 1124 Pending acoeptance  Yes o £}

Apply Profile: App Management: Approval:

Device Commands:
- =N KT oo s

Telaeris, Inc.




XPressEntry
Awaiting Administrator Approval

Please wait while your device registrati s being

O

B Managed Devices

©TELAERIS

Apply Profile:

Device Commands:

Reboot

* Creale Sessor

=T BT
I R

B Manage Sessons

Device Name Device ID Last Seen B MDM Profle P Fodod #op Versor Model Marufoctuer View Appa|
a o« 27Alea B2V 512161124 Perxding acceptanco o 1 373100C cs Varcheid Virdess 8 View
Approve x
(3
App Management: Approval:

‘- Approve Selected

o Refresh

Telaeris, Inc.
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3. The device should now change from yellow (pending) to green (approved) and receive
a credential

4. Once the device is approved, the application will launch automatically if needed and
complete synchronization

B Managed Devices

jr— 2% Seen e Nanaged [ Hiosk Arcioid Pow Package Ao Versan Model Maidacrurr Vew Appr
c6 2764ea 1207 H ARS1216 1124 Bopmaved Yos lo 13 o elaens spressestiy 2 37.31DFC c6 Hanched hirsess B Vew

Apply Profile: App Management: Approval:

=] T BT

Device Commands:

Legacy Device Registration

All devices can continue to be registered using a QR code. The traditional username and
password login method is now available through the Legacy Login button on the Reader Setup
page. Selecting this option will display the legacy connection details, including IP address,
username, password, and related settings.

Telaeris, Inc.
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LN ] ce o0 Ci
v3.7.29-DPC v3.7.29-DPC
Reader Setup Reader Setup
Legacy login O Legacy login
‘ QUICK SETUP QR CODE ‘ ‘ CONNECT ‘
Reader Name ‘ QUICK SETUP QR CODE ‘
1b3f8416b16322e6
IP Address
GUID 192.168.0.81
Login
SHOW ADVANCED OPTIONS Login
Password
Password
HTTP Port
HTTP Port
Use HTTPS
HTTPS Port
30001
Reader Name

When connecting to an XPressEntry server that uses a self-signed certificate, you will be
prompted to trust and save the certificate. Saving the certificate allows the system to detect any
future changes. If the certificate changes, you will be notified and given the option to review and
decide whether to trust the new certificate.

Telaeris, Inc.
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Trust server certificate Downloading from server

Thumbprint: 3E778896BEFB6BB 156157
9766E82EB2BD2CBEFES

Issuer: XPressEntryService
Subject: XPressEntryService

Updating muster_activities
11/20

Do you trust this certificate?

Cancel Trust & Save

Sending Remote Commands

To send remote commands (such as entering kiosk mode), select the target devices, then click the
orange Send button.

Available commands currently include reboot, enter or exit kiosk mode, enable or disable
USB, SD card, and SIM access, reset data, and wipe the device.

Telaeris, Inc.
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[} Menaged Device Setup Wizard o X
E Managed Devices
Device Mame Deves 0 Last Sesr Satus Managed MOM Profie Kook p— A0 Package Aop Versor Mocel Manufactuser View Apps)
a8 o 27Fbdea DA S 202512961124 Foprowed Yo o 13 com telamns xprmsemciny? 3730°C c6 Handhaid Wrskess B View
Apply Profile: App Management: Approval:
Device Commands:
P
ek o -~ |
Reboot
JP—p— [y o e

You can view the status of sent commands by clicking the gray View History button. Commands
that have been sent but have not yet returned a response are shown in cyan. Successfully

executed commands appear in green with a result status, while failed commands are displayed in
red.

O MunagedDevcestopWiad
El MDM Command History

3 commands found

| Conmand 1D ReaderlD  Device Name Command Type Parameters Satus Resut Status Sent By Date/Tme Acknowiedged At

1837 240 =] enter_kiosk sert Company Administr...  2025-11-12 02.51:17
1836 2240 cs ext_kiosk. ‘completed success. Company Administr..  2025-11-12 02:03.33 20251112 1003
1835 240 ce enter_kiosk ‘completed success. Company Administr... 20251112 02:03.06 20251112 10:03(

|

|

{

1

[

{

}

| Page 10f 1
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Kiosk Mode

Kiosk Mode locks the device to the XPressEntry app and prevents access to all other functions.

When the Enter Kiosk command is sent, the device is forced into the XPressEntry app, even if it
is asleep or the app is not currently in the foreground. While in Kiosk Mode, only the back
arrow is available, and users cannot exit the app or access service settings.

Entry/Exit Mode

ENnmﬂWonE._

Door: Test Door

PRESENT
BADGE

Fe L)

5

Qi Q

To exit Kiosk Mode, either send the Exit Kiosk command or enter the preset password within
the app.

The Exit Kiosk option is located in the app's main drawer. After the correct password is entered,
Kiosk Mode will end, the server will be notified, and the app can be exited normally.

Telaeris, Inc.
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< Entry/Exit Mode Entry/Exit Mode

ENTRY MODE A

Door: Test Door

Switch Mode

[H Set Door

XPressEntry

Enter password to Exit
Lock to Entry O P

PRESENT
BADGE

o3 Settings

CANCEL 0K

Update From Server

Exit Kiosk Mode

Setting Kiosk Password

Setting a password to exit Kiosk Mode is recommended to ensure secure access control.

If an Enter Kiosk command is sent without a password configured, a dialog will appear with the
following options:

- Send Anyway
- Clicking Send Anyway will still send the command to the device; however, the
device will not be able to exit Kiosk Mode manually. In this case, an Exit Kiosk
command must be sent for the device to leave Kiosk Mode.
- Settings
- Clicking Settings opens the reader profile’s password page, where a password can
be configured for exiting Kiosk Mode from within the app.
- Cancel - Cancel the action

Note: Sending the command without a password will allow users to exit Kiosk Mode without
authentication.

Telaeris, Inc.
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I} Mansged Davics Setup Wizsrd o x
E Managed Devices
Device Hame Devee 10 Lzt Seens s Managed MOM Prafie: Kotk e op Pockage Aop Verson Made! Marndacturer View Apos
8 o« 2 F6lea b2TES 22512161124 Reproved Yes No iE} o teloens resserty? 373100C c6 Fardhed Wirdess B View
1 Enter Kisk Warning 3
o ext password s cortigured
Wiihous @ password. the device can only exit kiosk mode via remate command
What woudd you like 1o do7
Send Anyway Settngs Cancel
Apply Profile: App Management: Approval:
Device Commands:
~ Back +Create Sesson 8 Manage Seasons © Refres
€ Setup Wiza - O
.
B Managed Devices
| | [ XPressEntry Settings - D X
Device App Version
File Database SQL Import/Export
8 e o ty2 37.290PC
el
El General
Add / Edit Display
Clone Delete
RFID
User Defined Fields -
Main Setup Password Show Passwords
Muster Settings — B
Question Setup I you do not set a password for an individual mode but have a setup
Loggng password set then the setup password will be used by default
Client
Wi Format Data () Password for Set Door
LDAP Settings () Password for Lock Mode
El Server
Senvice Settings (O Password for Occupancy
Database Activ
= Data Manager O e
Software Event Viewer (O Password for Entry/Exit
=l Reader Profies
Handheld (0) Password for Muster
Feader Valdations () Password for Verfication
Passwords
Badge Settings (O Password o Set Zone
Custom Display
Valdation Colors ([0 Password for Envoll
Doors ([ Password for Freedom
Trend Settings
Panic Alam Settings () Passwond for Search Users
Location And Battery
Password for Settings
Musters 0
Biometric Settings (8 Password for Exting App
(= Alam Settings
M Tergets () Password for Lockscreen
Email Settings
Twiio Seftings
Copy Resx File
. Device ¢
l
= i S—
1
| —Back + Create Sesson & Manage Sessions o Refresh
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& Entry/Exit Mode Entry/Exit Mode ‘ .

ENTRY MODE
Door: Test Door

XPressEntry

Enter password to Exit
Lock to Entry

PRESENT
BADGE

Settings

CANCEL 0K
Update From Server

Exit Kiosk Mode

Installing/Updating Apps
To install or update applications:

1. Click the green Manage Apps button.

Telaeris, Inc.
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[ Managed Devies Setup Wizard - o %
E Managed Devices
——— - r——rT - e p— b - o
-] ce 2TAbdea b 207ed A251216 1124 Aoproved Yes No 13 comtelaens xpresserty? 3731DFC (=3 Handheld-Wirsless LA
Apply Profile: App Management: Approval:
Device Commands:
— Back. + Create Sesson & Manage Sessons. » Redresh

2. Select the APK you want to install or update, then click Install.

[ Managed Device Setup Wizard - [s] x
Manage App
Selected 1 device(s) for app management:
Device ID: 277164210207
File Name Package Name. Version Size Uploaded
+ Add APK B
- e

Telaeris, Inc.
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Sending Files

To send files to devices:

1. Select the target devices
2. Click the blue Send File button

( [ Managed Devier Setup ) x
Manage App
Selected 1 device| ) for app management
reat
f me g Nams
234 ap "
+ Add APK

Note: The selected file will be sent to the Downloads directory on each of the chosen devices.

0 Manoged Device Setup Wizard
[ Send File to Devices

Selected 1 device(s) for file transfer:

o X

FodeaTba0Tedt

.........

+ Add File

- Back

Telaeris, Inc.
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Restricting Hardware (SDM Profiles)

Devices configured in SDM mode can be managed using SDM profiles, which allow
administrators to restrict various device capabilities. Examples include, but are not limited to:

- Enabling or disabling the camera
- SIM access
- USB access

1243 OO M - -0 1244 8 @ © 1§ - o 124508 © ® I - o
5 o) = search "assignment" Q
G U O g < Downloads B
e ' M ‘L Categories Download
Keylink  Clock  PlayStore  Gmail  Photos Downloads Images
L e [~ Today @
videos Audio TWN4_xCx461_XPIDIT5_CASI_S... i
B g I o B i
B
C B @ @
Documents i Apps
Calculator Calendar  Camera  Chrome  Clock [ Rt LYY
. -~ Collections
s @ O M G
Contacts  Files  FindHub  Gmail  Google Y Stared &  safe folder
@ + 9 ® ¢
GPSTest.  KeyLink Maps  Messages  Phone =} \mem'a\ storage = Other storage
19.GBiree Browse cloud st

* » x =z [

Photos  PlayStore  Safety  ScaniSe.. Settings

xPresse. 4 L] ] « L L < . ]

e ———

To create an MDM profile, select the Manage Profiles button.
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E Managed Devices
Py P
2TAbdea b 207ed 251216 1124

Apply Profile: App Management: Approval:
Device Commands: -
— Back +Create Sesson 8 Manage Sesmons o Refresh
1 Managed Device Setup Wizard o X
Create New MDM Profile
General
Profile Name:

Connectivity

8 Enable SIM

B Auto Reconnect WiR

Hardware Restnctions

B8 Enable USE B Enable SO Card 8 Enable Buelooth
8 Enable Camers. B Ensble GPS

Telaeris, Inc.
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XPE Profile

use  SIM

SDCard  WiFi

Bluetooth  Camera  GPS

- Back

L1 Managed Device Setup Wizar - o x
Create New MDM Profile
General
Profile Name XPE Profile
Connectivity
18 Enable SM B Ao Recomect WiFi
551D aviany f
Password:  chrstnel =
Secsty  WPAWPAZPSK v =
() Use as Locked Network
oK Cancel
Hardware Restnctons
8 Enable USE 8 Enable SD Card 8 Enabie Bustooth
18 Enable Camers 8 Erzble GPS
s “
1 Managed Device Setup Wizard - (u] X

MDM Profiles

Telaeris, Inc.
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[0 Managed Deviee Setup Wizard =] x
8 Managed Devices
Device Name Devoe 0 s Seem [ Vosges MON Frfe [ oo Packose Ao Versen e [r—— iew Ao
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