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Purpose
This document is intended to instruct users on how to synchronize an XPressEntry system with
DSX system.

Setting UpDSX to Synchronize with XPressEntry
It is assumedSX Systemis installed on a server. Please contact yafsiX dealer to receive the

installerand license file

Requirements foDSX PACS

1 OS: Windows 7/8/8.1/10 or Server type equivalent.
1 Win DSX SQL,Version 6.0.31 andhbove
1 DSXlicense

Order of Operations
1) Applying the Certificate
2) ConfiguringDSX PACS

Applying the Certificate

TODO :UpdateApply certificatenotes here

ConfiguringDSX System
TODO: UpdateConfigure DSXnotehere

SetupDSX PACS Data and Settings

Figureli Win DSX SQLSoftware

) DataBase 1: London Office - a X

File Can:IHolder‘ Hardware
p - nQ )
b bu ¢ 0§ QLT

Locations Facilty Code Holiday Action  Guard Tour  Maps Ovenide Email Group
Message Group

Hadg'ng‘ Hﬂofy’ Reports Reports’ Operator Seiup’ He{p‘

Select Location 1: London Office Location Data 2
NAME | oc.2 | TYPE | Loc.GROUP | ADDRESS |cimy
ondon Office 1 | 1: London Street 1, Address 2 London
Location 2 2 | 2: Location 2




Handhelds

For every physical XPressEntry handheld reader, you should have two logical readers in the
DSXSy st em. They should be distinguished with
of them. These readers are only theoretical and represent the location in which an XPressEntry
Mobile Reader will be used.

Enable Synchronization

XPressentryusesmodul e call ed fAData Mana®&XrtPACSt o synch
From the main page of XPressEntry, Go to XPressEntry / Settings (ALT+S or Tools>Settings)

Figure2 - XPressEntry

ﬂ XPressEntry - 3.0.999 - Telaeris Inc (Logged In User: Administrator, Company) — O *
( , File ﬁg Tools @ View "% Logout @ Help
Entry/Exit Acti | Settings Alt+S Sarver Activity
. I S R 9’ 2 d e All Zones (Occupancy: 0) |Cunenl(}ccupams ~
Reports Ctrl+R
Fiter: [ Manual Enter/Exit Users ] ‘ = |0
5] All Zones (0) Add Handheld Wizard
[3-f3 Building (uy
i...d TestDoor
PAEY () Activity Occurring in Last Day 0
User Time Start End Entry
User Image Stamp Zone Zone Door Reader Granted
(V)

Total Occupancy: 0 Inside 0 Zones 0 Unread Messages Service Running Locally



General tab

From the Settings page, select the General Salect Logging

Figure3 - Logging Settings

B XPressEntry Settings
File Database SQLImport/Export

[ [ 5] Losging
Handheld ERROR v| |MaxLog Size 10000(%
I Data Manager VERBOSE | J|Mex Log Age (days) 102
Purge Time (mins) 240[2
RFID INFO
Purge Now
Desktop INFO v
Service NONE v

? 5 5

Jo<pcopTITBuionis

e FPso0E T ragiggss8
g

= Alert Settings

Email Settings
Twilio Alerts
Copy Resx File

Set the Data Manager Log level to DEBUG or VERBQOSis will allow you to view log
entries during the sync process

Max log size 5000 or higher

Max log Age 1 Day or higher

Once the integration is completet the log level to ERROR, so only error messages will be
tracked.



Reader Profile Tab

In the Reader Profile Tab is where you configure the handhelds click the Reader Validation Tab

Figure4 - Reader Validations

@ XPressEntry Settings — [m] *

File Database SQL Import/Export
‘ | o Profiles

= Genera DSt

Add / Edit Display New Profile

Badges

RFD Validations

;ii;eDreSfE::g:eIds [] Zones [] Holidays [] Enable Anti-Passback [] Enable Soft Anti-Passback

Question Setup Door Readers Ignore Anti-Passback On Exit Scanned Badge Must Match User's Facility Code

Logging

Client Settings

Wiegand Format Data [] Events
= Server

Service Settings

Database [] Fingerprints [] Required
[=] Data Manager

Software Event Viewer [ s [ Required
=l Reader Profiles [ Next Check Date

Handheld Functionality

Reader Validations Validating:

Passwords User Group has Access to Reader Group that is Attached to Door.

Badge Setftings

Custom Display

Validation Colors

New Clone Delete

[] Timezones ‘dooueader

[7] Specific Facility Codes

Reader Questionnaires
Visitors
Doors
Trend Settings
Musters
= Alert Settings

Email Settings
Twilio Alerts

Copy Resx File

Save Cancel

The only important change to make on this tab
t hat i s checkoends oundeSrelfecal indSaatvie o at the botto

Data Manager Tab

From the Settings page select the Data Manager Tab.

The data Manager Tab has 2 Tabs.



1. Sync Timers

Figure5 - Data Manager Sync Timers

@ XPressEntry Settings

File

Database  SQL Import/Export

a

- O pad
Cc

| o

= General

Add [ Edit Display
Badges

RFID

User Defined Fields
Muster Settings
Question Setup
Logging

Client Settings
‘Wiegand Format Data

= Server

Service Settings
Database

[= Data Manager

Software Event Viewer

(=l Reader Profiles

Handheld Functionality
Reader Validations
Passwords

Badge Settings
Custom Display
Validation Colors
Doors

Trend Settings

= Alert Settings

Email Settings
Twilio Alerts

Copy Resx File

Enable Data Manager | Type | DSX

Setup Data Manager

Sync Timers Sync Options

Disable Concurrent

e

oo o

d O Syncs Send XPressEntry Activities Now
Download Activity Frequency | Set Clear Download Activity Now
Occupancy Sync Frequency | Set Clear Occupancy Sync Now
Parial SYFE Update | Set Clear Partial Sync Now
requency
Full Sync Update Frequency | Set Clear Full Sync Now
Custom Sync Update | Set Clear Custom Sync Now
Frequency
Data Manager Live Log View Pause Mirror Log To: Browse
Save Cancel

updates XPr&sEntry.

e. Immediate sync functions- Runs an immediate update.

2. Sync Options

Enable Data Manageri To Enable the Data Manger operations
Type - This is the integration type. SeldaEX.
Setup Data Manager Sends you to the setup form DEX data manager.
Update Frequency options Sets and clears the intervals in which the data manager

Figure6 - Data Manager Sync Options




QJ XPressEntry Settings

File Database SQL Import/Export

= General
Add / Edit Display
Badges
RFID
User Defined Fields
Muster Settings
Question Setup
Logging
Client Settings
‘Wiegand Format Data

= Server
Service Settings
Database

[ Data Manager
Software Event Viewer

[= Reader Profiles
Handheld Functionality
Reader Validations
Passwords
Badge Settings
Custom Display
Validation Colors
Doors
Trend Settings

(= Alert Settings
Email Settings
Twilio Alerts.

Copy Resx File

[ 2] Enable Data Manager

Sync Timers Sync Options

Default Outside Zone

Send Activities Retry Count

Trigger Data Manager Activities
Pull DataManager Occupancy

Pull Data Manager Activities into XPressEntry
Push XPressEntry Activities to Data Manager

Enable Message Queue

Waich Tables via Software Events

Clear Data Manager Settings

Data Manager Live Log View

Mirror Log To: |

Message Queue Name

Default Role

DMPrefix

Clear External Data

Setup Data Manager

‘ \Private$\DataManagerEvent

10

3

Browse

Save

Cancel




f. Activity Synchronization options - Used to send XPressEntry handheld activities to
DSX PACS

g. Live Event Settings- To Enable message queue and watch live evientdl be grayed
out and not selectable if this feature is not implemented in DSX integration.

Set the Update Frequency to as often as you want the system to update. Note that only one
update can ruat a time and if this value is very low the system will constantly try to update (this
is not always a problem).

1. Full Sync UpdateThis sync will grab all relevant records frddsX and update them in
XPressEntry. If theraremanyusers inDSX, this synoption can take some time.

2. Partial Sync UpdateThis sync will grab records from all tables but will limit the number
of Users that are retrieved fradSX. It will only grab the last x number of users that
were added to the system. This is valualkenvyou do not want to wait for a losgnc
butwant to add a new user into the XPressEntry system.

a. Do use this sync to quickly update any table in XPressEntry.

b. Do use this sync to quickly add a new user into XPressEntrym®k

c. Do NOT use this sync to delete a user from XPressEntry who was deleted in
DSX.

d. Do NOT use this sync to update a user from XPressEntry who was changed in
DSX.

3. Activity Sync Update Usethis sync to send XPressEntry Event®®X PACS These
events will show uin DSX Workstations The AActivity Synchroni
contains two options.
a. Pull Data Manager Activities into XPressEntryhis option allows you to pull
activities fromDSX. This will change the location of the user within XPressEntry
b. Push XPressEntry Activities to Data Managé&wVill push XPressEntry handheld
activities toDSX.

All these options can be changed at any time. Changing any option will immediately take effect.
When all settings are done CliSavebutton to save all settings from the Syn Timers Sync
options Tab.



DSX PACSSetup Page

Press the ASetup Dat BSXMgecifia geipsoreeh.ut t on t o get

Figure7i DSX PACSSetup- Connection Page

& DSX Data Manager Setup - O X

Connection  Setlings Test

Database Connection String
Data Source=dsx ad telaeris.com,1433;Network Library=DBMSS0OCN.Database=AcsData;User ID=sreejith_sa:Password=@Password

Connection String Password

[] Trusted Connection
Test Connect Clear Results

Result

Save And Close Cancel

The DSX Data Manager Setup page has 3 main tabs.

1. Connection

Configure the connection string to point to ®X Database. It is recommended that your
connection string uses Windows Authentication (Trusted_Connection=Yes or equivalent
Integrated Security).

You can also check the Trusted connection check box. tsm¢his will hide the connection
string password and will not use it.

If you do not use Windows Authentication, you may hide the password in the connection string
by placing it in the Connection StringrBEa&asswo
as a placeholder for your password (as shown in the connection string above).

Note- This password is not secure. Using this feature in a production environment can result in a
security breach.



Select fiTest Connecto. | tl fwiddnfdii gyrl eedy didSrurceccets
to theDSX Data Manageér 0

Exit out of this form. On the Data Manager t
Settingso. It is now time to begin syncing d
Select AFul I Sy nc N onmeéiry.t @Gnecephe $yhc has fidished, alt relevaintr o m

Symmetry records should now display in XPressEntry.

2. Settings

Figure81 DSX PACS Setup SettingsPage

' DSX Data Manager Setup - O X

Connection Settings Test

Image Settings Settings
[] Download Doors

Image Directory |\\dsx.ad.te|aeris.com\images

[[] Download Location As Zones
Users Per Query 500 =

["] Download Pictures

Activity Settings
Hours of Activities To Download
24 =

Save And Close Cancel

This page is for the custom settings when data is pulled from DSX.

Image Directory 1 The directory path on the system where the user images need to be stored
after pulling from DSX database.

Users Per Queryi Count of users need to fetch in a single gudeym DSX database.

Download Picturesi by default the user image is not pulled from the DSX. To pull the user
images need to check this option.

Hours of Activates to Downloadi This sis used in activity/event syrkhe events are pulled
based ion the hos given in the selection box. If 24 hours is given, then last 24 hours of activity
is pulled form DSXdatabase



Download Doorsi Since there is no door in DSX. Initially no doors data is mapped in to
XPressEntry. When you enable thtion,a door is created form each Readers (Devices) which
is pulled form DSX. And the readers will be external reader for the corresponding door.

Download Location as Zones To pull locations for DSX as zones in XpressEntry.

3. Test

Figure9i DSX PACS Setup TestPage

& DSX Data Manager Setup - | X

Connection Settings Test

Result

Save And Close Cancel

This section is used to test the Database quires with then DSX database.

DSX Sync Check

The purpose of this section is to help the operator understand exactly what data XPressEntry is
pulling fromDSX PACS For a quick setup, please naviga
XPressEntry usin@SXDat ao .

The mapping of each Data pulled fr@$X is shown below.



Table 1i Mapping Data

DSX XPressEntry
Device Reader
Card Holder Users
Cards Badges
Access Level Groups
Location Zones
Time Zones Time Zones
Holiday Holidays
Company Company

All External Records (Fro@SXPACS wi || di splay in red as an i
of the form. This label will not display for any records that were created from within
XPressEntry.



Below are the Mapping details of each Data pulled fio®iX

Readers

All Readers should be available to view in the Readers tab under Add/Edit Info.
Here is a sample of a properly synchronized readers:

Figurel01 Readers

ﬂj XPressEntry - 3.0.999 - Telaeris Inc (Logged In User:

Administrator, Company)

)
File (Lfg Tools @View m Logout @Enterxit

Entry/Exit Activity History Messages Add/Editinfo  Server Activity

External Record

- O s

@ Help

XPressFreedom Settings (optional)

Filter ‘ | @  © | @ \VUsers Companies Groups Zones Doors Readers Roles Timezones Muster Sites
Handhelds Name

Handheld 1 |Cameen In

Server Reader : DESKTOP-G30M7MD Door

Time to Read 2 Records: 0.01 seconds

I Readers I

Canteen Out
Conferrence Hall In
Front Gate In

Front Gate Qut
Master Device
Parking In

Parking Out

Test device

Time to Read 9 Records: 0.01 seconds

Canteen In Door

Profile
Default
GUID

External Muster Reader

Create Reader Credential

Merge With Handheld
Reader Name

Reader GUID:

Perform Merge
Uleusnuar

Add New Delete

Total Occupancy: 10 Inside 1 Zone |

Users

0 Unread Messages

Here is a sample of a properly synchronized user:

Figure L7 Users

Freedom Name  |Freedom Board

Paddress [ ]
TCPIP Port
Success Value i

nable Freedom Debug elay Sense
Enable Freedom Deb Relay Si
Enqueue Requests Key: DEFAULT

RFID Settings (optional)

RFID Reader =

Mode w | Trend [ ]

Antenna Port |1 %| Same Zone O
No Associated Reader

IDScan

Upload 1D Scan License Clear

Cancel

(I

Service Running Locally



m XPressEntry - 3.0.999 - Telaeris Inc (Logged In User: Administrator, Company) - [m] X

File ‘ijg Tools @View fﬁ Logout @Entry/Exit @Help

Entry/Exit Activity History Messages Add/Editinfo Server Activity

External Record

Filter ‘ ‘ @ = | @ | Users Companies Groups Zones Doors Readers Roles Timezones Muster Sites
Administrator, Comﬁni User  Permissions ContactInfo UDFs/Misc

Damon, Matt First Name Last Name Mi Photo  FP (0)
Depp. Johnny ‘Tum ‘ ‘Cru\se | l:l

DiCaprio, Leonardo

Diesel, Vin Company |Actor London ~| @

Downey Jr, Robert )

Evans, Chris Emp ID | visitor

Hanks, Tom

Hemsworth, Chris Zone |Canteen | [ Host

Johnson. Dwayne Zone Entry: 09-23 10:53:19 PM

Pitt, Brad

Smith, Will Last Reader:
Stallone, Sylvester

Role - Change | Crop || Delete
senpae[1 O]
End Date
Badges
a () Add Badge @ Delete Badge () ViewHistory | = Print Badge
Badge Activated Date Expired Date Invalid Badge Type
» w
Add New Delete Save Cancel :
Time to Read 14 Records: 0.01 seconds I:
Total Occupancy: 10 Inside 1 Zone | 0 Unread Messages | Service Running Locally

XPressEntry wil I (If enabledl in settingsgna badge dusnber froRBSK.e
The badge number can be seen at the bottom of the screen.

Figure12i DSX Cardholder

Cruise, Tom

General | User Defined Fields | Cards/Phone #/Key |

Location Group: London
First Name: [Tom
Last Name: [C:utse
Company: [ actor London ~|
Trace: [~ Visttor: [~

5JPG

Notes: |Thomas Cruise Mapother IV is an American actor and producer. — "F- “\J
= e

Add Card Ereviousl Next | Cancel | oK I

These users are seen in the Gdotbertab in DSX PACSThe below image shows the cards
which is assigned to the user.



Figurel3i DSX Cardholded €ard
Cruise, Tom Card #: 5000

Cards | Access Level: | Linking Level: |

imprinted Card #: [5000 # of Uses Allowed: [9999
Start Date: [7 /15,2021 ~] Stop Date: [12/31/2022 ~|
Start Time: [12:00:00 AM ﬂ Stop Time: (12:00:00 AM ﬂ
Guard Tour: [~ Ovemide Anti-Passback: [~
Status: [@
P Anti-PassBack Status
i NN
Last Used At = = ST =
21 22 Z3 Z4
Notes:

Previous Next Cancel I OK |

User Permissions

Users in XPressEntry have the same permissions to each reader as thBpHdPIRCS
This is regardless of whether the user is assigned an Access Code, Reader Group, or direct access
to a Reader. However, the way in which the data is displayedile alifferent.

The following is an example of the permissions a user hASkvs. how the data is
displayed in XPressEntry.



Her e

Figure ¥ - DSXPACS P

Cruise, Tom Card #: 5000

ermissions

fiCant een

l Linking Level: I
|
. Assembly Area ‘mp Canteen
‘= Canteen ‘mp Parking Main
‘wp Comorate Office Add >
imp Empoyees .
‘= Laboratory R |
‘mp Master Access Level
b Other Workers View
i Parking Gust
i) Parking Main {* Pemanent
" Temporary

Temp Start Date:

[12/31/9998 =l

Temp Stop Date:

[12/31/9999 =l

Previous ‘ Next ‘ Cancel ‘ 0K |

and Par ki

ng Mai

Figure B - XPressEntry Permissions

n 0 u A ecarédsm the
Access Level settings in thi#SX PACSSystem Cafiguration as seen in tlaboveimage.

The below image shows how these Access Levels are mapped in the XPressEntry.

The permission settings can be opened in DSX by double clicking the (Select Card/Phone
#Key Tabi Then double click the card which is assigned to theiuSelect Access Level Tab.

evel

S



ﬂ XPressEntry - 3.0.999 - Telaeris Inc (Logged In User: Administrator, Company) - m} X

( | File ﬁa Tools @ View d Logout @EntrylExit @ Help

Entry/Exit Activity History Messages Add/Editinfo  Server Activity
External Record

Filter | | | (-] H 5 ” o | Users Companies Groups Zones Doors Readers Roles Timezones MusterSites
Administrator, Comﬁni User Permissions Contactinfo UDFs/Misc
Damon, Matt Access Groups ‘ Add User to Group ‘
Depp. Johnny Parking Mai
DiCaprio, Leonardo C::ﬁ_;nfn =i | ~ |
Diesel, Vin
Downey Jr, Robert ‘ Allow User to Zone ‘
Evans, Chris
Hanks, Tom | e |
Hemsworth, Chris
Johnson, Dwayne
Pitt, Brad 4 Direct Zane Permissions ‘ Show All Zones User has Permission to Access ‘
Smith, Will T
Stallone, Sylvester Zone Name Name ‘ Allow User to Timezone ‘
| |
Allowed Times @
AddNew  Delete Save  Cancel ;
Time to Read 14 Records: 0.00 d: I:
Activity | Occupancy | Partial | Full || Total Occupancy” 10 Inside 1 Zone | 0 Unread Messages | Service Running Locally




I n order to s E€raisefldne haexa daec cse us etro ,i tabaSeleg at e
fiCanteeror ParkingMai@ f r om t he | i st on the | eft

Figure B - XPressEntry Permissions Readers

ﬁ_l XPressEntry - 3.0.999 - Telaeris Inc (Logged In User: Administrator, Company) - O X

)
in File ﬁjﬂ Tools @View :ﬂ‘ Logout @Emry/Exit @Help

Entry/Exit Activity History Messages Add/Editinfo Server Activity

External Record
Filter ‘ ‘ @ = @ \Users Companies Groups Zones Doors Readers Roles Timezones Muster Sites

All Access Name

Assembly Area |Cameen

Corporate Office
Empoyees |:| Is Default Group |:| Group Allows Reader Login
Laboratory
Master Access Level Readers Zones Holidays
Master Access Level Readers Selected
No Access Canteen In (Main Office Timezone)
Canteen In ~
Other Workers Canteen Out Canteen In (Night Shift)
Parking Gust Conferrence Hall In =3 Canteen Qut (Main Office Timezone)
Parking Main FrontGate In Canteen Qut (Night Shift)
Front Gate Out
Handheld 1
Master Device v
Timezones
Main Office Timezone
Night Shift
<
Add New Delete Save Cancel [ =
Time to Read 12 Records: 0.00 seconds =
Activity | Occupancy | Partial | Full || Total Occupancy: 10 Inside 1 Zone | 0 Unread Messages | Service Running Locally

Each user with assigned permission®8X PACSwill have the same permissions in
XPressEntry.

Groups

DSX PACSAccess Level are mapped to GroupXPressEntry

Figure I7 - DSX PACS Acces$ evels

t

(



®) DataBase 1: London Office - O

Level Defined
Field
Select Location | 1: London Office | Access Level Data 9

NAME | visiToR |
Assembly Area False
Canteen True
Comorate Office False
Empoyees False
Laboratory False
Master Access Level False
Other Workers False
Parking Gust True

Parking Main False



Figure B - XPressEntry Groups

Zones

Zonesare not pulled by default, to pull zones from DBXCSyou should enable the option
ADownl oadasZomrceas iiom DSX Data manger Settingso

TheLocationsn DSXPACS shoul d be available to view in

Here is a sample of a properly synchronized Zones:

Figurel191 XPressEntry Zones





















