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Purpose
This document is intended to allow the user to synchronize an XPressEntry system with a Lenel
OnGuard system.

Setting Up OnGuard to Synchronize with XPressEntry
It is assumed OnGuard is installed with DataCondulT enabled and a user with sufficient
permissions for WMI to communicate is logged in.
Order of Operations
1) Set up OnGuard Data
2) Enable Synchronization from XPressEntry
3) Set up XPressEntry Data

Setup OnGuard Data and Settings

Handhelds

For every physical XPressEntry handheld reader, you should have two logical readers in the OnGuard
System. These should be distinguished with the words “Entry/Exit” or “IN/OUT” at the end of them.
This will allow you to have one logical door for Entry/Exit per handheld.

XPressEntry Panel

You should add the readers to an OnGuard Access Panel. If you are not using the Device Translator
Panel, It doesn’t matter what this Panel is named or what type of panel it. This is just a placeholder so
XPressEntry can send events into OnGuard. It is suggested to use an easily distinguished name. Note that
this can also be an actual panel.

© Systern Administratus - Adwinstrotor Admestraton - [Access Paneds ]

T Gkcaton D Yew Aspreaon Acam b Wontorg  Vpes  Addtond Hedwae  (ogte Acem  lirdow ek -4 x
Frs s liviRpEn s 3B3aBe % o@ L
R Zomes SR REE%h 20k véd s EFfrBOI R

NGF | L3500 | INL2220 | D20 LRL2000 | inc 1000 | LMLS08 | HID | Cater |

| Access Parel - | Asratess
| M Surcmee Access Parel  HOME [ P
| B eremenry vee
Locason | Pwry Corvction | Secondary Connection | Otors | Diagresscs | tietes |
febzees Aszea
—
Wokd Srse orm
I 2]
e
sl | | | Mee | T s Seecsn 0ol 2 seleckad Chesa

5 aconss Parels |




XPressEntry Device Translator Panel

The XPressEntry Translator Panel is used to interface the XPressEntry system as a panel and the
handhelds as live readers on the OnGuard System. With the Device Translator installed OnGuard
can monitor the Online/Offline status of XPressEntry handhelds and server much like any

OnGuard panel.

Setup

Download the XPressEntry Device Translator zip and extract the folder. Run the appropriate

.msi installer for your version of OnGuard

Under “Other” in Access Panels you should now have an XPressEntry Panel Type.

Panel Setup

In OnGuard, go to System Panels and add a new Panel to OnGuard in the “Other” panel type tab.

@ System Administration - System Account - [Access Panels] EI@
; Application  Edit  View Administration Access Control  Monitoring  Video  Additional Hardware  Logical Access 5 5
(™ Window Help -
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[NGP_ ] LNL-4420 [ LNL-3300 [ LNL-2220 | LNL-2210 | LNL-2000 | LNL-1000 | LNL-500 [ HID | Other |
Access Panel ‘ Worksta| Name:
¥PE Panel LARK XPE Panel Online
Location | Connection I Options | Notes |
Workstation: Address:
LARK Browse 0 :
Arccess panel type:
XPressEntry
‘World time zone:
(GMT-08:00) Pacific Time {US & Canada)
Daylight savings
4| m b
[ 4dd | [ Modiy | [ Delete | [ Help. | [CJMultiple Selection 101 selected
1| 1 r
_ﬁ Access Panels |
Ready CAP | NUM | 5CRL | .:2

Select Access panel type “XPressEntry” and set it to online. In the Connection tab, set the IP
Address of the XPressEntry Service under the connection tab. If XPressEntry is running locally,

use 127.0.0.1.
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Entry/Exit Readers
Entry Reader:

\dministrator Administrator - [Readers and Doors]

‘[0 Appicaton Edit View Administration AccessControl Monitoring  Video  Additional Hardware  Logical Access  Window  Help -8 x
& O Y RER LS DB % O&(x
EXRoes 0 XGE%h 0 Bl =& aBifBOS a4

Reader ~ [ Access Panel [Reader Type [Port [ address [ Reader Number ]
[EllServer Reader Entry  XPressEntry Dual Interface Rdr 1 (Wiegand /Prox) ~ Port2 2 0
Bl server Reader Exit XPressEntry Dual Interface Rdr 1 (Wiegand /Prox)  Port2 3 0
P XPressEntry ce Rar 2 (Wieg: 1
[ElfxPressEntry 01Exit  XPressEntry Dual Interface Rdr 1 (Wiegand /Prox) ~ Port3 2 0
[EllxPressEntry 02Entry  XPressEntry Dual Interface Rdr 1 (All other readers) Port3 0 0
ElfxPressEntry 02Exit  XPressEntry Dual Interface Rdr 2 (Wiegand /Prox) ~ Port3 1 1
[E0xPressFreedom Entry  Suitcase Access Panel  Dual Interface Rdr 2 (Wiegand /Prox)  Port2 2 1
[EBxPressFreedom Exit  Suitcase Access Panel  Dual Interface Rdr 1 (Wiegand /Prox)  Port2 2 0

" General | Grouping | Settings | Controls | Aux Inputs | Aux Outputs  Anti-Passback | Command Programming | Notes |

A |
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n cffiie mode: [Deny
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Exit Reader:

tration - Administrator Administrator - [Readers and Doors]

[0 Appication Edit View Administration Access Control Monitoring Video  Additional Hardware  Logical Access  Window  Help -8 X
RE 2P EYPIER LS BB % 0éx
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Reader ~ [ Access Panel [ Reader Type [ Port [ Address | Reader Number |
[E0server Reader Entry  XPressEntry Dual Interface Rar 1 (Wiegand /Prox) ~ Port2 2 0
[B0server Reader Exit XPressEntry Dual Interface Rdr 1 (Wiegand /Prox) ~ Port2 3 0
[BE0xpressEntry 01Entry  XPressEntry Dual Interface Rdr 2 (Wiegand /Prox) ~ Port3 3 1
Port 3 0
[B0xPressEntry 02Entry  XPressEntry Dual Interface Rar 1 (All other readers) Port3 0 0
[B0xPressEntry 02Exit  XPressEntry Dual Interface Rdr 2 (Wiegand /Prox) ~ Port3 1 1
[B0xPressFreedom Entry  Suitcase Access Panel  Dual Interface Rdr 2 (Wiegand /Prox) ~ Port2 2 1
[E0xPressFreedom Exit  Suitcase Access Panel  Dual Interface Rdr 1(Wiegand /Prox) ~ Port2 2 0

General | Grouping | Settings | Controls | A inputs | Aux Outputs  Anti-Passback | Command Programming | Notes |
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Note that these should be set up as Physical readers in the system, even though the panel may never be
online. If you are not using the XPressEntry Translator Panel, It doesn’t matter what type of panel(LNL-
1000/2000/etc) or reader you choose. These are just placeholders for events that come in from
XPressEntry. In order for the events to show up in the Event Monitoring application the Panel should be
in Online mode.

OnGuard DataCondulT Setup

Single Sign-On Directory

OnGuard needs DataCondulT set up correctly. In General this will involve setting up a
Directory (Administration -> Directories) to enable Single Sign-On(SSO). SSO is required for
DataCondulT to function properly.
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Single Sign-On User

You will also need to set up a User account which DataCondulT can access. (Administration ->
Users). This should be linked to a computer account for SSO through the Directory Accounts
tab.



. 3% System Administration - System Account - [Users]
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Software Events / Linkage Server

You should enable Software Events in the system options page. This will allow XPressEntry to
get user updates from OnGuard via Software Events instead of only during a synchronization.
This is done from the Administration -> System Options page.

The Linkage server also needs to be set for DataCondulT software events to function properly.

Services

The following services should be enabled on the OnGuard machine:
LS Communication Server

LS DatacondulT Service

LS License Server

LS Linkage Server



Enable Synchronization
XPressEntry uses a module called “Data Manager” to synchronize Cardholders/Cards with

OnGuard.
From the main page of XPressEntry, go to XPressEntry / Settings (CTRL+S)

View Login

Tools
Settings k Ctrl+S
Manual Enter Exit
Reports Ctrl+R
Import Handheld Activity

Install Handheld via ActiveSync

Data Manager Tab
From the Settings Page Select the Data Manager Tab



2, XPress Entry Settings

]
i

File Database Import Logout

| Server | Reader Profiles , Data Manager | Wiegand Fomat Data | SQL Import / Bxport |

] Enable Data Manager

Type  [ONGUARD |

Setup Data Manager Save and Apply Settings
Log Level [SQL 'l & . l i .
Activity Update Frequency [ Activity Sync Now ]
Partial Sync Update Frequency [ Set ] [ Clear ] [ Partial Sync Now J
Full Sync Update Frequency [ Set ] [ Clear ] [ Full Sync Now ]
Activity Synchronizing
[T} Sync Data Manager Activities with XPressEntry tastEMachrly.
[[] Send XPressEntry Activities to Data Manager
Clear Data Manager Settings H Clear External Data ‘

Data Manager Live Log View

From the ‘Type’ Combo Box, select “ONGUARD”.

On the “General” tab, Select the Log Level desired. When setting up the system, SQL is the
suggested Log Level. Once the system is up and functional as desired, CRITICAL should be the
default Log Level.

Also on the General tab there is the option to “Trigger Data Manager Activities”. This will start

an OnGuard Activity sync whenever an activity comes into XPressEntry from a handheld. It’s
suggested you leave this checked.

Set the Update Frequency to as often as you want the system to update. If you set the “Trigger
Data Manager Activities” checkbox the suggested value is once per minute. If you didn’t set the
value then more frequent activity syncs might be better.

The “Activity Synchronizing” section contains two options.
Sync Data Manager Activities with XPressEntry - If you plan on tracking user occupancies for
Mustering on the handhelds, you should check this option.




Sync XPressEntry Activities to Data Manager — If you want the activities from the XPressEntry
Handhelds to show up in OnGuard, you should check this option.

All of these options can be changed at any time. CHANGES ONLY TAKE EFFECT ONCE YOU
PRESS “SAVE AND APPLY SETTINGS”

OnGuard Setup Page
Press the “Setup Data Manager” button to get the OnGuard specific setup screen.
a5 OnGuard Data Import Setup (=23u]
Remote Computer Name [] Use Usemame/Pwd
Usemame

Remote Computer Namespace
x Password
root“onguard

Full Namespace: rootonguard

[¥] Subscribe to Software Events

Companies Custom List Companies Custom Ref
Department DEPT

Default Role

[Entrant vJ

Test Connect ’ [ Defaults OK J

Status

If the Server running OnGuard is not the machine you have installed XPressEntry on, you need
to specify the computer name for that PC under Remote Computer Name. The permissions for
the user running XPressEntry are assumed to be sufficient to access DataCondulT via WMI. The
configuration of the PC with these permissions is assumed to be outside the scope of this
document. XPressEntry uses the System.Management.ImpersonationLevel.Impersonate level to
access DataCondulT via WML

DataCondulT is used for all data transfers between XPressEntry and OnGuard. As a result, you
must setup OnGuard to use DataCondulT appropriately. This is assumed to be outside the scope
of this document.

Companies is a required field in XPressEntry. It is chosen from the OnGuard User-Defined
Value Lists. The default is Lnl Department. It’s possible to set this up with another field. The
reference in the CardHolder field is the “Companies Custom Ref”. By default, this is DEPT.

You must specify the Default Role (typically Entrant) you want users imported from Lenel to
have.



Press OK and check the logs to see if Synchronization is working.



Setup XPressEntry Data

Once the OnGuard System is set up and synchronizing, you will see all of this data represented
in XPressEntry under the Add/Edit Info tab. Data which is imported from OnGuard cannot be

changed and is Grayed out.

Priority of Data Synchronization
Any changes made in OnGuard should be shown in XPressEntry in the following order:
Highest Priority: Badge/User/Zone Occupancy changes are updated immediately.

Lower Priority: Door/Reader/Area/XPressEntry Activities/User Permissions will be updated
whenever the Data Manager Synchronizer runs. This can be run manually from the Settings

page -> Data Manager tab by pressing “Partial Sync Now”.

Users

Here is a sample of a properly synchronized user:

B XPressEntry - 2.0.4668.21357 - Telaeris Inc. [ @][=]
File Tools View Login Help
| Entry/Exit | Activity History | Messages | Add/Edt Info | Server Activity | Error Log |
Users LCompanies l Groups I Zones I Doors l Readers I Roles I Certificates l Scheduled Tasks
Filter: User | Permissions
I-—h‘?[ 2 B2, First Name Last Name Ml Photo
Archer, Sean Alejandro | Angeletti ‘
Austin, Michael =
Azzarello, Claude B?dges 1052 ~ &
Bamett, Justin ) 0 3
Beideman, Brian = Q
Bement, Kevin ‘ b
Bouyer. Phiippe Company | Sales (]
Budnek, Bruce |
Carta, David Bl
Casey, Mark Wi
Castor, Evard Phione’. §
Chavez, Isaias 2
Cota, Diego Emal
Lo s Role [Entrant -
Die:eslznbaz;le Change Delete
Druien, Lamy Login
Duncan, Charles P d
Estes, Clay RN Change
Fitzgerald, Bill s ] Password
Fortaine, Hubert Corfim |
Gibson, Ryder
Ha, Ben
Haakonsen, Glen Y-
Time to Read 60 Records: 0.01 seconds )
lHear Crazstad =t Handhald Ninna Moctar Evantd
Add New ] [ Delete Save Cancel

Total Occupancy: 5 Inside 2 Zones

0 Unread Messages Lin ]

Those users have the same AccessLevel Permissions from OnGuard:




File Tools View Login

| Entry/Exit | Activity History | Messages | Add/Edt Info | Server Activity | Eror Log |

Users | Companies | Groups | Zones | Doors | Readers | Roles | Certficates | Scheduled Tasks |

Fitter:

Administrator, Compa »
Angeletti, Alejandro W
Archer, Sean

Austin, Michael
Azzarello, Claude

Access Groups

Demo Case LNL-2000 Employee (Always)
Demo Case LNL-2000 Employee (Weekday)
Full Access (Always)

Full Access (Weekdays)

Add User to Group |

Bamett, Justin
Beideman, Brian
Bement, Kevin
Bouyer, Philippe
Budnek, Bruce
Carta, David
Casey, Mark B
Castor, Evard

Chavez, Isaias

Cota, Diego

Cox, Kevin

Desbien, Dave

DiPeso, Paul

Druien, Lamy

Duncan, Charles

Estes, Clay

Fitzgerald, Bill

Fontaine, Hubert

Gibson, Ryder

Ha. Ben 3
Haakonsen, Glen ~ || Cerificates @

Time to Read 60 Records: 0.01 seconds

Allowed Zones @
Zone Name [

Allow Userto Zone |

s

1 l Cancel l

T

Add New Save

Delete |

Total Occupancy: 5 Inside 2 Zc

Doors

Entry/Exit permissions in XPressEntry are set by doors. Doors are portals between two zones
and can be “Entered” or “Exited”. The permissions for a door are determined by the External
Entry Reader and External Exit reader. Users will have permission to Enter or Exit a door based
on their OnGuard permissions for the selected readers. These are also the readers in OnGuard an
Entry or Exit will be assigned to.

Doors should be set by the user for each Handheld Reader in XPressEntry.



-

ﬂ XPressEntry - 2.3.5977 - Telaeris Inc. (Logged In User: Administrator, Company)

c - - @

View "% Logout

| Muster | Entry/Exit | Activity History | Messages | Add/Edit Info | Server Activity |

= I=]=]

Q-

Fitter:

LARK Emulator Door
Muster Door

RDR1 - AT870 w/Class Door
Test Door

XPE Doar 1

XPE Doar 2

XPE Doar 3

Door Name

[E | Users | Companies | Groups | Zones I RDOITB| Doors | Readers | RFID | Roles | Timezones | * | *

LARK Emulator Door

Start Zone

| Outside Area

End Zone

| Defautt Area Demo Ki

Door RFID Tag #

Extemal Entry Reader

| XPE Server Entry

BExemal Exit Reader

| XPE Server Ext

Time to Read 7 Records: 0.02 seconds

AddNew | Delete

Save

|| Cancel [ 5

Scanned: 4 / Missing: 17477

| 0 Unread Messages

Service Running Locally

-




Readers

XPressEntry divides readers up into two categories: “Handhelds” and “Readers”

Handhelds refer to physical readers in the system. All handhelds have a GUID which identifies
the hardware. There are currently three types:

The Server Reader — used to assign badge activities from the server. This will likely be named
“Server Reader: COMPUTER NAME” and have a 20-22 character GUID

Physical Handheld devices. These are typically either an Android or Windows CE Embedded
device. These have a long GUID.
Occasionally we use a Windows Emulator client for debugging purposes. These can be identified
with the same GUID as the server reader but with “-EMU” at the end.

It can be useful to have a reader in OnGuard for the physical handheld device. In particular, if
you are using XPressEntry in Muster or Verification mode you should “Merge” the OnGuard and
handheld records so events are sent from the specific reader as the appropriate OnGuard reader.

This Merging can only be done after a reader has been identified / registered with the
XPressEntry system. (The physical device must be in the handhelds section)

To merge the records, simply select the OnGuard reader from the “Readers” list and use the
“Merge with Handheld” drop down combo to select the handheld.

| XPressEntry - 2.3.5977 - Telaeris Inc. (Logged In User: Administrator, Company)

F File ﬁ@ Tools @

¥
View "‘ Logout

Muster | Entry/Exit I Activity History I Messages | Add/Edt Info |Server Adw'rty|

=N |EeR =)

9

Help

[@]=):&
Handhelds
50006F0063006B00650074005000430000
ATE7ON Handheld Device
LARK Emulator
Server Reader : LARK

Filter:

Time to Read 4 Records: 0.01 seconds

Readers
ATE70 Old Handheld Device
HH iClageSE Entry
HH iClassSE Bt
Kit Entry

Kit Exit

XPE Door 1 Entry
XPE Door 1 Exit
KPE Door 2 Exit
¥PE Door 3a Entry
KPE Door 33 Exit
¥PE Server Entry
XPE Server Ext

Time to Read 13 Records: 0.01 seconds

External Record
Users | Companies |Gr0ups IZones I Rooms I Doars | Readers |RFID I Roles | Timezones | * | "
Name ¥PressFreedom Settings {optional)
XPE Door 2 Entry Freedom Name Freedom Board
Doar IP Address
[ '] TCPIP Port 80
Verfication Zone Success Value :] 2
[NI Zoges v] [ Enable Freedom Debug 7] Relay Sense
Verfication G
[ Sreen e ] Enqueue Requests | Key: DEFAULT
Profile RFID Settings (optional)
[ ~| RFID Reader -
GUID Mode -
Antenna Port |1 Same Fone Entry 7]
Mo Associated Reader
Merge With Handheld
Reader Name v] Perform Merge
Reader GUID: |50006F0863006B0065007400500043000000-00-
Server Reader K |
lC‘EdS'T@?l; Cre
J
l Add New I l Delete ] Save Cancel 72

Scanned: 4 / Missing: 17477

I 0 Unread Messages

Senvice Running Locally

After you press the “Perform Merge” and confirm with “Yes”, the reader will be removed from
the bottom “Readers” list and added to the “Handhelds” list.



Zones

If you are going to be using OnGuard zones for mustering, it’s suggested you double check the
Zone settings.

Any outside zone should have the “Zone is Outside” checked.

In addition, it’s normal to check the “Zone is a Muster Point” checkbox for outside zones.

Any area where you want to track occupancies for mustering should have the “Zone is a Hazard
Area” box checked.

m XPressEntry - 2.3.5977 - Telaeris Inc. (Logged In User: Administrator, Company) EI@

| Muster | Enitry/Exit | Activity History | Messages | Add/Edit Info |Senfer ﬂcti\r'rtyl
External Record

Fitter: @E | Users | Companies | Groups |ZDHEE| Rooms I Doars | Readers | RFID I Roles | Timezones | * | *
Default Area Demo Kit
Outside Area Name
TEsT Default Area Demo Kit
Description

[[] Zone is Outsids
[] Zone is a Muster Poirt
Zone is a Hazard Area

Time to Read 3 Records: 0.03 seconds Add New ] [ Delete Save Cancel 3

Scanned: 4 / Missing: 17477 | 0 Unread Messages | Service Running Locally

Activities

XPressEntry will synchronize activities if that option has been set by Data Manager.

Entry/Exit activities will be sent to the OnGuard reader set for External Entry/Exit Reader on the
Door.

Verification and Muster activities will be sent to the specific reader they are scanned at.



